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Getting Started

Purpose of this manual

This manual explains the kitting operation for Android.
[# To perform a kitting operation, the Android device must be in the factory default state (default setting screen).

How to read this manual

The meanings of symbols and marks used in the explanation of this manual, the types of screens used in manuals,
and notes are as follows.

& About the symbol -mark
The marks and symbols used in the manual are as follows.

Symbols / Mark Description
1 Represents menu name, button name, and link name.

Represents the name you want to emphasize, such as tab name, function name, item
name, reference destination in the manual.

< > Represents the manual name or the document name.

= Represents the result of the operation.

E{ Represents the manual or document to be referenced.

& Represents the reference in the manual and the link to the website.

Xt Explains what to watch out for.

@ Explains points of handling and operation and what is convenient to know.

In the expllanation of the screen, describes the menu operation for displaying the
corresponding screen.

Ex)
|0peralion| [Settings]—[Android]—[Applications]—[Application Distribution]— n

@ About the screen

@ |n this manual, the user type is for "administrator”’. When logging in to the management site other than the user
type "administrator”, editing and browsing are restricted according to the user type. For details, refer to the
following.

E"User" — "List" — "Create a user"<Management Site Reference Manual>

@The version notation on the screen may differ from the actual one.

@Some screens and operations may differ depending on the OS version of Windows and the browser to be
used. In this manual, we explain using the screen displayed in Google Chrome.

About website URL

URLs of websites other than our company described in the manual are subject to change without notice.

About trademark

Company names and product names mentioned are trademarks and registered trademarks of each company.
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OS support policy
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1 About Android client

1.1 Overview

Optimal Biz (hereinafter referred to as this product) is a support service that manages and operates Android
devices without requiring expert knowledge. Remote lock and remote wipe (initialization) of Android devices can
be performed from Optimal Biz management site (hereinafter referred to as the management site) .

[# This manual is the operation manual of Android devices. For operation of the management site, refer to the
following.

ﬁ‘o\<Management Site Reference Manual>

1.2 OS support policy

In this product, OS support policy was established with the aim of ensuring product operation and security
functions. We will end support of lower OS version on a regular basis, so customers who use OS and devices
that are not subject to support will be requested to update OS or change model.

This OS support policy also covers Optimal Biz Browser.

Support policy Example of support

@Support from the latest supported OS of this | @Android 12: Latest supported OS
product to OS major version three generations | g@android 11: One generation ago
ago.

@ \With the addition of the latest supported OS, as for
the OS version that became out of support, we
respond to inquiries as much as possible only for [ Android 8.x is no longer supported. We will try our
one year from the date the support period expires best to respond to your inquiries until October 23,
as transition period. Operation guarantee and 2022.
trouble correspondence are not performed.

@Android 10: Two generations ago
@Android 9: Three generations ago




1 About Android client

1.3 System Requirement

The system requirement of Android client is as follows.

Device Android 9 or later
[# We support up to Android 8.x for the conventional version agent.
[ For details of the device, refer to the following.

E<Android Support Device List>

Device memory At least 200MB available disk space

SD Card At least 5MB of available disk space (required when saving the downloaded installer on
the SD Card)

Network Connection Connected to the internet via 3G/LTE or Wi-Fi. Available to communicate HTTPS (port
443) to the management site with/without proxy.

#1f you use the following functions or apps on your device, they may disrupt the agent's behavior and
communication.

Data saver

*Background data usage settings

+Airplane mode

+Battery optimization

+Battery-saving apps (Kyocera "Eco-Mode", HUAWEI "Device Management", etc.)

@ Support for agent: Optimal Biz supports the agent for 180 days after release. Also supported are two newest
generations of released agents




2 Selecting kitting methods

The kitting method will vary depending on the device you use and whether you use a Google Workspace (formerly
G Suite) account. Refer to the following to select an appropriate method.

Item Page

T
3

== Page

ZAttention

@To execute kitting, you must factory reset the device (initial setup screen).

@ The legacy Android agent can be installed to Android 5.x or lower, but the agent is guaranteed to operate
in Android 9 or later. For legacy agent, refer to the following.

(7 "Legacy Android agent" Page 228




2 Selecting kitting methods

2.1 Overview of each kitting method

There are six ways to perform kitting for Android agents. See the table below for the characteristics of each
method.

* Afw identifier

+Google Workspace (formerly G Suite) account

«Zero-touch enroliment (using a Google account)

«Zero-touch enrolliment (using a Google Workspace (formerly G Suite) account)
*QR code

*NFC

[# Depending on the kitting method, you cannot change it to another method. Before you begin kitting, review
the table below and carefully select an appropriate method.

[#'When using Android Enterprise regardless of the kitting methods, one user can own up to 10 devices. Do not
link more than 10 devices to one user.
If you link more than 10 devices to one user, Google account distributed to the device will be disabled. You
will not be able to browse Google Play or install apps that are used on your account.

Kitting method Description

Afw identifier Enter the afw identifier "afw#biz3" in the Google account input field that appears when
you activate your device. This is the most standard kitting method that requires few
preliminary settings.

For the kitting steps, refer to the following.

(% "Integrating Android Enterprise with a Google account Google"
Page 11

[“If you have a Google Workspace (formerly G Suite) contract, do not select this
option and make sure to perform kitting using one of the following methods.

+ Google Workspace (formerly G Suite) account
+ Zero-touch enrollment (using a Google Workspace (formerly G Suite) account)

Google Workspace | Enter your Google Workspace (formerly G Suite) in the Google account input field that
(formerly G Suite) | appears when you activate your device. This method is to integrate Android Enterprise
account by using your Google Workspace (formerly G Suite) account. This method provides

the following benefits.

+ Because you use a Google Workspace (formerly G Suite) account, you do not
have to create a Google account for administration.

* You can use Google services from your device by using your Google Workspace
(formerly G Suite) account.

For the kitting steps, refer to the following.

(% "Integrating with Android Enterprise by a Google Workspace
(formerly G Suite) account" Page 40




2 Selecting kitting methods

Kitting method Description

Zero-touch enrollment | You use a device that supports zero-touch enroliment to integrate Android Enterprise
(using a Google account) | via your Google account and force the device to be under control of this product. This
method provides the following benefits.

* Pre-kitting devices can be registered as pre-kitting devices.
* Device operation during activation can be reduced.

For the kitting steps, refer to the following.

(& "Performing Android Enterprise integration by using zero-touch
enroliment with a Google account" Page 73

[# For the details of zero-touch enroliment, refer to the following.

(Fhttps://www.android.com/intl/ja_jp/enterprise/
management/zero-touch/

Zero-touch enrollment | You use a device that supports zero-touch enroliment to integrate Android Enterprise
(using a Google | via your Google Workspace (formerly G Suite) account and force the device to be
Workspace (formerly G | under control of this product. This method provides the following benefits.

Suite) account) « Pre-kitting devices can be registered as pre-kitting devices.
+ Device operation during activation can be reduced.

+ Because you use a Google Workspace (formerly G Suite) account, you do not
have to create a Google account for administration.

* You can use Google services from your device by using your Google Workspace
(formerly G Suite) account.

For the kitting steps, refer to the following.

%"Integrating with Android Enterprise by a Google Workspace
(formerly G Suite) account using zero-touch enroliment” Page
128

[# For the details of zero-touch enroliment, refer to the following.

(Fhttps://www.android.com/intl/ja_jp/enterprise/
management/zero-touch/

Others QR code Tap the initial setup screen six times to install a QR code scanner, and scan a specified
QR code.

For the kitting steps, refer to the following.
% "Performing kitting using a QR code" Page 191

NFC Hold the NFC-supported master device over a subdevice to install the agent.

For the kitting steps, refer to the following.
% "Performing kitting using NFC" Page 206

[ Available on NFC-supported devices with Android 6.0 to 9, but guaranteed to
operate in Android 9 or later. For NFC-supported devices, refer to the following.

E<Android Support Device List>

10
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3 Integrating Android Enterprise with a Google
account Google

To use Android Enterprise, perform an integration setting between this product and Google via your Google
account before kitting your device.

This chapter describes the following items.

ltem Page
Registering a Google account 12
Creating a user 18
Kitting with the afw identifier 20
Performing license authentication 34
Allocating a user to your device 38

ZAttention

@ You must have a Google account that is not integrated with Android Enterprise.

@If you want to delete an integrated account or re-register a new account, refer to the following.
’¥"Changing integration settings between Optimal Biz - Google" Page 219

@The items marked with * above are required only for the first kitting.

@By setting up the "Application Distribution" function of Android Enterprise on the management site in
advance, apps can be distributed to your device at the same time as license authentication after kitting is
complete. For details of app distribution, refer to the following.

ﬁ‘c\"Android Enterprise App distribution” in<Android Enterprise Manual>

11



3 Integrating Android Enterprise with a Google account Google

3.1 Registering a Google account

Follow the steps below to register a Google account for integrating Android Enterprise with the management site.

[1] Click [Settings]—[Service Environment Setting]—[Android Enterprise (Company Account
Registration)].

Optimal Biz [] Assets @ User 488 Organization | Settings| [ Log (M Related Service testcompany  user1 ~

Select 0S Android 0S8 Mac 0S8 Windows Windows 10 Mobile

Service Environment Setting
On this page, you can configure the environment of this service
Notification Settings

Account Policy

SaaS ID Federation

Device Authentication
Control

LDAP

Portal

Android Enterprise
(Company Account
Registration)

Apple Push Certificate

Easy Setup

Optimal Biz | ©2011 OPTiM | Terms of Service(# | Privacy Policy ' | Site Map

[2] The "Status” (A) shows "Unregistered”.
Google account” is selected in "Account Type" (B) by default. Click [Register account].

[# After account registration is complete, the device's "Installation of unknown source apps" and
"Developer options" will be set to "Prohibit" and "Force apps check" will be set to "Force". Create a
configuration set that allows "Installation of unknown source apps" in "Security setting (DOM)",
allocate it to your device, and perform a sync.

E“Settings — Android" - "Device Owner Mode" - "Security setting (DOM)" in <Management Site

Reference Manual>

(A) moid Enterprise Account Registration

A When using Android Enterprise, on the device, default is prohibition for
"Unknown sources” and "Developer options”, and forcible for "Verify apps".
Please use Security Setting (DOM) if you want to change the setting.

® Google account © G Suite account

Register account |

12



3 Integrating Android Enterprise with a Google account Google

[3] Google Play will be displayed. Click [SIGN IN].
[# Depending on the browser you are using, Google Play may not work properly.

B Google Play #

Bring Android to Work

Work smarter and faster with Android

SIGN IN

[4] Enter your company Google account.
[5] Click [NEXT].

Google
Signin

with your Google Account

q Email or phone

Forgot email?

Not your computer? Use Guest mode to sign in privately. Learn more

Create account 5 ’ NEXT

13



3 Integrating Android Enterprise with a Google account Google

[6] Enter the password.

[7] Click [NEXT].

Google

Hi =
e

q Enter your password

Forgot password?

[8] Click [DONE].

Google

e

account

No phone number

Recovery email
No recovery email

UPDATE

Protect your account

Recovery phone number

Tell Google how to reach you in case you forget your
password, lose access, or there's unusual activity on your

DONE

14



3 Integrating Android Enterprise with a Google account Google

[9] Click [Get started].

' Google Play # 0 @

Bring Android to Work

Get started

[10] Enter "Business name".
[11] Click [Next].

Business name

We need some details about your business

Business name

Your answer

Enterprise mability management (EMM) provider

Optimal Biz
Previous

15



3 Integrating Android Enterprise with a Google account Google

[12] Read the agreement and check the box.
[13] Click [Confirm].

[# The Data Protection Officer and EU Representative (A) are optional. Enter them if required. For
details of Data Protection Officer and EU Representative, refer to the following.

(F https://support.google.com/googleplay/work/answer/7681629

Contact details

We need some details about your key contacts

As part of our commitment to data protection regulations, Google must maintain contact details for a
customer data protection officer and an EU representative. We will use this information to contact you with
any guestions or notifications regarding the privacy and security of your data within our services.

These details can be added later, in the Admin Settings section of managed Google Play, if you do not have
them available right now.

(A)

Data Protection Officer

Name
Email

Phone

EU Representative

Name
Email

Phone

m I have read and agree to the Managed Google Play agreement. I
Frevios %

[14] Click [Complete Registration].

Set up complete

Thanks for choosing Android enterprise.

‘ Complete Registration

16
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3 Integrating Android Enterprise with a Google account Google

[15] When you return to the management site, the "Status" (A) shows "Registered".
The email address registered for Google Play is displayed in "Account E-mail Address" (B).

A~d-pjd Enterprise Account Registration

@

Registered

A \When using Android Enterprise, on the device, default is prohibition for
"Unknown sources" and "Developer options”, and forcible for "Verify apps”.
Please use Security Setting (DOM) if you want to change the setting.

Account Type
Google account

17



3 Integrating Android Enterprise with a Google account Google

3.2 Creating a user

Follow the steps below to create a user.

[1] Click [User]—[List].
[2] click K1

1— ptimal Biz [ Assets | User &% organization {§ Settings [Bj Log [ Related Service

List Search: User Name ‘ © Please select target User.
Asc: User Name
Customizing Input Items

Add with CSV

u] u Administrator
Edit with CSV
Download CSV 0 g User
-a8=

testcompany userl ¥

1 ©2011 OPTiM | Terms of Service" | Privacy Policy (2 | Site Map

18



3 Integrating Android Enterprise with a Google account Google

[3] Enter an arbitrary name in "Name".

[@For details of other input and setting items, refer to the following.

@ "User" - "List" - "Create a user" in <Management Site Reference Manual>
[4] Click [Save].

= A user will be created.

Access Control Others ~

Password

3 Name Current Password
| | Ty
Phonetic Name m
Last Name
| |
First Name Number of Devices
| 110
User ID
| | Saa$ ID Federation
E-mail Address Office 365
| | (None)
User Classification G Suite
OAdministrator (All operations are (None)
permitted)

COOperator

CReader (Unable to edit)
OlLock/Wipe only

CLogin only (Select permissions)
®User (Unable to log in)

Organization

| [ - |
Category

[ (Uncategorized) v|

Jevice Authentication Limit
®No Restriction
ORestricted[  |devices

CProhibit authentication E

19



3 Integrating Android Enterprise with a Google account Google

3.3 Kitting with the afw identifier

Follow the steps below to perform kitting for your device with the afw identifier.

Note that the operation is different between Android versions earlier than 12 and versions 12 or later. Depending
on the Android version of your device, choose one of the following methods.

@For less than Android 12

@For Android 12

#When you are kitting Android 12 or later, kitting operation may not be able to complete if you have set
Google Play Developer Services (com.google.android.gms) on the management site's "Application
prohibition" blacklist and "Non-display application". Refer to the following to clear the setting in advance

and then conduct kitting.
E"Settings — Android" - "Application” - "Application prohibition" in <Management Site Reference

Manual>

E"Settings — Android" - "Device Owner Mode" - "Non-display application" in <Management Site

Reference Manual>

3.3.1 For less than Android 12

[1] Tap [GET STARTED].

Welcome

ENGLISH (UNITED STATES)

A (o]
EMERGENCY  VISION SETTINGS

[2] Tap [SKIP].
[#1f a SIM card is already inserted, this screen does not appear.

Insert SIM card

Not sure how? Check the instructions
that came with your phone.

Once you insert your SIM card, it may
take a few seconds to activate.

< SKIP >

20



3 Integrating Android Enterprise with a Google account Google

[3] Tap [Set up as new].

Set up your

Get your phone ready to go. How would
you like to set it up?

Keep your apps & data
£) Restorea backup or copy from a
device

o Set up as new
Get a fresh start

[4] Tap [Use cellular network for setup] or tap a Wi-Fi SSID to
connect to Wi-Fi.

<<If you do not have a SIM>>

[Use cellular network for setup] will not be displayed, so connect
to Wi-Fi.

Get connected

W Seeall Wi-Fi networks

4 | Use cellular network for setup

~=  Don't use any network for setup

<

<<If you use a cellular network>>
When a pop-up appears as shown on the screen on the right, tap
[CONTINUE].

<<If you use a Wi-Fi connection>>
Continue with the next step. Possible data charges

Your phone will use the cellular
network during setup, and you may

be charged for this data usage. To
avoid possible charges, connect to

Wi-Fi.

BACK | CONTINUE

21



3 Integrating Android Enterprise with a Google account Google

[5] Network connection starts.

Checking network...

Adding a few finishing touches. This
may take a minute or two.

[6] Enter "afw#biz3" in "Email or phone".
[7] Tap [NEXT].

Add your account

Google

Sign in to get the most out of your
device. Learn more

q Emai or phone

Need help finding your account?

Or create a new account

: 7
[8] Tap [NEXT].

Google services

These services put Google to work
for you, and you can turn them on

or off at any time for your Android
Enterprise account. Data will be used
in accordance with Google's Privacy
Policy.

Automatically back up device
data (such as Wi-Fi passwords
and call history) and app data
(such as settings and files stored
by apps) to Google Drive. Learn
more

< NEXT >

22



3 Integrating Android Enterprise with a Google account Google

[9] Tap [NEXT].

Android Enterprise

This account requires mabile device
management. Install the Optimal
Biz app to enforce security policies
required by the Android Enterprise
account

Biz Optimal Biz
=

[10] Tap [INSTALL]. —

B optimal Biz

Do you want to install this application? It
does not require any special access.

CANCEL J INSTALL

[11] Tap [ENCRYPT].

[# Without encryption, kitting may not be performed properly for the
agent in some devices. Some devices do not display this screen.

@ Follow the on-screen instructions to perform encryption. Once
encryption is complete, the device will reboot. On the network
connection screen that appears after the reboot, select a network
you want to use.

Set up your device

To continue setting up your device,
you'll need to encrypt it. This may take
some time.

S S

23



3 Integrating Android Enterprise with a Google account Google

47% (W

[12] Tap [NEXT].

Set up work device

Your organization will control this
device and keep it secure.

The following app will manage your
device:

@ Optimal Biz

[13] Check "l consent".
[14] Tap [OK].

Your admin has the ability to monitor
and manage settings, corporate access,
apps, permissions, theft-protection
features, and data associated with this
device, including network activity and
your device's location information.

To use theft-protection features, you
must have a password-protected screen
lock for your device.

Contact your admin for more infor-
mation, including your organization's
privacy policies.

Learn more

13 EEEN

CANCEL

[15] Check "Accept EULA".
[16] Tap [OK].

End User License Agreement

END-USER LICENSE
AGREEMENT

This Agreement ("Agreement”) is a legal
agreement between OPTIM Corporation
(“OPTiM") and a user ("User”) who installs
and/or uses OPTIM’s software product(s)
named Optimal Biz (*Application”) on a
portable device such as a personal
computer, a Smartphone, or a tablet

computer (“Device”). User should read this
Agreement carefully before User installs
and/or uses Application.

1. GENERAL

1.1 User agrees 10 use Application in
accordance with this Agreement.

' |Accept EULA
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3 Integrating Android Enterprise with a Google account Google

[17] Read the user data policy, and tap [Privacy Policy].

[18] Check "l agree to the privacy policy".
[19] Tap [OK].

[20] A screen that requests permission appears. Follow the on-

screen instructions to set things up.
[21] Tap [OK].

= The license authentication screen appears. Continue with the

license authentication.

21

User Data

This app collects and sends device
information to the management site only for
the purposes described below:

Privacy Policy

Privacy Policy

App Permission:
Required Permissions

Apps with usage access
Application prohibition, Remote lock
Modify system settings P—
Screen lock, Proxy, Restore Done
e

Battery optimization
Run in background

Optional Permissions

Storage

Download contents Done |
Location

Zone Management, Location data Done
Contacts

Contact list, Backup, Restore Done

OK Cancel
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3 Integrating Android Enterprise with a Google account Google

3.3.2 For Android 12 or later

[1] Tap [Get Started]. .
<If you are inserting SIM >

The following screen is displayed.

Activating network...

Welcome

G Q @  English (United States)

T Assistive options v

Efnergency call 1 Get Started

[2] Tap [Skip].
ol

Connect to mobile
network

If you have a SIM card, insert it now

28
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3 Integrating Android Enterprise with a Google account Google

[3] Tap a Wi-Fi SSID to connect to Wi-Fi.

[# Android 12 or later cannot be kitted using mobile network. Be
sure tO Connect to W|-F| Select a network

ﬂﬁ . . . =

W E——— e

Connect to Wi-Fi

= Network connection starts.

0

Getting your phone

ready... v S

i EAA e

This may take a few minutes o Serw faeOl o

+  See all Wi-Fi networks

. 4 Use mobile network for setup

Set up offline

(4] Tap [Don't copy].

= Checking information. al
Copy apps & data
p— You can choose to transfer your apps,
photos, contacts, Google Account, and

more.

Checking info...

4
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3 Integrating Android Enterprise with a Google account Google

[5] Enter "afw#biz3" in "Email or phone".

[6] Tap [Next]. G
Signin

with your Google Account. Learn more

Create account

\ 6
skip Next

[7] Tap [Next].
= Getting ready for work setup. (]

Your account is
managed

Getting ready for
work setup...

Your IT admin uses mobile device
management to enforce security policies

¢ o

7 o)

Next

[8] Tap [OK]. KX

This device will be managed by IT
admin

This device will be set up as a company-owned device,
IT admin will be able to see your data on this device.
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3 Integrating Android Enterprise with a Google account Google

[9] Tap [Accept & Conetinuel].
= Setting up in the device. 2]

Let's set up your
work device

i
View terms

Keep your work apps

at your fingertips

)

Accept & continue

Setting up your device

[10] Tap [Next].
= Getting account information. (-]

This device isn't
private

G

Getting account

- ‘D Your activity & data
info...

Your IT admin may be able to see your data and
activity on this device.

[l App permissions

Your IT admin can set permissions for apps on

this device, such as microphone, camera, and
location permissions.

Cancel setup Next

[11] Tap [More].

#[More] is displayed several times on some devices. Tap [More] Google

until [Accept] is displayed. Gongis Services

L —— T — g——

Tap to learn more about each service,
such as how to turn it on or off later. Data
will be used according to Google’s Privacy
Policy.

Location

© Uselocation v

Allow apps and services with location [ ]
permission to use your device’s

location. Google may collect location

data periodically and use this data in

an anonymous way to improve location

accuracy and location-based services.

Q  Allow scanning v

Allaw anne and servieas ta cran far Wis

1
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3 Integrating Android Enterprise with a Google account Google

[12] Tap [Accept].

Allow apps and services to scan for Wi-Fi ®
networks and nearby devices at any time,
even when Wi-i or Bluetooth s off.

Device maintenance

Send usage and diagnostic
N
o data

Help improve your Android device ®
experience by automatically sending

diagnostic, device, and app usage data to

Google. This will help battery life, system

and app stability, and other improvements,

Some aggregate data will also help Google

apps and partners, such as Andreid

developers. If your additional Web & App

Activity setting is turned on, this data may

be saved to your Google Account.

*  Install updates & apps v

By continuing, you agree that this device may also
automatically download and install updates and
apps from Google, your carrier, and your device’s
manufacturer, possibly using cellular data. Data rates
may apply. Some of these apps may offer in-app
purchases,

Tap “Accept” to confirm your selection of these
Google services sattings.

[13] Check "Accept EULA".
[14] Tap [OK].

End U:

END-USER LICENSE
AGREEMENT

[15] Read the user data policy, and tap [Privacy Policy].

User Data

This app collects and sends device information
to the management site for providing and
improving our service and for customer service
even when the app is closed or not in use:
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3 Integrating Android Enterprise with a Google account Google

[16] Check "l agree to the privacy policy".
[17] Tap [OK].

[18] A screen that requests permission appears. Follow the on-

screen instructions to set things up.

[19] Tap [OK].

Privacy Policy

Optimal Biz IR
. e e

/|| agree to the privacy policy

App Permissions
Required Permissions

Apps with usage access
Application prohibition, Remate lock

Modify system settings
Sereen lock, Proxy, Restore Incomplete

Battery optimization

Run in background Incomplete

Optional Permissions

Storage

Download contents Incomplete
Location

Zone Management, Location data

management

App Permissions
Required Permissions
Apps with usage access

Application prohibition, Remate lock

Meodify system settings
Screen lock, Proxy, Restore

Battery optimization
Run in background

Optional Permissions

Storage
Download contents

Location
Zone Management, Location data
management
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3 Integrating Android Enterprise with a Google account Google

[20] Enter a "company code" and "authentication code".

[# Contact your administrator for your company code and
authentication code.

[#@1f you tap [Scan QR Code to fill out the Authentication
information] (A) and scan a QR code for agent license activation,
the "Company code", "Authentication code", and "URL" will be
automatically entered. Contact your administrator for the QR
code.

[21] Tap [Send].

[22] The license authentication completion screen appears.
Tap [OK].

<When portal settings are set to be displayed on Management Site >
After you tap [OK], initial registration screen appears.
Enter items as necessary.

[(# The user will link to the device if the initial registration has
been made.

[#1f you do not need to register, you can either tap [Close] (A) or
(B) the back button on the device to close the screen.

[#1f the user is already linked to the device, a message will
appear and say that the user has been linked. Close the
screen.

LA RS
Maw ) W AR
L

User Registration

Employee Number

Last Name

First Name

v Next

Optimal Biz ver.
©2071°0P ferms of Setvice | Pavacy Palicy

< opimls

Activation
L

Company Code

L
Authentication Code

URL
——— o -

Authenticate by User ID and Password

Scan QR Code to fill out the Authentication I

2! =
o

The setting is completed.
Company Code: M sl s
ion Code; —

URL:
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[23] Tap [Skip].

= Kitting is complete. L7}
License authentication is also complete. Proceed to "Allocating a . .
user to your device". Swipe to navigate
_ _ your phone
(% "Allocating a user to your device" Page 38
Learn gestures to go Home, go back, and
switch apps

v
All set!

You're ready to start using your phone

e

Swipe up to go Home
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3 Integrating Android Enterprise with a Google account Google

3.4 Performing license authentication

After kitting is complete, perform license authentication with your User ID or company code / authentication code.

[#1f you are using Android Enterprise, after you perform license authentication with the user ID registered from
the management site, it will be integrated with Android Enterprise.
If you have not registered your user ID, the user ID can be integrated with Android Enterprise by performing a
license authentication with a company code / authentication code, registering the user ID from the
management site, and linking it with your device.

[# Android 12 or later are license authenticated by kitting, so this operation is not necessary. Proceed to the next
operation.

(% "Allocating a user to your device" Page 38

3.4.1 Authenticating by a user ID

[1] Tap [Authenticate by User ID and Password]. a

Activation
Company Code

Authentication Code
URL

E-mail Address

nAulhenllcale by User ID and Password I

Scan QR Code to fill out the Authentication
Information

[2] Enter the "Company Code", "User ID or E-mail Address",

and "Password". 8 —"
Activation
[# Contact your administrator for your company code, user ID, and et
paSSWO I’d . User ID or E-mail Address

[# You do not have to change the URL (A).
[3] Tap [Send].

Password

URL

Authenticate by Authentication code.

Scan QR Code to fill out the Authentication
Information

3 =
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3 Integrating Android Enterprise with a Google account Google

[4] The license authentication completion screen appears. Tap
[OK]. : -~
The setting is completed.
Company Code: i
User ID: s

URL: . s . g . s

OPTIN

[5] The agent menu screen appears.

[ After license authentication, users cannot interact with the agent
screen until the initial synchronization is complete at the

management site. ﬁ—“lq
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3.4.2 Authenticating by a company code / authentication code

[ After license authentication is complete, allocate a user to the device on the management site.

E"Asset“ - "List" - "Asset management information" in <Management Site Reference Manual>

[1] Enter a "company code" and "authentication code".

[# Contact your administrator for your company code and
authentication code.

@1 you tap [Scan QR Code to fill out the Authentication
information] (A) and scan a QR code for agent license activation,
the "Company code", "Authentication code", and "URL" will be
automatically entered. Contact your administrator for the QR
code.

[2] Tap [Send].

[3] The license authentication completion screen appears. Tap
[OK].

<When portal settings are set to be displayed on Management Site >

After you tap [OK], initial registration screen appears.
Enter items as necessary.

[# The user will link to the device if the initial registration has
been made.

[#1f you do not need to register, you can either tap [Close] (A) or
(B) the back button on the device to close the screen.

[#1f the user is already linked to the device, a message will
appear and say that the user has been linked. Close the
screen.

e e
LR RREE S el B

User Registration

Optimal Biz ver. ©
©2017 OPTIM | Terms of Service | Privacy Polic

" optmalni:

Activation
Company Code

Authentication Code

E-mail Address

AL by User ID and Password

(V] Scan QR Codeto il ut the Authenti
Information

The setting is completed.
Company Code: S
User ID: s
URL:
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[4] The agent menu screen appears.

[# After license authentication, users cannot interact with the agent
screen until the initial synchronization is complete at the
management site.
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3 Integrating Android Enterprise with a Google account Google

3.5 Allocating a user to your device

Follow the steps below to allocate a user created in "Creating a user " to a device.

[1] Go to [Assets]—[List], and select a target device from the list.
[2] Click [Edit admin information].

Optimal Biz Assets @ User 488 Organization &§ Settings [ Log [ Related Service - — e ®

Communication Date: 27 Aug 2021 09:11:59
List 2 Sync
Assets
Network Map
os
Authentication Procedure Asset Name Search Engine Add filte
Setting of all Assets in bulk Search Condition: Phone Number
Customizing Input Items 111 Page (14 Devices)
izati u:
Add with CSV e - about2 years ago ® Organizati
rganization
Edit with CSV O 27 days ago ®
Delete with CSV a| 19 days ago ® Note
Assign the certificate with O about 4 years ago ®
csv
O —— - - about 1 month ago ®
Download CSV 2 Edit admin information |
0 about 1 hour ago ® I
O o comcemm— - for over 2 years ago ® Settings
0 almost 2 years ago ® Setting Allocafion
U o em— - almost 2 years ago ®
Sening Template Allocation
[m] about 1 year ago ®
O emm— - oy O o
[m} about 2 years ago ® Actions
[ ——— - about 1 year ago [©]
Change screen lock password
8] almost 2 years ago ®
Remote Lock
how ott
Information
| 2011 OPTiM | Terms of Service | Privacy Policy(# | Site Map Logs -
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[3] Select "User" in "Division" and specify the user selected in "Creating a user" from the pull-
down menu.

[4] Click [Save].

Oplimal Biz [] Assets & user &85 Organization &} Setings [ Log [ Related Service (9 Management Information (%)

Communication Date: 27 Aug 2021 09:11:59 & Sync

List
Assets

Network Map

Authentication Procedure Asset Name Search Engine  EGRIIE

Setting of all Assets in bulk Search Condition: Division

ne Number

Asset Name

Customizing Input Items 111 Page (14 Devices)

n

Organization
comminisaion B3 = ﬁ S
© Organization

Message

Add with CSV

. — — - about 2 years ago ‘
Edit with CSV 27 days ago Note
Delete with CSV o — 19 days ago

Assign the certificate with
Ccsv

about 4 years ago

- —— - - . about 1 month ago
Download CSV

about 1 hour ago
———— - for over 2 years ago
almost 2 years ago
PR — - almost 2 years ago
about 1 year ago
B - for over a year ago
about 2 years ago

—— — - about 1 year ago

(G} © O} ©CK O CCHCONONC O

OO0 o0 ojg oo olg og ogd

almost 2 years ago

11 OPTiM | Terms of Service@ | Privacy_P

[5] Click [Sync].
[6] Click [OK].
= The user will be allocated to the device.

Optimal Biz [ Assets & user 38 Organizat s _ . — (5
Sync will start. Depending on device, it may take significant amount of

time until the setting is applied. Click on [OK] butten to proceed Communication Date: 27 Aug 2021 09:11:59

List

Assets Cancel
Network Map C
" R ‘ ® Changed asset information.

Authentication Procedure Asset Name Search Engine  EUGRIIE

os

Setting of all Assets in bulk Search Condition:

Customizing Input Items 1/ 1 Page (14 Devices)

n

Phone Number
Message

ne Number Organization
-- comminisaion B3 = ﬁ

Add with CSV

. — — about 2 years ago User
Edit with CSV 27 days ago
= Organization
Delete with CSV . — 19 days ago

Assign the certificate with
Ccsv

about 4 years ago
Note

—— — - - about 1 month ago.
Download CSV

Edit admin information
Settings
Setting Allocation
Setting Template Allocation

Sho ngs

about 1 hour ago

———— - for over 2 years ago

almost 2 years ago

— —— - almost 2 years ago
about 1 year ago

B - for over a year ago

about 2 years ago

— — - about 1 year ago
Actions

Change screen lock password

OO0 o0 ojg o0 o0 og og

(G} O} © RSO CCH O NONC O

almost 2 years ago

| ©2011 OPTiM | Terms of Service | Privacy P Information =
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4 Integrating with Android Enterprise by a
Google Workspace (formerly G Suite) account

To use Android Enterprise, perform integration setting between this product and Google by using a Google
Workspace (formerly G Suite) account before performing kitting for the device. If you register your Google

Workspace (formerly G Suite) account for integration setting, perform the setting on the Google Admin console
and issue a token.

This chapter describes the following items.

Item Page
Issuing a token * 41
Registering a Google Workspace (formerly G Suite) account * 48
Creating a user 50
Kitting by a Google Workspace (formerly G Suite) account 54
Performing license authentication 69

ZAttention

@®You must have a Google Workspace (formerly G Suite) account for which the Android Enterprise
integration setting has not been performed.

@If you have registered a Google Workspace (formerly G Suite) account for integration setting with Google,
you may not be able to perform a forced (silent) installation. In that case, you must agree to the managed

Google Play Store's terms of use. Log in to Google as a G Suite administrator from the following URL and
accept the terms.

(T https://play.google.com/work/termsofservice

For details of forced installation, refer to the following manual.

E"App Distribution by <Android Enterprise Manual> " - "Application Distribution" - "If

only specified apps can be installed" in Android Enterprise

E“Using the managed Google Play store " - " Forced (silent) installation of apps" in

<Android Enterprise Manual>

@The items marked with * above are required only for the first kitting.

@By setting up the "Application Distribution" function of Android Enterprise on the management site in
advance, apps can be distributed to your device at the same time as license authentication after kitting is
complete. For details of app distribution, refer to the following.

ﬁ‘c\"Android Enterprise App distribution” in <Android Enterprise Manual>
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4 Integrating with Android Enterprise by a Google Workspace (formerly G Suite) account

4.1 Issuing a token

Follow the steps below to integrate this product with Google by using a Google Workspace (formerly G Suite)
account.

[1] Go to the Google Admin console (https://admin.qoogle.com) and click [Devices].

[# (A) If [Security] shows "EMM provider management for Android", steps [6] to [12] are not required.

Google Admin Q

Search for users, groups or settings

@ Home ?_‘ Welcome to your new Admin console homepage! You'll find easier navigation throughout the Admin console using the updated left-hand navigation bar with its expandable
and collapsible display! Learn more
OF Dpashboard
» & Directory
» [0 Devices 2 Users Manage ~ @ Domains Manage ~ B Billing Manage ~
» Apps
Active Manage domains Manage subscriptions
3 ;5 Security 1
Add a domain Payment accounts
v b Reporting Add a user
Change your primary domain Get more services
» B siling Delete a user
g @ Account Update a user's name or email
@ Rules Create an alternate email address (email alias)
Groups Apps Devices
28 Create groups for mailing lists and applying Manage web and mobile app access and L0 Manage devices and secure your
palicies settings organization's data
i - . Securit
Account semngs_ ) o Organizational units @ ; Y 3 ‘
[E] send feedback ) Manage your organizationts profile and Organize users into units for applying policies Configure .securlty settings, and view alerts
preferences and analytics
© 2021 Google Inc.
Terms of service - Billing terms - Buildings and resources
Privacy Policy Reports 9 ; Rules
1l Monitor your organization's user and admin B Manage and monitor your buildings, rooms, ® Manana rilac tn cat alarte and artinne

[2] Click [Settings]—[Third-party integrations].

Google Admin Q

r &

Directory
~ [0 Devices

Overview

» Chrome

~ Mobile & endpoints )

Devices

Company owned
inventory

Device approvals
~ Settings
Android settings
108 settings
Windows settings

Universal settings

Reports

Audits

Manage Reporting Rules
Rules

Networks

Search for users, groups or settings

Devices

Mobile devices

0

Manage Android, i0S, and Google Sync
devices

NO DEVICES

Managed browsers

(!

Manage Chrome browsers

NO BROWSERS

Chrome devices

J

Manage Windows 10, Drive for desktop,
Endpoint Verification & Fundamental
devices

Endpoints

Manage Chrome devices

NO DEVICES NO DEVICES

Google Meet hardware Jamboard devices

Deep integrations with Google
Workspace make joining a meeting as
simple as a tap on the centroller. Learn
more

Create, collaborate, and bring your
team's ideas to life. Learn more
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[3] Uncheck "Enable third-party Android mobile management” in "Android EMM".

[4] Click [Save].

Android EMM

Third-party Android mobile ma

o ‘When you add a third-party EMM provider, you can't manage Android apps through
Google endpoint management. You must manage them through the EMM provider.

Leamn more

gement

ﬂﬁ Enable third-party Android mobile management I

No EMM added

Add EMM provider

CANCEL

[5] Click [Apps].

[# To display the Admin console, click [Google Admin] in the upper left corner of the screen.

Google Admin

m Home
=0 Dashboard
» & Directory
» [0 Devices
» i Apps
» e Security
» 1l Reporting
» B silling
> @ Account

@ Rules

El Send feedback

© 2021 Google Inc.
Terms of service - Billing terms -
Privacy Policy

Search for users, groups or settings

?; Welcome to your new Admin conscle homepage! You'll find easier navigation throughout the Admin console using the updated left-hand navigation bar with its expandable

and collapsible display! Learn more

2 Users Manage ~

Active

1

Add a user
Delete a user
Update a user's name or email

Create an alternate email address (email alias)

Groups
2% Create groups for mailing lists and applying
policies

Account settings
|':| Manage your organization's profile and
preferences

Reports
tl:  Monitor your organization's user and admin

& Domains

Manage -~

Manage domains

Add a domain

Change your primary domain

Apps
Manage web and mobile app access and
settings

Organizational units
Organize users into units for applying policies

Buildings and resources
Manage and monitor your buildings, rooms,

B

Billing Manage ~

Manage subscriptions

Payment accounts

Get more services

Lo

@

®

Devices
Manage devices and secure your
organization's data

Security
Configure security settings, and view alerts
and analytics

Rules

Kanana rilas +a cat alarte and artinne
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[6] Click [Google Workspace].

Google Admin

Q,  Search for users, groups or settings

»

»

»

>

¥

Do

Lo

¢
il
=]
@
®

]

Directory
Devices
Apps
Overview
» Google Workspace
Additional Google services

Web and mobile apps

Google Workspace
Marketplace apps

LDAP

Password vaulted apps
Security

Reporting

Billing

Account

Rules

Send feedback

© 2021 Google Inc
Terms of service - Billing terms -
Privacy Policy

Apps

Google Workspace

r.

Google Workspace Core services

14 SERVICES

Additional Google ~~

services <7
Blogging, photos, video, social tools and

more

59 SERVICES

Google Workspace
Marketplace apps r:

Add and manage third party apps

MO SERVICES MANAGE

LDAP

Add and manage LDAP clients

NO CLIENTS

Google Workspace core services are governed by your Google Workspace agreement
Additional Google services are not governed by your Google Workspace agreement, and other terms apply. Learn more.

Web and mobile apps

-
.+

Manage SAML, Android and iOS apps

NO APPS

Password vaulted apps

Add and manage access to apps that use
credentials

NO SERVICES

[7] Click [ADD SERVICES].

Google Admin

Apps
Overview
~ Google Workspace

Service status
Calendar
Cloud Search
Currents
Drive and Docs

Gmail

Google Chat and classic

Hangouts

Google Mest

Google Vault

Groups for Business

Jamboard

Keep

Sites

Tasks

Work Insights
Additional Google services

Wiah and mnhila anne

Q,  Search for users, groups or settings

> Google Workspace

G Google
Workspace

All users in this account

Groups e

Organizational Units A

Showing status for apps in all organizational units

O  services 2

E Calendar
Cloud Search
Currents

Drive and Docs

O0O00o0aO0o

-ERDwWIDS8PQ

Gmail

Google Chat and classic Hangouts

Google Meet

Google Vault

Groups for Business

O 00D

Jamboard

D Keep
I_l B Sites

Rows per page: 50

Service Status

ON for everyone

ON for everyone

ON for everyone

ON for everyone

ON for everyone

ON for everyone

ON for everyone

ON for everyone

ON for everyone

ON for everyone

ON for everyone

ON for everyone

Learn more

Page 10of 1
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4 Integrating with Android Enterprise by a Google Workspace (formerly G Suite) account

[8] Click [Devices].

Google Admin

Q,  search for users, groups or settings

Get More Services

(@ Home
=0 Dashboard

» & Directory

Subscriptions

Payment accounts

» @ Account

@ Rules

El Send feedback

© 2021 Google Inc.

CATEGORIES

Google Workspace for
Education

Discover third-party services

Browse and install third-party apps

that integrate with and enhance
Google Workspace

Explore Google Workspace
Marketplace @

Google Workspace
r‘ Google

Most advanced sec:

ity and

PURCHA:

r‘ Google

Get more services ' workspace
Enterprise
License settings Standard

Complete productivity and
collaboration and as much
storage as you need with
enterprise-grade security &
management

SWITCH

r' Google

Professional email and

SWITCH

_r'- Google

SWITCH

r‘ Google

» [0 Devices Google Workspace 78 workspace 78 workspace Workspace 78 workspace
Enterprise Plus Business Starter Business Business Plus
4 Apps Google Workspace add-ons Standard

Enhanced securty and

» @ Security ) compliance controls for productivity tools Enhanced collaboration and compliance with our most
Google Voice complete productivity and productivity, with addtions! sdvanced mesting capabilities
. collaboration with unlimited storage
» 1l Reporting storage
Cloud Identity View your subscription
~ B silling

SWITCH

Terms of service - Billing terms -
Privacy Policy

[9] Click [GET STARTED] in "Android management".
[# This operation will not cause any costs to be incurred.

Q,  search for users, groups or settings

Google Admin

Get More Services

(@ Home
EE Dashboard

» & Directory

» [0 Devices

r Apps

3 e Security

» ils  Reporting

~ B silling
Subscriptions
Payment accounts
Get more services
License settings

> @ Account

@ Rules

El Send feedback

© 2021 Google Inc.

Privacy Policy

Terms of service - Billing terms -

CATEGORIES

Google Workspace

Google Workspace add-ons
Google Voice

Cloud Identity

Devices

Google Workspace for
Education

Discover third-party services

Browse and install third-party apps

that integrate with and enhance
Google Workspace

Explore Google Workspace
Marketplace 3

Devices

c Chrome
Enterprise

Upgrade

Chrome Enterprise Upgrade
allows you to manage any
number of devices. You will be
billed at the end of the month
based on your committed

START FREE TRIAL

ﬁ Android

management

Manage your comp:
Android devices
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[10] Click [CHECKOUT].

X Add a new subscription

o Payment plan e Che
Country Currency

& Android management
Manage your company’s Android devices Japan JPY

Review your payment plan

Free plan

Free edition, no payment needed

Any applicable taxes and discounts will be applied on your monthly invoice. Prices exclude applicable taxes and VAT (varies based on your country). Leam more
By clicking Checkout, you agree 1o the Managed Geogle Play and Cloud |dentity agreement. Netwithstanding anything to the contrary, any previous purchase of any Services will also be subject o

the above terms and these terms will supersede any previous terms agreed 1o upon by the Customer and Google for any Services.
[ CHECKOUT

[11] Click [PLACE ORDER].
= The Admin console will appear.

X Add a new subscription

° Payment plan e Checkout

Checkout

Android management Free
9

Free plan

BACK PLACE ORDER
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(12]

Click [Devices].

Google Admin

Q,  Search for users, groups or settings

(@ Home
08 Dashboard
Directory

Devices

Apps
Security
Reporting
Billing
Account

@ Rules

El Send feedback

© 2021 Google Inc
Terms of service - Billing terms -
Privacy Policy

and collapsible display! Learn more

2 Users Manage

Active

1

Add a user
Delete a user
Update a user's name or email

Create an alternate email address (email alias)

Groups

policies

Account settings
|f| Manage your organization's profile and
preferences

Reports

1l Monitor your organization's user and admin

Welcome to your new Admin console homepage! You'll find easier navigation throughout the Admin console using the updated left-hand navigation bar with its expandable

2% Create groups for mailing lists and applying

& Domains Manage ~ B Billing Manage

Manage domains Manage subscriptions

Add a domain Payment accounts

Change your primary domain Get more services

Apps Devices
Manage web and mobile app access and L0 Manage devices and secure your
settings organization's data
Organizational units Sectjlmy ) .
8 e Configure security settings, and view alerts

Organize users into units for applying policies and analytics

Buildings and resources
Manage and monitor your buildings, rooms,

) Rules
Manana rulac tn cot alarte and actinne

[13] Click [Settings]—[Third-party integrations].

Google Admin

Q,  search for users, groups or settings

Do

Directory
~ [0 Devices

Overview

» Chrome

Devices

Company owned
inventory

Device approvals
~ Settings
Android settings
i0S settings
Windows settings

Universal settings

Reports

Audits

Manage Reporting Rules
Rules

Networks

~ Mobile & endpoints )

Devices
Mobile devices D
Manage Android, i0S, and Goegle Sync
devices
NO DEVICES

Managed browsers

(!

Manage Chrome browsers

NO BROWSERS

(-

Manage Windows 10, Drive for desktop,
Endpoint Verification & Fundamental
devices

Endpoints Chrome devices

Manage Chrome devices

NO DEVICES NO DEVICES

Google Meet hardware Jamboard devices

Deep integrations with Google
Workspace make joining a meeting as
simple as a tap on the controller. Learn
more

Create, collaberate, and bring your
team's ideas to life. Learn more
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[14] Click [Add EMM provider] on [Android EMM].

)

Android EMM Third-party Android mobile management

o ‘When you add a third-party EMM provider, you can't manage Android apps through

Google endpoint management. You must manage them through the EMM provider.
Learn more

|:| Enable third-party Android mobile management
No EMM added Add EMM provider

CANCEL SAVE

[15] Click [GENERATE TOKEN].

Token generator
To bind an EMM provider, generate a toke

vindow, open the EMM provider's s
to bind the EMM provider with th

GENERATE TOKEN

[16] A token will appear. Make a note of it because as you will need it to register your account.

Token generator
To bind an EMM
to bind the EMM

dow, open the EMM provider's site and use the token

GENERATETOKEN | |
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4.2 Registering a Google Workspace (formerly G Suite) account

Follow the steps below to register a Google Workspace (formerly G Suite) account to the management site.

[#Once you have registered your Google Workspace (formerly G Suite) account, do not change any settings on
the Google side.

[#1f you used "Mobile management", a standard feature of Google Workspace (formerly G Suite), delete the
"Devices" information of the mobile management feature.

[1] Click [Settings]—[Service Environment Setting]—[Android Enterprise(Company Account
Registration)].

Oplimal Biz [] Assets @ User 488 Organization | Settings| [&j Log ([ Related Service testcompany  user1 ~

Select 0S Android  i0S  MacOS  Windows  Windows 10 Mobile
Service Environment Setting
On this page, you can configure the environment of this service
Notification Settings
Account Policy

Saa$ ID Federation

Device Authentication
Control

LDAP

Portal

Android Enterprise
(Company Account
Registration)

Apple Push Certificate

Easy Setup

Optimal Biz | ©2011 OPTiM | Terms of Service(# | Privacy Policy @ | Site Map

[2] The "Status"” (A) shows "Unregistered". "Google account" is selected in "Account Type" (B)
by default.

(‘A)'roid Enterprise Account Regisiration

Unregistered

A When using Android Enterprise, on the device, default is prohibition for
"Unknown sources” and "Developer options”, and forcible for "Verify apps".
Please use Security Setting (DOM) if you want to change the setting.

® Google account © G Suite account
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[3] Select "G Suite account”.
[4] Go to https://play.qoogle.com/work/termsofservice and accept the terms of use.
[5] Enter "Domain" and "EMM Token".

[#For "Domain", enter the domain of your Google Workspace (formerly G Suite) account. If your Google
Workspace (formerly G Suite) account is "XXXXX@xxxxx.co.jp", your domain is "Xxxxx.co.jp".

[6] Click [Register account].

Android Enterprise Account Registration

Status

Unregistered

A When using Android Enterprise, on the device, default is prohibition for
“Unknown sources" and "Developer options”, and forcible for "Verify apps".
Please use Security Setting (DOM) if you want to change the setting.

Account Type
Google accountl ® G Suite account I

A [fyou use G Suite account coordination, please login to

G Suite with a super administrator account, access the following URL and
agree 1o the ferms

https./iplay.google. comiworkitermsofservice

6 Register account

[7] The "Status" (A) shows "Registered".
(B) displays "Domain" and "EMM Token".

(‘ A) roid Enterprise Account Registration

Status

Registered

A When using the Android Enterprise function, "Developer option" and
"Unknown sources" are prohibited by default on the device. Please use Security
Setting (DOM) for permission.

Account Type
G Suite account

& |f you use G Suite account coordination, please login to

G Suite with a super administrator account, access the following URL and
agree to the terms.

https.//play.google.com/workiiermsofservice

Domain

EMM Token

49


https://play.google.com/work/termsofservicen

4 Integrating with Android Enterprise by a Google Workspace (formerly G Suite) account

4.3 Creating a user

Follow the steps below to create a user.

[1] Click [User]—[List].
[2] click EL.

17 ptimal Biz [ Assets | User &% organization {§ Settings [Bj Log [ Related Service testcompany  userl -

List Search: User Name
Asc: User Name u
Customizing Input Items

Add with CSV Admin Apps and Books Setting Access Control Others ~ Actions +

m] g Administrator "
Download CSV 0 g U | | e 00| | e

(None)
o g User .

(r;lone:)u’

(N;ns:) )

SaaS ID Federation

(None)

(None)

(Unca{egur\zed)

No Restriction

1 ©2011 OPTiM | Terms of Service" | Privacy Policy (2 | Site Map
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[5] Enter an arbitrary name in "Name".
[6] Enter your Google Workspace (formerly G Suite) account in "E-mail Address".

[#1f you have not registered a Google Workspace (formerly G Suite) account, license authentication
during kitting will fail.

[@For details of other input and setting items, refer to the following.
"User" - "List" - "Create a user" in <Management Site Reference Manual>
[7] Click [Save].
= A user will be created.

Access Control Others ~

Name Current Password
| | HERREEE

Phonetic Name

Last Name
| |

First Name

| |
qE-ma | Address Office 365
| | (None)

User Classification G Suite
OAdministrator (All operations are (None)
permitted)

COOperator
CReader (Unable to edit)

OlLock/Wipe only
OLogin only (Select permissicns)
@®User (Unable to log in)

Organization

| [ - |
Category

[ (Uncategorized) v|

Jevice Authentication Limit
®No Restriction
ORestricted[  |devices

CProhibit authentication &
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4.3.1 Registering a Google Workspace (formerly G Suite) account to an existing user

To register a Google Workspace (formerly G Suite) account to an existing user, carry out the steps below.

[#1f you have not registered a Google Workspace (formerly G Suite) account, license authentication during kitting
will fail.

[1] Go to [User]—[List], and select a target user from the list.
[2] Click [Edit].

Optimal BiZ D Assets ‘ User 8% Organization {§ Settings [Bj Log ([ Related Service testcompany userl -

List Search: User Name
Asc: User Name g
T s — o]+ |-
Add with CSV JULIUNM Apps and Books Setting | Access Control | Others ~ Actions -
Edit with GSV . u Administator Management Information
Download CSV 0 g U
(None)
] g User
(None)
(None)
(None) (None)
User (None)
(None)
(Uncategorized)

No Restriction

1 ©2011 OPTiM | Terms of Service" | Privacy Policy (2 | Site Map
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[3] Enter your Google Workspace (formerly G Suite) account in "E-mail Address".
[4] Click [Save].
= The e-mail address will be registered to the user.

Apps and Books Setiing Access Control Others ~

Name Current Password
| | FREKKL

Phonetic Name

Last Name
| |

First Name

| |
qE-ma | Address Office 365
| | (None)

User Classification G Suite
OAdministrator (All operations are (None)
permitted)

COOperator
CReader (Unable to edit)
OlLock/Wipe only
CLogin only (Select permissions)
®User (Unable to log in)
Organization
| [ - |
Category
[ (Uncategorized) v|

Jevice Authentication Limit
®No Restriction
ORestricted[  |devices

CProhibit authentication &
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4.4 Kitting by a Google Workspace (formerly G Suite) account

Follow the steps below to perform kitting for your device by using your Google Workspace (formerly G Suite)
account.

Note that the operation is different between Android versions earlier than 12 and versions 12 or later. Depending
on the Android version of your device, choose one of the following methods.

@For less than Android 12

@®For Android 12 or later

“#When you are kitting Android 12 or later, kitting operation may not be able to complete if you have set
Google Play Developer Services (com.google.android.gms) on the management site's "Application
prohibition" blacklist and "Non-display application". Refer to the following to clear the setting in advance
and then conduct kitting.

E"Settings — Android" - "Application" - "Application prohibition" in <Management Site Reference

Manual>

E"Settings — Android" - "Device Owner Mode" - "Non-display application" in <Management Site

Reference Manual>

4.4.1 For less than Android 12

[1] Tap [GET STARTED].

Welcome

ENGLISH (UNITED STATES) ~

. (o]

EMERGENCY  VISION SETTINGS

[2] Tap [SKIP].
[#1f a SIM card is already inserted, this screen does not appear.

Insert SIM card

Not sure how? Check the instructions
that came with your phone.

Once you insert your SIM card, it may
take a few seconds to activate.

< SKIP >
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[3] Tap [Set up as new].

Set up your

Get your phone ready to go. How would
you like to set it up?

Keep your apps & data
¥)  Restorea backup or copy from a
device

o Set up as new
Get a fresh start

[4] Tap [Use cellular network for setup] or tap a Wi-Fi SSID to
connect to Wi-Fi.

<<If you do not have a SIM>>

[Use cellular network for setup] will not be displayed, so connect to
Wi-Fi.

W Seeall Wi-Fi networks

4 | Use cellular network for setup

~=  Don't use any network for setup

<

<<If you use a cellular network>>
When a pop-up appears as shown on the screen on the right, tap
[Continue].

<<If you use a Wi-Fi connection>>
Continue with the next step. Possible data charges

Your phone will use the cellular
network during setup, and you may

be charged for this data usage. To
avoid possible charges, connect to

Wi-Fi.

BACK | CONTINUE
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[5] Network connection starts.

Checking network...

Adding a few finishing touches. This
may take a minute or two.

(6] !'Enter your Googl't'e Workspace (formerly G Suite) account in Add your I
E-mail or phone".
[#License authentication will fail if the Google Workspace (formerly Google
G Suite) account has not been registered as a user of the ST e
management site.
(5 "Registering a Google Workspace (formerly G Suite) q

Need help finding your account?

account to an existing user" Page 52

Or create a new account

[7] Tap [NEXT].

< 7
"w [1] R =2 s
[8) Enter "Password". o

[9] Tap [NEXT].

E Password I

Forgot password?

< 9
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[10] Tap [ACCEPT]. a T

By signing in, you agree to the
Terms of Service and Privacy Policy.

Don't sign in

< ACCEPT >

[11] Tap [Install].

[#1f the installation screen does not appear, you may not have
successfully registered your Google Workspace (formerly G
Suite) account.

Check the settings and initialize the device, then try kitting again Pluslinls Bl ks
from the step below. y
This account requires mobile device

Ca—""lssuing a token" Page 41 management. Install the Optimal

Biz app to enforce security policies
required by the Android Enterprise
account

Biz Optimal Biz
=

Pz 48% (W

[12] Tap [INSTALL].

B optimal Biz

Do you want to install this application? It
does not require any special access.

CANCEL |J INSTALL
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[13] Tap [ENCRYPT].

[# Without encryption, kitting may not be performed properly for the
agent in some devices. Some devices do not display this screen. ]

@ Follow the on-screen instructions to perform encryption. Once
encryption is complete, the device will reboot. On the network
connection screen that appears after the reboot, select a network
you want to use.

Set up your device

To continue setting up your device,
you'll need to encrypt it. This may take
some time.

< ENCRYPT >

[14] Tap [NEXT]. PR

Set up work device

Your organization will control this
device and keep it secure.

The following app will manage your
device:

Optimal Biz
o

[15] Check "I consent".
[16] Tap [OK].

Your admin has the ability to monitor
and manage settings, corporate access,
apps, permissions, theft-protection
features, and data associated with this
device, including network activity and

your device's location information.

To use theft-protection features, you
must have a password-protected screen
lock for your device.

Contact your admin for more infor-
mation, including your organization's
privacy policies.

Learn more

15 CIE

CANCEL
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[17] Check "Accept EULA".
[18] Tap [OK].

End User License Agreement

END-USER LICENSE
AGREEMENT

This Agreement ("Agreement”) is a legal
agreement between OPTIM Corporation
("OPTiM") and a user ("User”) who installs
and/or uses OPTIM's software product(s)
named Optimal Biz (“Application”) on a
portable device such as a personal
computer, a Smartphone, or a tablet
computer ("Device”), User should read this
Agreement carefully before User installs
and/or uses Application.

1. GENERAL

1.1 User agrees to use Application in
17 accordance with this Agreement.

+" Accept EULA

[19] Read the user data policy, and tap [Privacy Policy].

User Data

This app collects and sends device
information to the management site only for
the purposes described below:

-

Privacy Policy

[20] Check "l agree to the privacy policy".
[21] Tap [OK].

Privacy Policy

[22] A screen that requests permission appears. Follow the on-
screen instructions to set things up. prT—

Required Permissions

[23] Tap [0 K] . Apps with usage access

Application prohibition, Remote lock|

= The license authentication screen appears. Continue with the VT e
license authentication. srenockPogtesoe |

Battery optimization
Run in background

Optional Permissions
Storage

Download contents

Location
Zone Management, Location data
management

Contacts
Contact list, Backup, Restore

z OK Cancel
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4.4.2 For Android 12 or later

[1] Tap [Get Started]. .
<If you are inserting SIM >

The following screen is displayed.

Activating network...

Welcome

g @ @  English (United States)

T Assistive options v

Ernergency call 1 Get Started

[2] Tap [Skip].
ol

Connect to mobile
network

If you have a SIM card, insert it now

28
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[3] Tap a Wi-Fi SSID to connect to Wi-Fi.

[ Android 12 or later cannot be kitted using mobile network. Be
sure tO Connect to W|-F| Select a network

Connect to Wi-Fi

€ el e

= Network connection starts. El

€ e e

0

Getting your phone

ready... v S

W A e

This may take a few minutes o Serw faeOl o

+  See all Wi-Fi networks

. 4 Use mobile network for setup

Set up offline

(4] Tap [Don't copy].

= Checking information. al
Copy apps & data
p— You can choose to transfer your apps,
photos, contacts, Google Account, and

more.

Checking info...
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[5] Enter your Google Workspace (formerly G Suite) account in
"E-mail or phone". -

7
[# License authentication will fail if the Google Workspace (formerly

Signin
G Suite) account has not been registered as a user of the 9

with your Google Account. Learn more
management site. y
(% "Registering a Google Workspace (formerly G Suite) q[ -
account to an existing user" Page 52

Forgot emannt

[6] Tap [Next].

Create account

Stkip m

[7] Enter "Password".
[8] Tap [Next]. G

Forgot password?

[9] Tap [l agree].
G
Hi1

S i Cm——— — ——
@

We publish the Google Terms of Service so that you
know what to expect as you use our services. By clicking |
Agree, you agree to these terms.

You are aiso agreeing to the
Google Play Terms of Service to enable discovery and
management of apps.

And remember, the Google Privacy Policy describes
how Google handles information generated as you use
Google services. You can always visit your Google
Account (account.google.com) to take a Privacy Checkup
or to adjust your privacy controis.

Don't add this account now 9 lagree
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[10] Tap [Next].
= Getting ready for work setup. o

Your account is
managed

Getting ready for
work setup...

Your IT admin uses mobile device
management to enforce security policies

¢ o

10

[11] Tap [OK]. opmazz |

This device will be managed by IT
admin

This device will be set up as a company-owned device.
IT admin will be able to see your data on this device.

1l

[12] Tap [Accept & Conetinue].
= Setting up in the device. (-]

Let's set up your
work device

View terms
Keep your work apps
at your fingertips
3 ]
(-]
« @
° B
&

—

Setting up your device...
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[13] Tap [Next].
= Getting account information. 2]

This device isn't
private

G

Getting account

. “D  Your activity & data
info...

Your IT admin may be able to see your data and
activity on this device.

[ App permissions

Your IT admin can set permissions for apps on

this device, such as microphone, camera, and
‘ lacation permissions.

Cancel setup

[14] Tap [More].

@ [More] is displayed several times on some devices. Tap [More] Google

until [Accept] is displayed. Google Services

A —  ———

Tap to learn more about each service,
such as how to turn it on or off later. Data
will be used according to Google’s Privacy
Policy.

Location

9 Uselocation v

Allow apps and services with location [ ]
permission to use your device’s

location. Google may collect location

data periodically and use this data in

an anonymous way to improve location

accuracy and location-based services.

@ Allow scanning v

Allow anne and servieas tn sran for Wi &
More

[15] Tap [Accept] . Allow apps and services to scan for Wi-Fi ®

netwarks and nearby devices at any time,

even when Wi-Fi or Blugtooth is off.

Device maintenance

O Send usage and diagnostic

data
Help improve your Android device [ ]

experience by automatically sending
diagnostic, device, and app usage data to
Google. This will help battery life, systam
and app stability, and other improvements,
Some aggregate data will also help Geogle
apps and partners, such as Andreid
developers. If your additional Web & App
Activity setting is turned on, this data may
be saved to your Google Account

%  Install updates & apps v

By continuing, you agree that this device may also
automatically download and install updates and

apps from Google, your carrier, and your device’s
manufacturer, possibly using cellular data. Data rates
may apply. Some of these apps may offer in-app
purchases,

Tap “Accept” to confirm your selection of these

Google services settings.
15 tccert )
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[16] Check "Accept EULA".

(17] Tap [OK] End User Licen:

END-USER LICENSE
AGREEMENT

[18] Read the user data policy, and tap [Privacy Policy].

User Data

This app collects and sends device information
to the management site for providing and
improving our service and for customer service
even when the app is closed or not in use:

Privacy Policy

[19] Check "l agree to the privacy policy".
[20] Tap [OK]_ Privacy Policy

Optimal Biz IS
. e e
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[21] A screen that requests permission appears. Follow the on- @
screen instructions to set things up. prr——

Required Permissions.
Apps with usage access
Application prohibition, Remate lock

Meodify system settings
Sereen lock, Proxy, Restore

Run in background Incomplete
Optional Permissions

Storage
Downlaad contents

Incomplete

Battery optimization ‘

Location

Zone Management, Location data
management

o
2
)

[22] Tap [OK].

[

App Permissions
Required Permissions

Apps with usage access
Application prohibition, Remate lock

Modify system settin;]s
Sereen lock, Proxy, Restore

Battery optimization
Run in background

I

I

Optional Permissions

Storage
Download contents

Location
Zone Management, Location data
management

[23] Enter a "company code" and "authentication code".

[# Contact your administrator for your company code and Activation

Company Code

authentication code. \ J
@ Your Google Workspace (formerly G Suite) account will appear rs—

as "Email Address" (A). (———
[@1f you tap [Scan QR Code to fill out the Authentication - J

information] (B) and scan a QR code for agent license activation, @Ammmwm,m |

the "Company code", "Authentication code", and "URL" will be Scan QR Cade .l ut the Authentcatin

automatically entered. Contact your administrator for the QR B

code.

[24] Tap [Send].
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[25] The license authentication completion screen appears. @
Tap [OK]' The setting is completed.
<When portal settings are set to be displayed on Management Site > ::EZZZLLZLT —

E:mail Address: c—GNRE—————

After you tap [OK], initial registration screen appears.
Enter items as necessary.

[#The user will link to the device if the initial registration has
been made.

[#1f you need not register, you can either tap [Close] (A) or (B)
close the screen with the back button on the device.

[#f the user is already linked to the device, a message will
appear and say that the user has been linked. Close the
screen.

User Registration

Employee Number
Last Name

First Name

v Next

Optimal Biz ver.
S207710P &rms Of Service | Prvacy. Policy

VT

[26] Tap [Skip].

= Kitting is complete. 78

License authentication is also complete. . .
Swipe to navigate

your phone
\/ Learn gestures to go Home, go back, and
switch apps
All set!
You're ready to start using your phone
[

%

System navigation settings

Swipe up to go Home
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4.5 Performing license authentication

After kitting is complete, perform license authentication with your User ID or company code / authentication code.

[#1f you are using Android Enterprise, after you perform license authentication with the user ID registered from
the management site, it will be integrated with Android Enterprise.

If you have not registered your user ID, the user ID can be integrated with Android Enterprise by performing a

license authentication with a company code / authentication code, registering the user ID from the
management site, and linking it with your device.

@ Android 12 or later are license authenticated by kitting, so this operation is not necessary.

4.5.1 Authenticating by a user ID

[1] Tap [Authenticate with User ID and Password]. a

@ Your Google Workspace (formerly G Suite) account will appear  RetdgR
as "Email Address" (A). ompany Code

Authentication Code

URL

Iz;!‘ E-mail Address I
I IAulhenllcale by User ID and Passwov]l

Scan QR Code to fill out the Authentication
Information

==

[2] Enter the "Company Code", "User ID or E-mail Address",

and "Password". 8 -~
Activation
[# Contact your administrator for your company code, user ID, and omaeny Goce
password.

User ID or E-mail Address

@ You do not have to change the URL (A).
[3] Tap [Send].

Password

URL

Authenticate by Authentication code.

Scan QR Code to fill out the Authentication
Information

3 S|
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[4] The license authentication completion screen appears. Tap
[OK]. : -~
The setting is completed.
Company Code: i
User ID: s

URL: . s . g . s

OPTIN

[5] The agent menu screen appears.

[ After license authentication, users cannot interact with the agent
screen until the initial synchronization is complete at the

management site. ﬁ—“lq
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4.5.2 Authenticating by a company code / authentication code

[ After license authentication is complete, allocate a user to the device on the management site.

E"Asset“ - "List" - "Asset management information" in <Management Site Reference Manual>

[1] Enter a "company code" and "authentication code".

[# Contact your administrator for your company code and
authentication code.

[# Your Google Workspace (formerly G Suite) account will appear
as "Email Address" (A).

[@If you tap [Scan QR Code to fill out the Authentication
information] (B) and scan a QR code for agent license activation,
the "Company code", "Authentication code", and "URL" will be
automatically entered. Contact your administrator for the QR
code.

[2] Tap [Send].

[3] The license authentication completion screen appears. Tap
[OK].

<When portal settings are set to be displayed on Management Site >

After you tap [OK], initial registration screen appears.
Enter items as necessary.

[# The user will link to the device if the initial registration has
been made.

[#1f you do not need to register, you can either tap [Close] (A) or
(B) the back button on the device to close the screen.

[#1f the user is already linked to the device, a message will
appear and say that the user has been linked. Close the
screen.

e e
LR RREE S el B

User Registration

Optimal Biz ver. ©
©2011 OPTIM [ Te of Se ¢ | Privacy Policy |

Activation

Company Code

Authentication Code

URL

m E-mail Address

A

by User ID and Password

fill out the Authenticdtion

@ ,

The setting is completed.
Company Code: S
User ID: s
URL:
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[4] The agent menu screen appears.

[# After license authentication, users cannot interact with the agent
screen until the initial synchronization is complete at the
management site.
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5 Performing Android Enterprise integration by
using zero-touch enrollment with a Google

account

Zero-touch enrollment is one of the methods for kitting an agent. This method reduces the kitting procedure,
making it easier and faster to introduce many devices. Zero-touch enrolled devices automatically install an agent
as Device Owner Mode, enabling more secure device management.

By integrating a zero-touch server, the list of devices in this product will automatically display your device as a
pre-kitting device. If you allocate a setting policy to a pre-kitting device and activate it, the settings will apply
immediately.

This chapter describes the following items.

ltem Page

Registering a Google account * 74

Performing authentication settings of Google API * 80
Creating a user 105
Performing kitting with zero-touch registration (using a Google account) 107
Performing license authentication 121
Allocating a user to your device 125
127

Syncing with the zero-touch registration server

zAttention

@For details of Zero Touch enroliment, refer to the following.
(F https://www.android.com/intl/ja_jp/enterprise/management/zero-touch/

@For accounts exclusively for zero-touch enrollment, contact your zero-touch device vendor.
@The items marked with * above are required only for the first kitting.

@By setting up the "Application Distribution" function of Android Enterprise on the management site in
advance, apps can be distributed to your device at the same time as license authentication after kitting is
complete. For details of app distribution, refer to the following.

E"Android Enterprise App distribution” in <Android Enterprise Manual>
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5 Performing Android Enterprise integration by using zero-touch enroliment with a Google account

5.1 Registering a Google account

Follow the steps below to register a Google account for integrating Android Enterprise with the management site.

[1] Click [Settings]—[Service Environment Setting]—[ Android Enterprise (Company Account
Registration)].

Optimal Biz [] Assets @ User 488 Organization | Settings| [ Log (M Related Service testcompany  user1 ~

Select 0S Android 0S8 Mac 0S8 Windows Windows 10 Mobile

Service Environment Setting
On this page, you can configure the environment of this service
Notification Settings

Account Policy

SaaS ID Federation

Device Authentication
Control

LDAP

Portal

Android Enterprise
(Company Account
Registration)

Apple Push Certificate

Easy Setup

Optimal Biz | ©2011 OPTiM | Terms of Service(# | Privacy Policy ' | Site Map

[2] The "Status” (A) shows "Unregistered”.
"Google account” is selected in "Account Type" (B) by default.
Click [Register account].

[# After account registration is complete, the device's "Installation of unknown source apps" and
"Developer options" will be set to "Prohibit" and "Force apps check" will be set to "Force". Create a
configuration set that allows "Installation of unknown source apps" in "Security setting (DOM)",
allocate it to your device, and perform a sync.

E"Settings — Android" - "Device Owner Mode" - "Security setting (DOM)" in <Management Site

Reference Manual>

(‘A)'roid Enterprise Account Registration

Unregistered

A Whnen using Android Enterprise, on the device, default is prohibition for
"Unknown sources" and "Developer options”, and forcible for "Verify apps".
Please use Security Setting (DOM) if you want to change the setting.

® Google account O G Suite account

Register account
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5 Performing Android Enterprise integration by using zero-touch enroliment with a Google account

[3] Google Play will be displayed. Click [SIGN IN].
[# Depending on the browser you are using, Google Play may not work properly.

' Google Play = EX

Bring Android to Work

Work smarter and faster with Android

SIGN IN

[4] Enter your company Google account.
[5] Click [NEXT].

Google
Signin

with your Google Account

q Email or phone

Forgot email?

Mot your computer? Use Guest mode to sign in privately. Learn more

Create account 5 e |
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5 Performing Android Enterprise integration by using zero-touch enroliment with a Google account

[6] Enter the password.
[7] Click [NEXT].

Google

Hi =
(2] v

q Enter your password

Forgot password? 7 NEXT

[8] Click [DONE].

Google

Protect your account

e

Tell Google how to reach you in case you forget your
password, lose access, or there's unusual activity on your
account

Recovery phone number
No phone number

Recovery email
No recovery email

UPDATE DONE
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5 Performing Android Enterprise integration by using zero-touch enroliment with a Google account

[9] Click [Get started].

' Google Play # 0 @

Bring Android to Work

Get started

[10] Enter "Business name".
[11] Click [Next].

Business name

We need some details about your business

Business name

Your answer

Enterprise mability management (EMM) provider

Optimal Biz
Previous
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5 Performing Android Enterprise integration by using zero-touch enroliment with a Google account

[12] Read the agreement and check the box.
[13] Click [Confirm].

[# The Data Protection Officer and EU Representative (A) are optional. Enter them if required. For
details of Data Protection Officer and EU Representative, refer to the following.

(F https://support.google.com/googleplay/work/answer/7681629

Contact details

We need some details about your key contacts

As part of our commitment to data protection regulations, Google must maintain contact details for a
customer data protection officer and an EU representative. We will use this information to contact you with
any guestions or notifications regarding the privacy and security of your data within our services.

These details can be added later, in the Admin Settings section of managed Google Play, if you do not have
them available right now.

(A)

Data Protection Officer

Name
Email

Phone

EU Representative

Name
Email

Phone

m I have read and agree to the Managed Google Play agreement. I
e %

[14] Click [Complete Registration].

Set up complete

Thanks for choosing Android enterprise.

Complete Registration
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5 Performing Android Enterprise integration by using zero-touch enroliment with a Google account

[15] When you return to the management site, the "Status" (A) shows "Registered".
The email address registered for Google Play is displayed in "Account E-mail Address" (B).

/'~ roid Enterprise Account Registration

Status

Registered

A \When using Android Enterprise, on the device, default is prohibition for
"Unknown sources" and "Developer options”, and forcible for "Verify apps”.
Please use Security Setting (DOM) if you want to change the setting.

Account Type
Google account
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5 Performing Android Enterprise integration by using zero-touch enroliment with a Google account

5.2 Performing authentication settings of Google API

Connect your Google account to your corporate e-mail address in the management site, and create and
authenticate a JSON file.

5.2.1 Registering your e-mail address as a Google account

You can use your corporate or organizational e-mail address as your Google account.

[#You do not have to perform these steps for all managed devices. Prepare one e-mail address for administration.
It is recommended that you use the mailing list of an administrative department, not an administrator's e-mail
address.

[#1f your Google account has been registered in your browser, you do not need to carry out this procedure.

[1] Click [Settings]—[Android]—[Zero-touch enroliment]—[Use Registration].
[2] Click [Register account].

Optimal Biz [) Assets & User 4gb Organization | Settings| [y Log (M Related Service testcompany userl ~

Select 08 i0S  Mac OS  Windows  Windows 10 Mobile L] service Environment Setting

Android Setting

Management Application 1. Associate the Google account with the company/organization e-mail address

Communication and

Operation Make an o that the company/organization e-mail address can be used as a Google account.
Please register from the following link.

iy TEnEED Register account &

Settings Backup. = There is no need 10 do for all the managed devices. Please prepare one e-mail address for management and associate.
* There is no need if you use the G Suite account or have already done association

Security

2. Allow login to zero-touch portal

Application

Please obtain the zero-touch portal login information from the purchaser of the zero-teuch compatible device,
Internet and be able o login with the e-mail address created in 1

Please check with your device purchaser for detailed instructions

Convenient Function

Certificate: Management 3. Login to zero-touch portal and agree to terms of service

Login to zero-touch portal from the link below and agree to the terms of service
Zone Management

zero-touch portal 1

Device Owner Mode

D — 4. API setting and downloading JSON file

S Please access Google APs from the link below and register for Android Device Provisioning Partner AP
Use Registration

Register Android Device Provisioning Pariner API 71

1 yice List After registration, download the JSON file.
Please refer o the Tollowing manual for the detailed procedure

+Android Kitting Manual T

5. Upload JSON file

Upload the JSON file downloaded in 4.

Choose File | No file chosen

Please do not forget the e-mail address of the account logged in to the portal when creating the JSON file,
please fill in the Google account e-mail address field below.

Register account

Optimal Biz | @2011 OPTM | Terms of Service(? | Privacy Policy @ | Site Map
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5 Performing Android Enterprise integration by using zero-touch enroliment with a Google account

[3] The "Create your Google Account” screen appears.
Enter "First name”, "Last name", "Your email address", "Password"”, and "Confirm".

[#n "Your email address", enter an email address with a corporate domain.

[#If you click "Create a Gmail account instead" (A), you will create a Google Account with a Gmail
account, so do not click the link. Be sure to create your account with your current email address.

[4] Click [Next].

Google

Create your Google Account

3

Firstname Last name

Your email address
You'll need to confirm that this email be) you.
Create a Gmail account instead

Password Confirm ©

>

One account. All of Google
Use 8 or more characters with a mix of letters, numbers & waorking for you
symbols -

Sign in instead m

[5] In "Enter code", enter the confirmation code that was sent to the email address you entered
instep [3] .

[6] Click [Verify].

Google

Verify your email address

Enter the verification code we sent to
If you don't seeiit,
check your spam folder.

| Enter code

Back 6 Verify ‘
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5 Performing Android Enterprise integration by using zero-touch enroliment with a Google account

[7] Enter "Phone number”, "Your birthday", and "Gender".
[8] Click [NEXT].

Google

", welcome to Google
(2] W i@gmail.com

ﬂ L Phone number (optional)

This won't make your number visible to others

Recovery email address (optional)

We'll use it to keep your account secure

Month
v Day Year e
E
Your birthday
Gender Your personal info is private & safe

Why we ask for this information

Back 8 NEXT |

[9] Review the Terms, and click [l agree].

Google
Privacy and Terms

Combining data -
We also combine this data among our services and

across your devices for these purposes. For example,
depending on your account settings, we show you ads

based on information about your interests, which we can
derive from your use of Search and YouTube, and we use

data from trillions of search queries to build spell-

correction models that we use across all of our services

You're in control

Depending on your account settings, some of this data
may be associated with your Google Account and we
treat this data as personal information. You can control
how we collect and use this data now by clicking "More
Options” below. You can always adjust your controls
later or withdraw your consent for the future by visiting You're in control of the data we
My Account (myaccount.google.com) collect & how it's used

MORE OPTIONS

Cancel | agree
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5 Performing Android Enterprise integration by using zero-touch enroliment with a Google account

[10] You have successfully registered your e-mail address if the screen below appears.

Google Account o ] °

GMvPIu

Welcome,

Control, protect, and secure your account, all in one place

Your Google Account gives you quick access to settings and tools that let you safeguard your data, protect your privacy, and decide how your information can make
Google services work better for you.

@ Sign-in & security > & Personal info & privacy > £X Account preferences >
Control your password and Google Account Manage your visibility settings and the data we use Adjust account settings, like payment methods,
access. 1o personalize your experience. languages, & storage options
Signing in to Google Your personal info Payments
Device activity & security events Contacts Purchases, subscriptions & reservations
Apps with account access Manage your Google activity Language & Input Tools
Ad Settings Accessibility
. Control your content Your Google Drive storage
Security Checkup
a) Delete your account or services
® Protect your account in just a few
minutes by reviewing your security .
settings and activity Privacy Checkup
Take this quick checkup to review
GET STARTED important privacy settings and adjust
them to your preference
GET STARTED
~= ", Find your phone
| ? Whether you forgot where you left it or
i en, a fi may help -
[ ure your phone or tablet = My Activity
e g g R Discoverand control the data that's
GET STARTED 8  created when you use Google services

GO TO MY ACTIVITY

5.2.2 Logging in to the zero-touch portal

Inform your zero-touch device vendor of the registered Google account and ask them to allow logins to the zero-
touch portal.

[# For details, contact your zero-touch device vendor.

83



5 Performing Android Enterprise integration by using zero-touch enroliment with a Google account

5.2.3 Accepting the terms of service

Log in to the zero touch portal and accept the terms of service.

[1] Click [Settings]—[Android]—[Zero-touch enroliment]—[Use Registration].
[2] Click [zero-touch portal].

Optimal Biz [ Assets @ User 4@ Organization | g Settings | [y Log [ Related Service testcompany  userl ~

Select OS ios Mac OS  Windows  Windows 10 Mobile & Service Environment Setting

Androig Setting

Management Application 1. Associate the Google account with the companylorganization e-mail address

Communication and

Operation Make an so that the lization e-mail address can be used as a Google account.
Please register from the following link

S IEHER Register account '

Settings Backup * There is no need to do for all the managed devices. Please prepare one e-mail address for management and associate
* There is no need if you use the G Suite account or have already done association

Security

5 2. Allow login to zero-touch portal

Application

Please obtain the zero-touch portal login information from the purchaser of the zero-touch compatible device,

Internet and be able to login with the e-mail address created in 1

Please check with your device purchaser for detailed instructions

Convenient Function

[T Ry — 3. Login to zero-touch portal and agree to terms of service

Login to zero-touch portal from the link below and agree to the terms of service.

zero-touch portal &'

4. API setting and downloading JSON file

Zone Management
Device Owner Mode 2

Zero-touch enroliment
" Please access Google APIs from the link below and register for Android Device Provisioning Partner API.
Use Registration

Register Android Device Provisioning Partner API =z

1 o After registration, download the JSON file
Please refer to the following manual for the detailed procedure.

+ Android Kitting Manual T

5. Upload JSON file

Upload the JSON file downloaded in 4.
Choose File | No file chosen

Please do not forget the e-mail address of the account logged in to the portal when creating the JSON file,

please fill in the Google account e-mail address field below,

Register account

Optimal Biz | 82011 OPTM | Ten

[3] Select the Google account you registered.

Google

Choose an account

>0 0
-
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5 Performing Android Enterprise integration by using zero-touch enroliment with a Google account

[4] Select "l accept the Terms of Service.'
[5] Click [Agree].

Terms of Service

Android Zero Touch End Customer Agreement a

1.1 Services Use. Subject to this Agreement, during the Term, you, the Customer may: (3) use the Services, and (b)
use any Software provided by Google as part of the Services. Customer may not sublicense or transfer these
rights except as permitted under the Assignment section of the Agreement

1.2 Console. Google will provide the Services to Customer. As part of receiving the Services, Customer will have
access to the Admin Console, through which Customer may administer the Services

1.3 Eacilities. Al facilities used to store and process an Application and Customer Data will adhere to reasonable
security standards no less protective than the security standards at facilities where Google processes and
stores its own information of a similar type. Google has implemented at least industry standard systems and
procedures to (i) ensure the security and confidentiality of an Application and Customer Data, (i) protect
against anticipated threats or hazards to the security or integrity of an Application and Customer Data, and (ili)
protect against unauthorized access to or use of an Application and Customer Data

immediately. If Customer does not agree to the revised Agreement, please stop using the Services. Google will

-
!i D | accept the Terms of Service. I
5 Donot Agree
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5 Performing Android Enterprise integration by using zero-touch enroliment with a Google account

5.2.4 Downloading API settings and a JSON file

Register Android Device Provisioning Partner AP| on the Google Cloud Platform, and download a JSON file.

[1] Click [Settings]—[Android]—[Zero-touch enroliment]—[Use Registration].
[2] Click [Register Android Device Provisioning Partner API].

Optimal Biz [ Assets @ User 4@ Organization | g Settings | [y Log [ Related Service testcompany  userl ~

Select OS ios Mac OS  Windows  Windows 10 Mobile & Service Environment Setting

Androig Setting

Management Application 1. Associate the Google account with the companylorganization e-mail address

Communication and

Operation Make an so that the lization e-mail address can be used as a Google account.
Please register from the following link

Setting Template Registeraccount

Settings Backup * There is no need to do for all the managed devices. Please prepare one e-mail address for management and associate
* There is no need if you use the G Suite account or have already done association

Security

5 2. Allow login to zero-touch portal

Application

Please obtain the zero-touch portal login information from the purchaser of the zero-touch compatible device,

Internet and be able to login with the e-mail address created in 1

Please check with your device purchaser for detailed instructions

Convenient Function

[T Ry — 3. Login to zero-touch portal and agree to terms of service

Login to zero-touch portal from the link below and agree to the terms of service
Zone Management

zero-touch portal &

Device Owner Mode

e — 4. API setting and downloading JSON file

Please access Google APIs from the link below and register for Android Device Provisioning Partner APL.
2 Register Android Device Provisioning Partner API ('

After registration, download the JSON file.
Please refer to the Tollowing manual for the detailed procedure.

+ Android Kitting Manual T

Use Regi

1 vice List

5. Upload JSON file

Upload the JSON file downloaded in 4.
Choose File | No file chosen

Please do not forget the e-mail address of the account logged in to the portal when creating the JSON file,
please fill in the Google account e-mail address field below,

Register account

Optimal Biz | 82011 OPTiM |

[3] Select the e-mail address that you have connected.

Google

Choose an account

>0 0
.
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5 Performing Android Enterprise integration by using zero-touch enroliment with a Google account

[4] In the first login, the consent screen for the terms of service will appear.
Select the terms of service.

[5] Click [AGREE AND CONTINUE].

) Google Cloud Platform

Welcome I

Create and manage your Geogle Cloud Platform instances, disks, networks, and other

resources in one place.

Country

Japan -

“¥ Terms of Service

| agree to the Google Cloud Platform Terms of Service, and the terms of
service of any applicable services and APls.

Email updates

[C] 'would like to receive periodic emails on news, product updates and
special offers from Google Cloud and Google Cloud Partners.

q AGREE AND CONTINUE

[6] The Google Cloud Platform screen appears. Enter an arbitrary "Project name".

= Google Cloud Platform Q, Search products and resources

New Project

‘You have 6 projects remaining in your quota. Request an increase or
delete projects. Learn more

MANAGE QUOTAS

—
Project name * I
Project 1D: It cannot be changed later. EDIT
Organization*
Mo organization -
Select an organization to attach it to a project. This selection can't be changed later.
Location * BROWSE

Parent organization or folder
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5 Performing Android Enterprise integration by using zero-touch enroliment with a Google account

[7] Click [Library].

Google Cloud Platform s My Project 95979 Q_  Search products and resources
API APIs & Services APls & Services ~+ ENABLE APIS AND SERVICES Notifications
£ oo & Create Project: My Project 75168 Just now
y! 1 hour 30 days
I SELECT PROJECT
Y
o= Credentials Traffic p EITOr  sge alL acTIviTIES *
1008 2%
HA OAuth consent screen
08ls 80%
Domain verification
06is 0%
S Page usage agreements A Nodatais available for the selected time frame. . A Nodatais available for the selected time frame. )
0.4 0%
02s 20%
Aug 15 Aug 22 Aug 29 N Aug 15 Aug 22 Aug 29 Sep 05 N
Median latency ¥
10
08

available for the selected time frame

A Nodata

Aug 15 Aug 22 Aug 29 Sep 05

<l

[8] In "Search for APIs and Services", enter "Android Device Provisioning Partner API", and
execute search.

= Google Cloud Platform & My Project v

& API Library

"

Welcome to the API Library &

The API Library has documentation, links, and a smart search experience.

L
Filter by Maps VIEW ALL (17)
VISIBILITY .
Public (349) - 3 L 2
Private (3) Maps SDK for Android Maps SDK for i0S Maps JavaScript API Places API
Google Google Google Google Enterprise APl @
CATEGORY
Advertising (14) Maps for your native Android app. Maps for your native iOS app. Maps for your website Get detailed information about 100
million places
Analytics (5)
Big data (17)
Blog & CMS (1)
Compute (7)
CRM (1)
Databases (5) Machine learning VIEW ALL (9)

Prsmlnmar stnsles 9]
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5 Performing Android Enterprise integration by using zero-touch enroliment with a Google account

[9] Click [Android Device Provisioning Partner API] in the results.

= Google Cloud Platform 2 My Project +

AP API Library Q_ Android Device Provisioning Partner AP x

APl Library » “Android Device Provisioning Partner API”

“Android Device Provisioning Partner API"

] result

Android Device Provisioning Partner API
Google

Automates Android zero-touch enroliment for device resellers, customers, and EMMs.

[10] Click [Google Cloud Platform].

Google Cloud Platform s My Project 40831

Android Device Provisioning Partner API

Google

Automates Android zero-touch enrollment for device resellers, customers,
and EMMs.

ENABLE TRY THIS API [

OVERVIEW DOCUMENTATION

Overview

Automates Android zero-touch enrollment for device resellers, customers, Additional details

and EMMs.
Type: SaasS & APIs

About Google Last updated: 7/22/21

: : y Category: Mobile
Google's mission is to organize the world's information and make it ==
universally accessible and useful. Through products and platforms like Service name: androiddeviceprovisioning.googleapis.com

Search, Maps, Gmail, Android, Google Play, Chrome and YouTube, Google
plays a meaningful role in the daily lives of billions of people.

Tutorials and documentation
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5 Performing Android Enterprise integration by using zero-touch enroliment with a Google account

[11] Click [Credentials].

Google Cloud Platform 2= My Project 49831 « Q,  Search products and resources

APIs & savces Overview M DISABLE AP
Android Device Provisi...
Il overview
©  Touse this API, you may need credentials. Click ‘Create credentials’ to get started. CREATE CREDENTIALS
i Metrics —eeeeeeeeee
=]  quotas . .
ZE Details #i Traffic by response code
©=  Credentials I
Name Request/sec (2 hr average)
Android Device Provisioning Partner API
By 1.0
Google e
Service name
androiddeviceprovisioning.googleapis.com 0.6/
A Nodata is available for the selected time frame.
Qverview 0.4/
Automates Android zero-touch enrollment for
device resellers, customers, and EMMs 0.2
Activation status
Enabled Aug 15 Aug 22 Aug 29 Sep 05
#® Tutorials and documentation i i
= View metrics
Learn more
<l
[12] Click [CONFIGURE CONSENT SCREEN].
Credentials + CREATE CREDENTIALS W DELETE
Credentials compatible with this API
To view all credentials visit Credentials in APIs & Services
A Remember to configure the OAuth consent screen with information about your application. [ CONFIGURE CONSENT SCREEN ]
OAuth 2.0 Client IDs
O Name Creation date J Type Client ID Actions
No Dauth clients to display
Service Accounts Manage service accounts
O Email Name ‘P Actions
No service accounts to display
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[13] Click [CREATE].
@ You do not have to select "User Type" (A). For details of "User Type", contact Google.

OAuth consent screen

Choose how you want to configure and register your app, including your
target users. You can only associate one app with your project.

User Type
O Internal @

Only available to users within your organization. You will not need to
submit your app for verification. Learn more about user type

O External @

Available to any test user with a Google Account. Your app will start in
testing mode and will only be available to users you add to the list of test
users. Once your app is ready to push to production, you may need to
verify your app. Learn more about user type

CREATE ‘

Let us know what you think about our OAuth experience
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[14] Enter "OptimalBiz" in "App Name".

[15] Click "User support email" and select an email address.

[16] Enter "optim.co.jp" in "Authorized domains”, and press [Enter].
[# The domain name may change automatically after you press [Enter].

[17] Enter your email address in [Developer contact information].

[18] Click [SAVE AND CONTINUE].

Edit app registration
o OAuth consent screen — o Scopes — e Test users — o Summary

App information

This shows in the consent screen, and helps end users know who you are and contact

you

"

=
The name of the app asking for consent ]

=
m For users to contact you with questions about their consent ]

App logo BROWSE

Ui

nad an image, not larger than 1MB on the consent screen that will help users recognize
app. A yed image formats are JPG, PNG, and BMP. Logos should be square and
120px by 120px for the best results

App domain

To protect you and your users, Google only allows apps using OAuth to use Authorized
Domains. The following information will be shown to your users on the consent screen.

Application home page

Provide users a link to your home page

Application privacy pelicy link

Provide users a link to your public privacy policy

Application terms of service link

Provide users a link to your public terms of service

When a domain is used on the consent screen or in an OAuth client's configuration, it must e
pre-registered here. If your app needs to go through verification, please go to the Google Sejrch
Console to check if your domains are authorized. Learn more about the authorized domain jmit

l pxample.com ] [ ]
A
Developer contact information
Lronil ~dd
These email addresses are for Google to notify you about any changes to your project. l

CANCEL
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[19] Click [SAVE AND CONTINUE].
[# You do not have to add scopes.

Edit app registration

@& OAuthconsentscreen — @) Scopes — €) Testusers — @ Summary

Scopes express the permissions you request users to authorize for your
app and allow your project to access specific types of private user data
from their Google Account. Learn more

ADD OR REMOVE SCOPES

@ Your restricted scopes

Restricted scopes are scopes that request access to highly sensitive user data.

AP T Scope User-facing description

Mo rows to display

SAVE AND CONTINUE CANCEL

[20] Click [SAVE AND CONTINUE].
[#You do not have to add test users.

Edit app registration

0 0OAuth consent screen — Q Scopes — e Test users — o Summary

Test users

While publishing status is set to "Testing", only test users are able to access
the app. Allowed user cap prior to app verification is 100, and is counted over
the entire lifetime of the app. Learn more

<+ ADD USERS

= Filter Enter property name or value Q

User information

No rows to display

SAVE AND CONTINUE CANCEL
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[21] Review the settings details and click [BACK TO DASHBOARD].

Edit app registration

Q OAuth consent screen — Q Scopes — Q Test users — o Summary

Authorized domains

Contact email addresses

Scopes EDIT

AP P Scope User-facing description

Mo rows to display

Test users EDIT

0 users (0 test, 0 other) / 100 user cap (7]

= Filter Enter property name or value 7]
User information

Mo rows to display

BACK TO DASHBOARD

[22] The OAuth consent screen appears. Click [PUBLISH APP].

Google Cloud Platform 2= My Project 49831 « Q,  Search products and resources

API APIs & Services OAuth consent screen Learn |

«i»  Dashboard

) OptimalBiz s eoiraee Google OAuth consent screen

i Library What is the OAuth consent screen? v

ox  Credential s
redenEs Publishing status @

What are OAuth consent scopes? v
HA OAuth consent screen

Testing

Domain verification What are sensitive APl scopes? v

¢ Pageusage agresments

What are restricted API scopes? v
User type
External @ The app registration process
MAKE INTERNAL What information do | need? v

Will my app need to be verified by Google? v
OAuthusercap @
" " What if | don't verify my app? v
While publishing status is set to "Testing", only test users are able to access Yy app?
the app. Allowed user cap prior to app verification is 100, and is counted over
the entire lifetime of the app. Learn more . .
PP- zeam mere How long does the verification process take? v
0 users (0 test, 0 other) / 100 user cap 0
How many users can use my app? v

Test users

Domain verification v
<l

4L AnnIIeERS
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[23] Read the message and click [CONFIRM].

Push to production?

Your app will be available to any user with a Google Account.

You do not need to submit your app for verification. If you change your app's
configuration in the future, like adding more than 10 domains, uploading a
logo, or requesting sensitive or restricted scopes, you will need to submit for
verification.

CANCEL CONFIRM

[24] Ensure that the publishing status is "In production”.
[25] Click [Credentials].

Google Cloud Platform = My Project 49831 Q,  Search products and resources

API APIs & Services OAuth consent screen Learn |

«I»  Dashboard

M OptimaIBiz /' EDITAPP Google OAuth consent screen
it Library .
What is the OAuth consent screen? v
leo)] o Credentials ] Verification Status
What are OAuth consent scopes? v
W OAuth consent screen Verification not required
Domain verification Your consent screen is being shown, but your app has not been reviewed so What are sensitive APl scopes? 4
your users may not see all of your information, and you will not be able to
Su  Page usage agresments request certain OAuth scopes. Learn more
What are restricted API scopes? v

Publishing status @
The app registration process

What information do | need? v

BACKTO TESTING
Will my app need to be verified by Google? v
User type
What if | don't verify my app? v
External @
How long does the verification process take? v
MAKE INTERNAL
How many users can use my app? v

OAuthusercap @

Domain verification v
« The user cap limits the number of users that can grant permission to your
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[26] Click [CREATE CREDENTIALS].
[27] Select "OAuth client ID".

Credentials E:I+ CREATECREDENTIALS' W DELETE

APl key
Identifies your project using a simple API key to check quota and access

OAuth client ID
API Keys Requests user consent so your app can access the user's data

Create credentials to ac

O Mame Service account rictions

Key Actions
Enables server-to-server, app-level authentication using robot accounts
No APl keys to displa
Help me choose
QAuth 2.0 Client |  asks a few questions to help you decide which type of credential to use
O Name Creation date J Type Client ID Actions

No OAuth clients to display

Service Accounts Manage service accounts

O Email Name Actions

No service accounts to display
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[28] Select "Web application" on the "Application type" pull-down menu.
[29] Enter an arbitrary name.
[30] Click [ADD URI] in "Authorized redirect URIs".

& Create OAuth client ID

A client 1D is used to identify a single app to Google's OAuth servers. If your app runs on
multiple platforms, each will need its own client ID. See Setting up OAuth 2.0 for more
information. Learn more about OAuth client types.

.oy  Application type *
Web application -

Mame *
Web client 1

Yo

The name of your OAuth 2.0 client. This name is only used to identify the client in the
console and will not be shown to end users.

The domains of the URIs you add below will be automatically added to
your OAuth consent screen as authorized domains.

Authorized JavaScript origins @

For use with requests from a browser

-+ ADD URI

Authorized redirect URIs @

For use with requests from a web server

URIs *

hitps//www.example.com

CREATE CANCEL
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[31] Enter "https://biz3.optim.co.jp/company1/android_emm_zero_touch_auth/callback" in
"URI". (* Enter your company code in "company1".)

[#1f a warning message appears, make sure that you have entered an appropriate "Authorized
domains" in step [16] .

[32] Click [CREATE].

& Create OAuth client ID

A client 1D is used to identify a single app to Google's OAuth servers. If your app runs on
multiple platforms, each will need its own client ID. See Setting up OAuth 2.0 for more
information. Learn more about OAuth client types.

Application type *

Web application -
Mame *

Web client 1

The name of your OAuth 2.0 client. This name is only used to identify the client in the
console and will not be shown to end users.

The domains of the URIs you add below will be automatically added to
your OAuth consent screen as authorized domains.

Authorized JavaScript origins @

For use with requests from a browser

-+ ADD URI

Authorized redirect URIs @

For use with requests from a web server

E URIs *

-+ ADD URI

32 CREATE CANCEL
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[33] Click [OK].

OAuth client created
The client ID and secret can always be accessed from Credentials in APIs &
Services
OAuth is limited to 100 sensitive scope logins until the DAuth
consent screen is verified. This may require a verification process
that can take several days.
Your Client ID
O
Your Client Secret
O
oK
[34] Click the download icon to download a JSON file.
Credentials + CREATE CREDENTIALS W DELETE
Create credentials to access your enabled APIs. Learn more
API Keys
D Name Creation date Restrictions Key Actions
No API keys to display
OAuth 2.0 Client IDs
D Name Creation date Type Client ID Actions
O  webclient1 Sep 6, 2021 Web application [a] s u
Service Accounts Manage service accounts
O Email Name ‘P Actions
No service accounts to display
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5.2.5 Uploading a JSON file

Upload the JSON file you downloaded with Google APls to the management site and register device information.

[1] Click [Choose File] and select the downloaded JSON file.
[2] Enter "Google account email address”.
[3] Click [Register account].

Optimal Biz [) Assets & User 48h Organizaton [ Settings | [& Log [ Related Service testcompany  userl ~

Select OS ios Mac OS  Windows  Windows 10 Mobile & Service Environment Setting

Androig Setting

Management Application 1. Associate the Google account with the companylorganization e-mail address

Communication and

Operation Make an so that the nization e-mail address can be used as a Google account.
Please register from the following link

CENE) TR Register account
Settings Backup * There is no need to do for all the managed devices. Please prepare one e-mail address for management and associate
* There is no need if you use the G Suite account or have already done association

Security

5 2. Allow login to zero-touch portal

Application

Please obtain the zero-touch portal login information from the purchaser of the zero-touch compatible device,

Internet and be able to login with the e-mail address created in 1

Please check with your device purchaser for detailed instructions

Convenient Function

[T Ry — 3. Login to zero-touch portal and agree to terms of service

Login to zero-touch portal from the link below and agree to the terms of service
Zone Management

zero-touch portal &
Device Owner Mode

e —— 4. API setting and downloading JSON file

. " Please access Google APIs from the link below and register for Android Device Provisioning Partner API.
Use Registration
Register Android Device Provisioning Partner API =z

Device List After registration, download the JSON file.

Please refer to the following manual for the detailed procedure.
+ Android Kitting Manual T

5. Upload JSON file
Upload the JSON file downloaded in 4.

o file chosen

please do not forget the e-mail address of the account logged in to the portal when creating the JSON file,
please fill in the Google account e-mail address field below.,

Register account

Optimal Biz | ®2011 OPTM | Ten

[4] The Google login screen appears.
Select the Google account you registered.

= Warning window will be displayed.

Google

Choose an account

>0 0
.
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[5] Click [Advanced].

A

Google hasn't verified this app

The app is requesting access to sensitive info in your Google Account. Until the developer
{ ) verifies this app with Google, you shouldnt use it.

If you're the developer, submit a verification request to remove this screen. Learn more

BACK TO SAFETY

[6] Click [Go to domain (unsafe)].
[#1f your Google account is "XXXXX@xxxxx.co.jp", "xxxxx.co.jp" is displayed for your domain.

A

Google hasn't verified this app

The app is requesting access to sensitive info in your Google Account. Until the developer
{ ) verifies this app with Google, you shouldn't use it.

If you're the developer, submit a verification request to remove this screen. Learn more

Hide Advanced BACK TO SAFETY

Continue only if you understand the risks and trust the developer

( ).

| soto {unsafe) |
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[7] Click [Continue].

G Sign in with Google

W e e wants access to
your Google Account

When you allow this access, will
be able to

® Manage Android zero-touch enrolment devices and
EMM configurations for your organisation.
Learn more

Make sure that you trust s s s

You may be sharing sensitive info with this site or app. You
can always see or remove access in your Google Account.

Learn how Google helps you share data safely.

See optim-test.com's privacy policy and Terms of Service.

Cancel I Continue I

[8] Perform setting registration. Click [Create new].

[#1f you do not register settings, you cannot sync zero-touch devices. "Status" (B) displays "Setting
registration is not completed".

[@"Google account email address" (A) displays the Google account you selected in step  [4] .

Optimal Biz [ Assets & User 4gh Organization | @ Settings| [y Log (M Related Service testcompany userl ~

Select 08 i0S Mac OS  Windows  Windows 10 Mobile L] service Environment Setting

Android Setting

@ Done Google APl authentication registration

N\ S
= Ml Setting registration is not completed I
A Zero-touch cannot be used unless setting registration is completed
Please perform setting registration
o
o

Setting Registration

[ A Required when using the zero-touch function ]

Unrégistered

Optimal Biz | ©2011 OPTIM | Terms of Service(# | Privacy Policy(# | Site Map
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[9] Click [Save].

@ You cannot change "Customer Name" (A). "Support e-mail address", "Support phone number”, and
"Custom Message" (B) display the settings you entered during setting registration. Change them if

necessary.

Optimal Biz

Select 0S8

Android Setting

Management Application

Communication and

Operation

Setting Template

Settings Backup

Security

Application

Internet

Convenient Function

Certificate Management

Zone Management

Device Owner Mode

Zero-touch enroliment
Use Registration

Device List

[ Assets

& User

i0s

Google API Authentication Sefting

& Organization
Mac 0S

£F settings| B Log

Windows ~ Windows 10 Mobile

Setting registration is not completed

A Zero-touch cannot be used unless setting registration is completed
Please perform setting registration

‘Setting Registration

[ & The following items are displayed on the kitting screen of the zero-touch device]

= cnanged after registration

B Related Service

testcompany userl

L service Environment Setting

Optimal Biz | ©2011 OPTIM | Terms of Serice

[ | Privacy Policy(# | Site Map
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[10] After the setting registration, the use registration screen appears as shown below.

= The "Status" (A) shows "Enabled".

[@If you want to delete your account, click [Delete account] (B).

@ The settings you entered during setting registration are displayed. If you want to change the settings,
click [Edit] (C). You cannot change "Customer Name" (D).

Oplimal 2]4 [ Assets @ user 48F Organization [ Settings| [ Log [ Related Service

Select OS i0s Mac OS  Windows  Windows 10 Mobile

Androig Setting
Google API Authentication Setting

Management Application
Communication and
Operation

Setting Template Enabled

Settings Backup

testcompany  user1 v

& Service Environment Setting

Security Setting Registration

>
Application (D) _
Internet > Support e-mal address
Convenient Function

Certificate Management .

Zone Management

Device Owner Mode

Zero-touch enroliment
Use Registration

Device List

Optimal Biz | 82011 OPTiM | Terms of Service(#' | Privacy Policy (" | Site Map
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5.3 Creating a user

Follow the steps below to create a user.

[1] Click [User]—[List].
[2] click EL.

1 ptimal Biz [ Assets | User &% organization {§ Settings [Bj Log [ Related Service

List Search: User Name ‘ © Please select target User.
Asc: User Name
Customizing Input Items

Add with CSV

u] u Administrator
Edit with CSV
Download CSV 0 g User
-a8=

testcompany userl ¥

1 ©2011 OPTiM | Terms of Service" | Privacy Policy (2 | Site Map
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[3] Enter an arbitrary name in "Name".
[@For details of other input and setting items, refer to the following.
"User" - "List" - "Create a user" in <Management Site Reference Manual>
[4] Click [Save].
= A user will be created.

Name Current Password
| | Ty

Phonetic Name

| | [=]
Last Name
| |

First Name

MNumber of Devices
| BRES
User ID
| |
= Office 365

| (None)
Yser Classifics G Suite
OAdminis (None)
permitted)
COOperator
CReader (Unable to edit)

OlLock/Wipe only
CLogin only (Select permissions)
®User (Unable to log in)

Organization

| [ - |
Category

[ (Uncategorized) v|

Jevice Authentication Limit
®No Restriction
ORestricted[  |devices

CProhibit authentication &
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5.4 Performing kitting with zero-touch registration (using a Google account)

Follow the steps below to perform kitting for your device by means of zero-touch registration.

Note that the operation is different between Android versions earlier than 10 and versions 10 or later. Depending
on the Android version of your device, choose one of the following methods.

@®For less than Android 10

@For Android 10 or later

#When you are kitting Android 10 or later, kitting operation may not be able to complete if you have set
Google Play Developer Services (com.google.android.gms) on the management site's "Application
prohibition" blacklist and "Non-display application". Refer to the following to clear the setting in advance

and then conduct kitting.
E"Settings — Android" - "Application” - "Application prohibition" in <Management Site Reference
Manual>
E"Settings — Android" - "Device Owner Mode" - "Non-display application" in <Management Site

Reference Manual>

5.4.1 For less than Android 10

[1] Tap [GET STARTED].

Welcome

ENGLISH (UNITED STATES) ~

A °
EMERGENCY  VISION SETTINGS

[2] Tap [SKIP].
[#1f a SIM card is already inserted, this screen does not appear.

Insert SIM card

Not sure how? Check the instructions
that came with your phone.

Once you insert your SIM card, it may
take a few seconds to activate.

< SKIP >
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[3] Tap [Set up as new].

Set up your

Get your phone ready to go. How would
you like to set it up?

Keep your apps & data
¥)  Restorea backup or copy from a
device

o Set up as new
Get a fresh start

[4] Tap [Use cellular network for setup] or tap a Wi-Fi SSID to
connect to Wi-Fi.

[#Be sure to select a cellular network or available Wi-Fi. If you
select "Don't use any network for setup” or "Skip", you will not be
able to perform proper kitting. Doing so will require you to
perform initialization.

[# The wording displayed on the screen may vary depending on the

device.
<<If you do not have a SIM>> P en
. . Get connected

[Use cellular network for setup] will not be displayed, so connect to s

Wi _Fi . Internet.
'. e -
" o -
S —
v W=

G e

W Seeall Wi-Fi networks

A I Use cellular network for setup I

~=  Don't use any network for setup

<

<<If you use a cellular network>>
When a pop-up appears as shown on the screen on the right, tap
[CONTINUE].

<<If you use a Wi-Fi connection>>
Continue with the next step. Possible data charges

Your phone will use the cellular
network during setup, and you may

be charged for this data usage. To
avoid possible charges, connect to

Wi-Fi.

CONTINUE
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[5] Network connection starts.

[6] Tap [ACCEPT & CONTINUE].

[7] Tap [OK].

Checking network...

Adding a few finishing touches. This
may take a minute or two.

Rl @ 91%m
2]
==

Set up your device

This device will be managed and kept secure
by . Terms from Google
apply. View terms

If you have questions, contact your

organisation's admin.

will manage this device
using the following app

Optimal Biz
O
ACCEPT & CONTINUE

Setup
This device is pre-configured by IT administrator
as follows:

Company Code: kit

OK Cancel

109



5 Performing Android Enterprise integration by using zero-touch enroliment with a Google account

[8] Tap [View/Accept] for the End User License Agreement.

IMPORTANT

Please read and agree to the following:

End User License Agreement

View/Accept

Privacy Policy

View/Accept

OK Cancel

[9] Check "Accept EULA".
[10] Tap [OK].

End User License Agreement

END-USER LICENSE
AGREEMENT

This Agreement ("Agreement”) Is a legal
agreement between OPTiM Corporation
("OPTiM") and a user ("User”) who installs
and/or uses OPTIM's software product(s)
named Optimal Biz ("Application”) on a
portable device such as a personal
computer, a Smartphone, or a tablet
computer ("Device”). User should read this
Agreement carefully before User installs
and/or uses Application.

1.1 User agrees to use Application in
9 accordance with this Agreement.

# | Accept EULA

[11] Tap [View/Accept] for the Privacy Policy.

IMPORTANT

Please read and agree to the following:

End User License Agreement

Privacy Policy

View/Accept
S ———

OK Cancel

[12] Read the user data policy, and tap [Privacy Policy]. B

User Data

This app collects and sends device
information to the management site only for
the purposes described below:
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[13] Check "l agree to the privacy policy".
[14] Tap [OK].

Privacy Policy

[15] Tap [OK].

[#You cannot tap [OK] unless you agree to both the EULA and IMPORTANT
. . Please read and agree to the following:
prlvacy pOI |Cy. End User License Agreement

Privacy Policy

OK Cancel

[16] A screen that requests permission appears. Follow the on-

screen instructions to set things up. 'A —
pp Permission|
Required Permissions
[17] Tap [OK]. Agpswhhusageaccess
. . . ) ) Application prohibition, Remote lock
= The license authentication screen appears. Continue with the TTE—

Screen lock, Proxy, Restore

license authentication.

Battery optimization
Run in background

Optional Permissions

Storage
Download contents

Location
Zone Management, Location data

Contacts

Contact list, Backup, Restore Done

00 00T

17 OK Cancel
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5.4.2 For Android 10 or later

[1] Tap [Get Started]. .
<If you are inserting SIM >

The following screen is displayed.

Activating network...

Welcome

g @ @  English (United States)

T Assistive options v

Ernergency call 1 Get Started

[2] Tap [Skip].

< If using a mobile network > al
Insert a SIM if it is not already inserted. Connect to mobile
network

If you have a SIM card, insert it now

28
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[3] Tap a Wi-Fi SSID to connect to Wi-Fi.

. . Connect to Wi-Fi
< If using a mobile network >

Select a network

Tap [Use mobile network for setup] (A).

Tap [Continue] (B) when a following pop-up is displayed. P ——

Vo R

i A e

o S famOlb o

Possible data charges +  See all Wi-Fi networks

Your phone will use the mobile network
during setup, and you may be charged for

this data usage. To avoid possible charges, (A) 4 Use mobile network for setup I
connect to Wi-Fi.

Set up offline

= The network connection starts and checking information.

0

Getting your phone Checking info...
ready...

This may take a few minutes

‘ o
¢« @
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[4] Tap [Next].
= Getting ready for work setup.

This device belongs
to your organization

To learn more, contact your IT admin.

Getting ready for
work setup...

¢ o

[5] Tap [OK]. opmazz |

This device will be managed by IT
admin

This device will be set up as a company-owned device.
IT admin will be able to see your data on this device.

[6] Tap [Accept & Conetinue].

= Setting up in the device. (-]

Let's set up your
work device

Keep your work apps
at your fingertips

View terms

Accept & continue

Setting up your device.
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[7] Tap [Next].
(-]

This device isn't
private

‘D Your activity & data

Your IT admin may be able to see your data and
activity on this device.

[ App permissions
Your IT admin can set permissions for apps on

this device, such as microphone, camera, and
lacation permissions.

Cancel setup

[8] Tap [More].

[#I[More] is displayed several times on some devices. Tap [More] Go gle

until [Accept] is displayed. Google Services

A — A ———

Tap to learn more about each service,
such as how to turn it on or off later. Data
will be used according to Google’s Privacy
Policy.

Location

Q@ Uselocation v

Allow apps and services with location o
permission to use your device’s

location. Google may collect location

data periodically and use this data in

an anonymous way to improve location

accuracy and location-based services.

@ Allow scanning v

Allow anne and servieas tn sran for Wi

[9] Tap [Accept].

Allow apps and services to scan for Wi-Fi ®
netwarks and nearby devices at any time,
even when Wi-i or Bluetooth s off.

Device maintenance

O Send usage and diagnostic
data

Help improve your Android device ®
experience by automatically sending

diagnostic, device, and app usage data to

Google. This will help battery life, system

and app stability, and other improvements,

Some aggregate data will also help Geogle

apps and partners, such as Andreid

developers. If your additional Web & App

Activity setting is turned on, this data may

be saved to your Google Account

%  Install updates & apps v

By continuing, you agree that this device may also
automatically download and install updates and

apps from Google, your carrier, and your device's
manufacturer, possibly using cellular data. Data rates
may apply. Some of these apps may offer in-app
purchases,

Tap “Accept” to confirm your selection of these
Google services sattings.
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[10] Tap [OK].

[11] Tap [View/Accept] for the End User License Agreement.

[12] Check "Accept EULA".
[13] Tap [OK].

Setup
This device is pre-configured by IT administrator as follows:

Company Code: s

IMPORTANT

Please read and agree to the following:

End User License Agreement

View/Accept

Privacy Policy

View/Accept

Cancel

End User License Agreement

END-USER LICENSE
AGREEMENT
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[14] Tap [View/Accept] for the Privacy Policy.

[15] Read the user data policy, and tap [Privacy Policy].

[16] Check "l agree to the privacy policy".
[17] Tap [OK].

IMPORTANT

Please read and agree to the following:

End User License Agreement

OPTIM

User Data

This app collects and sends device information
to the management site for providing and
improving our service and for customer service
even when the app is closed or not in use:

Privacy Policy

# || agree to the privacy policy
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[18] Tap [OK].

[19] A screen that requests permission appears. Follow the on-

screen instructions to set things up.

[20] Tap [OK].

IMPORTANT

Please read and agree to the following:

End User License Agreement

Accepted

Privacy Policy

Accepted

App Permissions
Required Permissions

Apps with usage access
Application prohibition, Remate lock

Modify system settings
Screen lock, Proxy, Restore

Battery optimization
Run in background

Optional Permissions

Storage
Download contents

Location
Zone Management, Location data Incomplete
managemant e

0K Cancel

i

App Permissions
Required Permissions

Apps with usage access
Application prohibition, Remate lock

Meodify system settings
Screen lock, Proxy, Restore

Battery optimization
Run in background

Optional Permissions

[

Storage
Download contents Done
Location
Zone Management, Location data Done
management

OPTIM
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[21] Enter an "Authentication Code".
[# Contact your administrator for your authentication code.
[@"Company Code" (A) will be entered automatically.

[#@f you tap [Scan QR Code to fill out the Authentication
information] (B) and scan a QR code for agent license activation,
the "Company code", "Authentication code", and "URL" will be
automatically entered. Contact your administrator for the QR
code.

[22] Tap [Send].

[23] The license authentication completion screen appears.
Tap [OK].

<When portal settings are set to be displayed on Management Site >
After you tap [OK], initial registration screen appears.
Enter items as necessary.

[(# The user will link to the device if the initial registration has
been made.

[#1f you do not need to register, you can either tap [Close] (A) or
(B) the back button on the device to close the screen.

[#1f the user is already linked to the device, a message will
appear and say that the user has been linked. Close the
screen.

LA RS
Maw ) W AR
L

User Registration

Employee Number

Last Name

First Name

v Next

Optimal Biz ver.
©2071°0P ferms of Setvice | Pavacy Palicy

< opimls

Activation

Authentication Code

——— o -

Authenticate by User ID and Password

(B) Scan QR Code to fill out the Authentication
Information

I
-

The setting is completed.
Company Code: M sl s
ion Code; —

URL:
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[24] Tap [Skip].

= Kitting is complete. L7}
License authentication is also complete. Proceed to "Allocating a . .
user to your device". Swipe to navigate
your phone
(% "Allocating a user to your device" Page 125
Learn gestures to go Home, go back, and
switch apps

v
All set!

You're ready to start using your phone

e

Swipe up to go Home
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5.5 Performing license authentication

After kitting is complete, perform license authentication with your User ID or company code / authentication code.

[#1f you are using Android Enterprise after you perform license authentication with the user ID registered from
the management site, it will be integrated with Android Enterprise.

If you have not registered your user ID, the user ID can be integrated with Android Enterprise by performing a

license authentication with a company code / authentication code, registering the user ID from the
management site, and linking it with your device.

[# Android 10 or later are license authenticated by kitting, so this operation is not necessary. Proceed to the next
operation.

(% "Allocating a user to your device" Page 125

5.5.1 Authenticating by a user ID

[1] Tap [Authenticate with User ID and Password]. a
[#"Company Code" (A) will be entered automatically. Activation

Company Code
Authentication Code

URL

E-mail Address

nAulhenllcale by User ID and Passwovi

Scan QR Code to fill out the Authentication
Information

[2] Enter "User ID or Email Address" and "Password".

[#1f a user has been assigned to the device, "User ID or email 8 Activation
address" will be entered automatically. rompany Code
[# Contact your administrator for your user ID and password. esrIDor Emall Addiess
@ You do not have to change the URL (A). Password
[3] Tap [Send]. e

Authenticate by Authentication code.

Scan QR Code to fill out the Authentication
Information

3 5
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[4] The license authentication completion screen appears. Tap
[OK]. . -
The setting is completed.
Company Code: S
User ID: s
URL: - e e g s o

OPTIN

[5] The agent menu screen appears.

[ After license authentication, users cannot interact with the agent
screen until the initial synchronization is complete at the
management site. !—J

OPTIM
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5.5.2 Authenticating by a company code / authentication code

[ After license authentication is complete, allocate a user to the device on the management site.

E"Asset“ - "List" - "Asset management information" in <Management Site Reference Manual>

[1] Enter an "Authentication Code".
[# Contact your administrator for your authentication code.
[#"Company Code" (A) will be entered automatically.

@1 you tap [Scan QR Code to fill out the Authentication
information] (B) and scan a QR code for agent license activation,
the "Company code", "Authentication code", and "URL" will be
automatically entered. Contact your administrator for the QR
code.

[2] Tap [Send].

[3] The license authentication completion screen appears. Tap
[OK].

<When portal settings are set to be displayed on Management Site >

After you tap [OK], initial registration screen appears.
Enter items as necessary.

[# The user will link to the device if the initial registration has
been made.

[#1f you do not need to register, you can either tap [Close] (A) or
(B) the back button on the device to close the screen.

[#1f the user is already linked to the device, a message will
appear and say that the user has been linked. Close the
screen.

e e
LR RREE S el B

User Registration

Optimal Biz ver. ©
©2017 OPTIM | Terms of Service | Privacy Polic

Activation

l ' Authentication Code |

URL

E-mail Address

AL by User ID and Password

Scan QR Code to fill out the Authenti
Information

The setting is completed.
Company Code: S
User ID: s
URL:
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5 Performing Android Enterprise integration by using zero-touch enroliment with a Google account

[4] The agent menu screen appears.

[# After license authentication, users cannot interact with the agent
screen until the initial synchronization is complete at the
management site.
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5 Performing Android Enterprise integration by using zero-touch enroliment with a Google account

5.6 Allocating a user to your device

Follow the steps below to allocate the user created in "Creating a user" to a target device.

[1] Go to [Assets]—[List], and select a target device from the list.
[2] Click [Edit admin information].

Optimal Biz Assets @ User 488 Organization &§ Settings [ Log [ Related Service - — e ®

Communication Date: 27 Aug 2021 09:11:59
List 2 Sync
Assets
Network Map
os
Authentication Procedure Asset Name Search Engine Add filte
Setting of all Assets in bulk Search Condition: Phone Number
Customizing Input Items 111 Page (14 Devices)
izati u:
Add with GSV e = about 2 years ago ®
Organization
Edit with CSV O 27 days ago ®
Delete with CSV a| 19 days ago ® Note
Assign the certificate with O about 4 years ago ®
csv
O —— - - about 1 month ago ®
Download CSV 2 Edit admin information ‘
0 about 1 hour ago ® I
O o comcemm— - for over 2 years ago ® Settings
0 almost 2 years ago ® Setting Allocafion
U o em— - almost 2 years ago ®
Sening Template Allocation
[m] about 1 year ago ®
O emm— - oy O o
[m} about 2 years ago ® Actions
[ ——— - about 1 year ago [©]
Change screen lock password
8] almost 2 years ago ®
Remote Lock
how ott
Information
| 2011 OPTiM | Terms of Service | Privacy Policy(# | Site Map Logs -

125



5 Performing Android Enterprise integration by using zero-touch enroliment with a Google account

[3] Select "User" in "Division" and specify the user selected in Creating a user from the pull-

down menu.
[4] Click [Save].

Optimal Biz

List

Network Map
Authentication Procedure
Setting of all Assets in bulk
Customizing Input ltems
Message

Add with CSV

Edit with CSV

Delete with CSV

Assign the certificate with
Ccsv

Download CSV

D Assets

‘ User

& Organization  {} Settings [By Log [l Related Service (9 Management Information (%)

Communication Date: 27 Aug 2021 09:11:59 & Sync

Assets
Asset Name
Asset Name Search Engine Add filte
Search Condition: Division
@® User

111 Page (14 Devices) ‘

ne Number Organization
n - comminisaion B3 = ﬁ

O Organization

about 1 year ago
for over a year ago
about 2 years ago

about 1 year ago

O c— - about 2 years ago ® ‘
=] 27 days ago ® Note

O o o— 19 days ago ®

[m] about 4 years ago @

U e a— - - s ® m
O about 1 hour ago ®

O oo — - for over 2 years ago ®

[} almost 2 years ago ®

0 o —— - almost 2 years ago ®

o ®

O ®

o ®

0 ®

o ©]

almost 2 years ago

11 OPTiM | Terms of Service@ | Privacy_P

[5] Click [Sync].
[6] Click [OK].

= The user will be allocated to the device.

Optimal Biz

List

Network Map
Authentication Procedure
Setting of all Assets in bulk
Customizing Input ltems
Message

Add with CSV

Edit with CSV

Delete with CSV

Assign the certificate with
Ccsv

Download CSV

says
D Assets & organizat v
Sync will start, Depending on device, it may take significant amount of

‘ User

— ©

time until the setting is applied. Click on [OK] button to proceed, Communication Date: 27 Aug 2021 09:11:59
Assets Cancel o
+ Cri
» R ‘ ® Changed asset information.
Asset Name Search Engine Add filte

os
Search Condition:

111 Page (14 Devices)

n

Phone Number

ne Number Organization
-- comminisaion B3 = ﬁ

Setting Allocation
Setting Template Allocation

Sho ngs

about 1 year ago
for over a year ago

about 2 years ago

about 1 year ago
Actions

O c— about 2 years ago ® User
[m] 27 days ago ®
-l e ® Organization
[m] about 4 years ago @
Note
O o m—— - - about 1 month ago ®
O about 1 hour ago ® -
D emm— . e
[} almost 2 years ago ® settings
0 o —— - almost 2 years ago ®
o ®
0 ®
o ®
0 ®
o ©]

almost 2 years ago

Change screen lock password

Show other of ons.

11 OPTiM | Terms of St

Information he
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5 Performing Android Enterprise integration by using zero-touch enroliment with a Google account

5.7 Syncing with the zero-touch registration server

Follow the steps below to sync with the zero-touch registration server and display device information on the
management site.

[@If each function setting has been registered, the function will be allocated to the device at the same time as
kitting. To perform settings for functions, refer to the following.

E"Settings - Android" in <Management Site Reference Manual>

[1] Click [Settings]—[Android]—[Zero-touch enroliment]—[Device List].
[2] Click [Sync with the zero-touch enroliment server].

[# The zero-touch devices displayed in the zero-touch device list are displayed as devices waiting for
license authentication in the device list of Device List.

E"Asset“ - "List" "Asset list" in <Management Site Reference Manual>

[ Devices cannot be deleted from the zero-touch device list. Delete them from the device list of the
device screen. If you delete a device from the device list of the device screen, it is also deleted from
the zero-touch device list.

E"Asset“ - "List" - "Deleting asset individually" in <Management Site Reference Manual>

[ Do not create a new zero-touch device from the device screen.
[#@ Clicking [IMEI/Serial Number] (A) displays the device list of the device screen.

Opllmal =]4 [] Assets & user 48 Organization | Settings | [y Log [ Related Service testcompany  user1 v

Select 0S8 ios Mac OS  Windows  Windows 10 Mobile L Service Environment Setting

Android Setting 2

The last sync instruction datefime: 2018/11/14 17:14 ST R EREL RN RIS ER T

. . Update Date/Time of zero-douch | Sync Date/Time of zero-fouch
LEzimm o enoliment sefting. + enrollment seffing. =

14 Nov 2018 17:15. 14 Nov 2018 17:15
.- 14 Nov 2015 13:33 14 Nov 2018 17:45
14 Nov 2018 13:32 14 Nov 2018 17:15
14 Nov 2015 13:33 14 Nov 2018 17:15

Management Application
Communication and
Operation

Setting Template

Settings Backup

Security

Application

Internet

Convenient Function

Certificate Management

Zone Management

Device Owner Mode

Zero-touch enroliment
Use Registration

Device List

1

‘Optimal Biz | ©2011 OPTM | Terms of Service(# | Privacy Policy (" | Site Map
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6 Integrating with Android Enterprise by a
Google Workspace (formerly G Suite) account
using zero-touch enroliment

Zero-touch enrollment is one of the methods for kitting an agent. This method reduces the kitting procedure,
making it easier and faster to introduce many devices. Zero-touch enrolled devices automatically install an agent
as Device Owner Mode, enabling more secure device management.

By integrating a zero-touch server, the list of devices in this product will automatically display your device as a
pre-kitting device. If you allocate a setting policy to a pre-kitting device and activate it, the settings will apply
immediately.

This chapter describes the following items.

ltem Page
Issuing a token * 129
Registering a Google Workspace (formerly G Suite) account * 136
Performing authentication settings of Google API 138
Creating a user 163
Pe_rforminq kitting with zero-touch enrollment (using a Google Workspace (formerly G 167
Suite) account) -
Performing license authentication 185
Syncing with the zero-touch registration server 189

ZAttention

@For details of zero-touch enrollment, refer to the following.
(7 https://www.android.com/intl/ja_jp/enterprise/management/zero-touch/

@For accounts exclusively for zero-touch enrollment, contact your zero-touch device vendor.
@The items marked with * above are required only for the first kitting.

@By setting up the "Application Distribution" function of Android Enterprise on the management site in
advance, apps can be distributed to your device at the same time as license authentication after kitting is
complete. For details of on app distribution, refer to the following.

E“Android Enterprise App distribution” in <Android Enterprise Manual>
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6 Integrating with Android Enterprise by a Google Workspace (formerly G Suite) account using zero-touch enrollment

6.1 Issuing a token

Follow the steps below to integrate this product with Google by using a Google Workspace (formerly G Suite)
account.

[1] Go to the Google Admin console https://admin.google.com) and click [Devices].

@ (A) If [Security] shows "EMM provider management for Android”, steps [5] to [11] are notrequired.

G-oog|e Admin Q  search for users, groups or settings
(@ Home !(_‘ Welcome to your new Admin conscle homepage! You'll find easier navigation throughout the Admin console using the updated left-hand navigation bar with its expandable
and collapsible display! Learn more
OF Dpashboard
» & Directory
» [0 Devices 2 Users Manage ~ & Domains Manage ~ B Billing Manage ~
» Apps
Aciive Manage domains Manage subscriptions
v '@ Security 1
Add a domain Payment accounts
v b Reporting Add a user
Change your primary domain Get more services
» B siling Delete a user
' @ Account Update a user's name or email
@ Rules Create an alternate email address (email alias)
Groups Apps Devices
28:  Create groups for mailing lists and applying Manage web and mobile app access and [0 Manage devices and secure your
policies settings organization's data
i — . Securit
Account settings og Organizational units @ ; Y g ‘
El Send feedback Iil Manage your organization's profile and Organize users into units for applying policies Configure security settings, and view alerts
preferences and analytics
© 2021 Google Inc.
Terms of service - Billing terms - Reports Buildings and resources
v P ; Rules
1ls  Monitor your organization's user and admin %3] Manage and manitor your buildings, rocms, @ Ranana rulac +n cat alorte and artinne

[2] Click [Settings]—[Third-party integrations].

= Goog|e Admin Q, search for users, groups or settings
Devices
» & Directory
~ [0 Devices
Mobile devices D Endpoints I:] Chrome devices @
Overview
Manage Android, i0S, and Gocgle Sync Manage Windows 10, Drive for desktop, Manage Chrome devices
» Chrome devices Endpoint Verification & Fundamental
devices
~ Mobile & endpoints )
N NO DEVICES NO DEVICES NO DEVICES
Devices
Company owned
inventory
- -
Managed browsers D Google Meet hardware u Jamboard devices
Device approvals
Manage Chrome browsers Deep integrations with Google Create, collaberate, and bring your
~ Settings Workspace make joining a meeting as team's ideas to life. Learn more
simple as a tap on the controller. Learn
Andreid settings e
08 settings NO BROWSERS
Windows settings

Universal settings

Reports

Audits

Manage Reporting Rules
Rules

Networks
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6 Integrating with Android Enterprise by a Google Workspace (formerly G Suite) account using zero-touch enrollment

[3] Uncheck "Enable third-party Android mobile management” in "Android EMM".
[4] Click [SAVE].

Third-party

o ‘When you add a third-party EMM provider, you can't manage Android apps through
Google endpoint management. You must manage them through the EMM provider.
Learn more

Eﬁ Enable third-party Android mobile management I

Add EMM provider

CANCEL

[5] Click [Apps].
[# To display the Admin console, click [Google Admin] in the upper left corner of the screen.

G-oog|e Admin Q  search for users, groups or settings
(@ Home ?; Welcome to your new Admin conscle homepage! You'll find easier navigation throughout the Admin console using the updated left-hand navigation bar with its expandable
and collapsible display! Learn more
OF Dpashboard
» & Directory
» [O Devices 2 Users Manage ~ & Domains Manage ~ B Billing Manage ~
» HD apps
Aciive Manage domains Manage subscriptions
» @ Security 1
Add a domain Payment accounts
» 1l Reporting Add 2 user
Change your primary domain Get more services
» B siling Delete a user
' @ Account Update a user's name or email
@ Rules Create an alternate email address (email alias)
Groups Apps Devices
28 Create groups for mailing lists and applying i3 Manage web and mobhile app access and [0 Manage devices and secure your
policies settings organization's data
i - . Securit
Account settings og Organizational units @ ; Y g ‘
[E] send feedback (2] Manage your organization's profile and Organize users into units for applying policies Configure security settings, and view alerts
preferences and analytics
© 2021 Google Inc.
Terms of service - Billing terms - Buildings and resources
Privacy Policy Reports 9 i Rules
tl:  Monitor your organization's user and admin B Manage and monitor your buildings, rooms, ® Manana rilas n cat alarte and artinne
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6 Integrating with Android Enterprise by a Google Workspace (formerly G Suite) account using zero-touch enrollment

[6] Click [Google Workspace].

Google Admin Q  Search for users, groups or settings
Apps
» & Directory o
» [0 Devices
Google Workspace r Additional Google -~ Web and mabile apps =

- i apps B services a -

= Google Workspace Core services Blogging, photos, video, social tools and Manage SAML, Android and iOS apps

verview more
» Google Workspace
14 SERVICES 59 SERVICES NO APPS
Additional Google services
Web and mobile apps
, Google Workspace Google Workspace LDAP Password vaulted apps
Marketplace apps Marketplace apps rt E s
LDAP Add and manage third party apps Add and manage LDAP clients Add and manage access to apps that use
credentials

Password vaulted apps
» e Security NO SERVICES MANAGE NO CLIENTS NO SERVICES
» 1l Reporting
» B silling
» @ Account

@ Rules

El Send feedback

2021 Google Inc. Google Workspace core services are governed by your Google Workspace agreement.

Terms of service - Billing terms - Additional Google services are not governed by your Google Workspace agreement, and other terms apply. Learn more.
Privacy Policy

[7] Click [ADD SERVICES].

= Google Admin Q  Search for users, groups or settings
- i Apps > Google Workspace
Overview
| » -~ Showing status for apps in all organizational units
~ Google Workspace C Gncgle
Service status Workspace O  services ¢ Service Status
Calendar D E Calendar ON for everyone
Cloud Search All users in this account
D Q Cloud Search ON for everyone
Currents Groups v
«) Currents ON for everyone
Drive and Docs D
Organizational Units A
Gmail D L Drive and Docs ON for everyone
Google Chat and classic alunit; D M i o
Hangouts mai or everyone
Google Meet . Google Chat and classic Hangouts ON for everyone Learn more
Google Vault
D u Google Meet ON for everyone
Groups for Business
D n Google Vault ON for everyone
Jamboard
Keep D a Groups for Business ON for everyone
Sites O B Jamosra ON for ever
yone
Tasks A
D Keep ON for everyone
Work Insights
I_l B Sites ON for everyone
Additional Google services
Rows per page: 50 Page 10of 1
Wah and mnhila anne
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[8] Click [Devices].

Google Admin

Q,  search for users, groups or settings

Get More Services

(@ Home
=0 Dashboard

» & Directory

Subscriptions

Payment accounts

» @ Account

@ Rules

El Send feedback

© 2021 Google Inc.

Privacy

olicy

Terms of service - Billing terms -

CATEGORIES

Google Workspace for
Education

Discover third-party services

Browse and install third-party apps

that integrate with and enhance
Google Workspace

Explore Google Workspace
Marketplace @

Google Workspace
r‘ Google

Most advanced sec:

ity and

PURCHA:

r‘ Google

Get more services ' workspace
Enterprise
License settings Standard

Complete productivity and
collaboration and as much
storage as you need with
enterprise-grade security &
management

SWITCH

r' Google

Professional email and

SWITCH

_r'- Google

SWITCH

r‘ Google

» [0 Devices Google Workspace 78 workspace 78 workspace Workspace 78 workspace
Enterprise Plus Business Starter Business Business Plus
4 Apps Google Workspace add-ons Standard

Enhanced securty and

» @ Security ) compliance controls for productivity tools Enhanced collaboration and compliance with our most
Google Voice complete productivity and productivity, with addtions! sdvanced mesting capabilities
. collaboration with unlimited storage
» 1l Reporting storage
Cloud Identity View your subscription
~ B silling

SWITCH

[9] Click [GET STARTED] in "Android management".

[# This operation will not cause any costs to be incurred.

Google Admin

Apps

Subscriptions
Payment accounts
Get more services
License settings

> @ Account

@ Rules

El Send feedback

© 2021 Google Inc.

Privacy Policy

Terms of service - Billing terms -

Q,  search for users, groups or settings

Get More Services

Google Workspace add-ons

Devices

Google Workspace for
Education

Discover third-party services

Browse and install third-party apps

that integrate with and enhance
Google Workspace

Explore Google Workspace
Marketplace 3

Upgrade

Chrome Enterprise Upgrade

» Securt . allows you to manage any
e y Google Voice number of devices. You will be
. billed at the end of the month
» 1l Reporting based on your committed
Cloud Identity
~ B siling

START FREE TRIAL

(@ Home
EE Dashboard Devices
CATEGORIES
» & Directory
c Chrome iy android
» [0 Devices Google Workspace Enterprise management

Manage your comp:
Android devices
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[10] Click [CHECKOUT].

X Add a new subscription

o Payment plan e Che
Country Currency

& Android management
Manage your company’s Android devices Japan JPY

Review your payment plan

Free plan

Free edition, no payment needed

Any applicable taxes and discounts will be applied on your monthly invoice. Prices exclude applicable taxes and VAT (varies based on your country). Leam more
By clicking Checkout, you agree 1o the Managed Geogle Play and Cloud |dentity agreement. Netwithstanding anything to the contrary, any previous purchase of any Services will also be subject o

the above terms and these terms will supersede any previous terms agreed 1o upon by the Customer and Google for any Services.
CHECKOUT

[11] Click [PLACE ORDER].
= The Admin console will appear.

X Add a new subscription

° Payment plan e Checkout

Checkout

Android management Free
9

Free plan

BACK PLACE ORDER
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(12]

Click [Devices].

Google Admin

Q,  Search for users, groups or settings

(@ Home
08 Dashboard
Directory

Devices

Apps
Security
Reporting
Billing
Account

@ Rules

El Send feedback

© 2021 Google Inc
Terms of service - Billing terms -
Privacy Policy

and collapsible display! Learn more

2 Users Manage

Active

1

Add a user
Delete a user
Update a user's name or email

Create an alternate email address (email alias)

Groups

policies

Account settings
|f| Manage your organization's profile and
preferences

Reports

1l Monitor your organization's user and admin

Welcome to your new Admin console homepage! You'll find easier navigation throughout the Admin console using the updated left-hand navigation bar with its expandable

2% Create groups for mailing lists and applying

& Domains Manage ~ B Billing Manage

Manage domains Manage subscriptions

Add a domain Payment accounts

Change your primary domain Get more services

Apps Devices
Manage web and mobile app access and L0 Manage devices and secure your
settings organization's data
Organizational units Sectjlmy ) .
8 e Configure security settings, and view alerts

Organize users into units for applying policies and analytics

Buildings and resources
Manage and monitor your buildings, rooms,

) Rules
Manana rulac tn cot alarte and actinne

[13] Click [Settings]—[Third-party integrations].

Google Admin

Q,  search for users, groups or settings

Do

Directory
~ [0 Devices

Overview

» Chrome

Devices

Company owned
inventory

Device approvals
~ Settings
Android settings
i0S settings
Windows settings

Universal settings

Reports

Audits

Manage Reporting Rules
Rules

Networks

~ Mobile & endpoints )

Devices
Mobile devices D
Manage Android, i0S, and Goegle Sync
devices
NO DEVICES

Managed browsers

(!

Manage Chrome browsers

NO BROWSERS

(-

Manage Windows 10, Drive for desktop,
Endpoint Verification & Fundamental
devices

Endpoints Chrome devices

Manage Chrome devices

NO DEVICES NO DEVICES

Google Meet hardware Jamboard devices

Deep integrations with Google
Workspace make joining a meeting as
simple as a tap on the controller. Learn
more

Create, collaberate, and bring your
team's ideas to life. Learn more
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[14] Click [Add EMM provider] on [Android EMM].

)

Android EMM Third-party Android mobile management

o ‘When you add a third-party EMM provider, you can't manage Android apps through

Google endpoint management. You must manage them through the EMM provider.
Learn more

|:| Enable third-party Android mobile management
No EMM added Add EMM provider

CANCEL SAVE

[15] Click [GENERATE TOKEN].

Token generator
To bind an EMM provider, generate a toke

vindow, open the EMM provider's s
to bind the EMM provider with th

GENERATE TOKEN

[16] A token will appear. Make a note of it because as you will need it to register your account.

Token generator
To bind an EMM
to bind the EMM

dow, open the EMM provider's site and use the token

GENERATETOKEN | |
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6 Integrating with Android Enterprise by a Google Workspace (formerly G Suite) account using zero-touch enrollment

6.2 Registering a Google Workspace (formerly G Suite) account

Follow the steps below to register a Google Workspace (formerly G Suite) account to the management site.

[#Once you have registered your Google Workspace (formerly G Suite) account, do not change any settings on
the Google side.

[#1f you use "Mobile management", a standard feature of Google Workspace (formerly G Suite), delete the
"Devices" information of the mobile management feature.

[1] Click [Settings]—[Service Environment Setting]—[ Android Enterprise (Company Account
Registration)].

Oplimal Biz [] Assets @ User 488 Organization | Settings| [&j Log ([ Related Service testcompany  user1 ~

Select 0S Android  i0S  MacOS  Windows  Windows 10 Mobile
Service Environment Setting
On this page, you can configure the environment of this service
Notification Settings
Account Policy

Saa$ ID Federation

Device Authentication
Control

LDAP

Portal

Android Enterprise
(Company Account
Registration)

Apple Push Certificate

Easy Setup

Optimal Biz | ©2011 OPTiM | Terms of Service(# | Privacy Policy @ | Site Map

[2] The "Status"” (A) shows "Unregistered". "Google account" is selected in "Account Type" (B)
by default.

(A) roid Enterprise Account Regisiration

Unregistered

A When using Android Enterprise, on the device, default is prohibition for
"Unknown sources” and "Developer options”, and forcible for "Verify apps".
Please use Security Setting (DOM) if you want to change the setting.

® Google account © G Suite account

Register account
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6 Integrating with Android Enterprise by a Google Workspace (formerly G Suite) account using zero-touch enrollment

[3] Select "G Suite account”.
[4] Go to https://play.qoogle.com/work/termsofservice and accept the terms of use.
[5] Enter "Domain" and "EMM Token".

[#In "Domain", enter the domain of your G Suite account. If your G Suite account is
"XXXXX@xxxxx.co.jp", your domain is "Xxxxx.co.jp".

[6] Click [Register account].

Android Enterprise Account Registration

Status
Unregistered

A When using Android Enterprise, on the device, default is prohibition for
“Unknown sources" and "Developer options”, and forcible for "Verify apps".
Please use Security Setting (DOM) if you want to change the setting.

Account Type
Google accountl * 3 Suite account I

A [fyou use G Suite account coordination, please login to

G Suite with a super administrator account, access the following URL and
agree 1o the ferms

https./iplay.google. comiworkitermsofservice

6 Register account

[7] The "Status" (A) shows "Registered".
(B) displays "Domain" and "EMM Token".

*~droid Enterprise Account Registration
A)
Status

Registered

A When using the Android Enterprise function, "Developer option" and
"Unknown sources" are prohibited by default on the device. Please use Security
Setting (DOM) for permission.

Account Type
G Suite account

& |f you use G Suite account coordination, please login to

G Suite with a super administrator account, access the following URL and
agree to the terms.

https.//play.google.com/workiiermsofservice

Domain

EMM Token
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6 Integrating with Android Enterprise by a Google Workspace (formerly G Suite) account using zero-touch enrollment

6.3 Performing authentication settings of Google API

Connect your Google Workspace (formerly G Suite) account to your corporate e-mail address in the management
site, and create and authenticate a JSON file.

[#1f you use a zero-touch device with a Google Workspace (formerly G Suite) account, you must integrate this
product with the Google Workspace (formerly G Suite) account. You cannot integrate a Google Workspace
(formerly G Suite) account after Google API authentication setting. Always perform the procedures in advance.

(F"Issuing a token" Page 129
(% "Registering a Google Workspace (formerly G Suite) account" Page 136

6.3.1 Registering your e-mail address as a Google account

You can use your corporate or organizational e-mail address as your Google account.

#You do not have to perform these steps for all managed devices. Prepare one e-mail address for
administration. It is recommended that you use the mailing list of an administrative department, not an
administrator's e-mail address.

[#1f your Google account has been registered in your browser, you do not need to carry out this procedure.

[1] Click [Settings]—[Android]—[Zero-touch enroliment]—[Use Registration].
[2] Click [Register account].

Optimal Biz [) Assets & User 48h Organizaton [ Settings | [& Log [ Related Service testcompany  userl =

Select OS ios Mac OS  Windows  Windows 10 Mobile & Service Environment Setting

Androig Setting

Management Application 1. Associate the Google account with the company/organization e-mail address

Communication and

Operation Make an so that the 1ization e-mail address can be used as a Google account
Please register from the following link

Setting Template 2 Registeraccoun

*There is no need to do for all the managed devices. Please prepare one e-mail address for management and associate:
“ There is no need if you use the G Suite account or have already done association

Settings Backup

Security
5 2. Allow login to zero-touch portal

Application

Please obtain the zero-touch portal login information from the purchaser of the zero-touch compatible device,
Internet and be able to login with the e-mail address created in 1

Please check with your device purchaser for detailed instructions

Convenient Function

[T Ry — 3. Login to zero-touch portal and agree to terms of service

Login to zero-touch portal from the link below and agree to the terms of service
Zone Management

zero-touch portal &

Device Owner Mode

e —— 4. API setting and downloading JSON file

. " Please access Google APIs from the link below and register for Android Device Provisioning Partner API.
Use Registration

Register Android Device Provisioning Partner API 2

1 DU After registration, download the JSON file:
Please refer to the following manual for the detailed procedure.

+ Android Kitting Manual T

5. Upload JSON file

Upload the JSON file downloaded in 4.

Choose File | No file chosen

Please do not forget the e-mail address of the account logged in to the portal when creating the JSON file,
please fill in the Google account e-mail address field below.

Register account

Optimal Biz | 82011 OPTiM | Term:
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[3] The "Create your Google Account” screen appears.
Enter "First name”, "Last name", "Your email address", "Password”, and "Confirm".

[#n "Your email address", enter an email address with a corporate domain.

[#If you click "Create a Gmail account instead" (A), you will create a Google Account with a Gmail
account, so do not click the link. Be sure to create your account with your current email address.

[4] Click [Next].

Google

Create your Google Account

Firstname Last name

Your email address

You'll need to confirm that this email belongs to you.
I Create a Gmail account instead

>

Password Confirm ©
One account. All of Google
Use 8 or more characters with a mix of letters, numbers & working for you

symbols

Sign in instead m

[5] In "Enter code", enter the confirmation code that was sent to the email address you entered
instep [3] .

[6] Click [Verify].

Google

Verify your email address

Enter the verification code we sent to
If you don't seeiit,
check your spam folder.

| Enter code

Back 6 Verify
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[7] Enter "Phone number”, "Your birthday", and "Gender".
[8] Click [NEXT].

Google

', welcome to Google
e W @gmail.com

[ ] Phone number (optional)

This won't make your number visible to others

Recovery email address (optional)

‘We'll use it to keep your account secure

Month
~ Day Year Ge+] _e :
Your birthday
Gender Your personal info is private & safe

‘Why we ask for this information

[9] Review the Terms, and click [l agree].

Google
Privacy and Terms

Combining data -
We also combine this data among our services and

across your devices for these purposes. For example,
depending on your account settings, we show you ads

based on information about your interests, which we can
derive from your use of Search and YouTube, and we use

data from trillions of search queries to build spell-

correction models that we use across all of our services

You're in control
Depending on your account settings, some of this data

F—
may be associated with your Google Account and we E gi: 8 @

treat this data as personal information. You can control 1 i

how we collect and use this data now by clicking "More

Options” below. You can always adjust your controls

later or withdraw your consent for the future by visiting You're in control of the data we
My Account (myaccount.google.com) collect & how it's used

MORE OPTIONS

coneel
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[10] You have successfully registered your e-mail address if the screen below appears.

Google Account o ] °

GMvPIu

Welcome,

Control, protect, and secure your account, all in one place

Your Google Account gives you quick access to settings and tools that let you safeguard your data, protect your privacy, and decide how your information can make
Google services work better for you.

@ Sign-in & security > & Personal info & privacy > £X Account preferences >
Control your password and Google Account Manage your visibility settings and the data we use Adjust account settings, like payment methods,
access. 1o personalize your experience. languages, & storage options
Signing in to Google Your personal info Payments
Device activity & security events Contacts Purchases, subscriptions & reservations
Apps with account access Manage your Google activity Language & Input Tools
Ad Settings Accessibility
. Control your content Your Google Drive storage
Security Checkup
a) Delete your account or services
® Protect your account in just a few
minutes by reviewing your security .
settings and activity Privacy Checkup
Take this quick checkup to review
GET STARTED important privacy settings and adjust
them to your preference
GET STARTED
you left it or
may help -
| o My Activity
e g g R Discoverand control the data that's
GET STARTED 8  created when you use Google services

GO TO MY ACTIVITY

6.3.2 Logging in to the zero-touch portal

Inform your zero-touch device vendor of the registered Google account and ask them to allow logins to the zero-
touch portal.

[# For details, contact your zero-touch device vendor.
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6.3.3 Accepting the terms of service

Log in to the zero touch portal and accept the terms of service.

[1] Click [zero-touch portal].

Oplimal Biz [] Assets & User 48 Organization | g Settings | [y Log [ Related Service testcompany  user1 v

Select OS5 ios Mac OS  Windows  Windows 10 Mobile & Service Environment Setting

Android Setting

Management Application 1. Associate the Google account with the companylorganization e-mail address
Communication and

Operation Make an so that the 1ization e-mail address can be used as a Google account
Please register from the following link

Setting Template Register account

* There is no need to do for all the managed devices. Please prepare one e-mail address for management and associate:

Settings Backu
9 P * There is no need ifyou use the G Suite account or have already done association

Security

»

. Allow login to zero-touch portal

Application

Please obtain the zero-touch portal login information from the purchaser of the zero-feuch compatible device,
Internet and be able to login with the e-mail address created in 1

Please check with your device purchaser for detailed instructions

Convenient Function

Certficate Management 3. Login to zero-touch portal and agree to terms of service

Login to zero-touch portal from the link below and agree to the terms of service:
Zone Management

Device Owner Mode

e —— 4. API setting and downloading JSON file

. " Please access Google APIs from the link below and register for Android Device Provisioning Partner API.
Use Registration
Register Android Device Provisioning Partner API =z

Device List After registration, download the JSON file.

Please refer to the following manual for the detailed procedure.
+ Android Kitting Manual T

5. Upload JSON file
Upload the JSON file downloaded in 4.

oose File | No file chosen

Please do not forget the e-mail address of the account logged in to the portal when creating the JSON file,
please fill in the Google account e-mail address field below.

Optimal Biz | 82011 OPTIM |

[2] Select the Google account you registered.

Google

Choose an account

>0 0
-
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[3] Select "l accept the Terms of Service."
[4] Click [Agree].

Terms of Service

Android Zero Touch End Customer Agreement a

1.1 Services Use. Subject to this Agreement, during the Term, you, the Customer may: (3) use the Services, and (b)
use any Software provided by Google as part of the Services. Customer may not sublicense or transfer these
rights except as permitted under the Assignment section of the Agreement

1.2 Console. Google will provide the Services to Customer. As part of receiving the Services, Customer will have
access to the Admin Console, through which Customer may administer the Services

1.3 Eacilities. Al facilities used to store and process an Application and Customer Data will adhere to reasonable
security standards no less protective than the security standards at facilities where Google processes and
stores its own information of a similar type. Google has implemented at least industry standard systems and
procedures to (i) ensure the security and confidentiality of an Application and Customer Data, (i) protect
against anticipated threats or hazards to the security or integrity of an Application and Customer Data, and (ili)
protect against unauthorized access to or use of an Application and Customer Data

immediately. If Customer does not agree to the revised Agreement, please stop using the Services. Google will

-
Ei D | accept the Terms of Service. I
4 Donot Agree
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6.3.4 Downloading API settings and a JSON file

Register Android Device Provisioning Partner API on the Google Cloud Platform, and download a JSON file.

[1] Click [Settings]—[Android]—[Zero-touch enroliment]—[Use Registration].
[2] Click [Register Android Device Provisioning Partner API].

Optimal Biz [ Assets @ User 4@ Organization | g Settings | [y Log [ Related Service testcompany  userl ~

Select OS ios Mac OS  Windows  Windows 10 Mobile & Service Environment Setting

Androig Setting

Management Application 1. Associate the Google account with the companylorganization e-mail address

Communication and

Operation Make an so that the lization e-mail address can be used as a Google account.
Please register from the following link

Setting Template Registeraccount

Settings Backup * There is no need to do for all the managed devices. Please prepare one e-mail address for management and associate
* There is no need if you use the G Suite account or have already done association

Security

5 2. Allow login to zero-touch portal

Application

Please obtain the zero-touch portal login information from the purchaser of the zero-touch compatible device,

Internet and be able to login with the e-mail address created in 1

Please check with your device purchaser for detailed instructions

Convenient Function

[T Ry — 3. Login to zero-touch portal and agree to terms of service

Login to zero-touch portal from the link below and agree to the terms of service
Zone Management

zero-touch portal &

Device Owner Mode

e — 4. API setting and downloading JSON file

Please access Google APIs from the link below and register for Android Device Provisioning Partner APL.
2 Register Android Device Provisioning Partner API ('

After registration, download the JSON file.
Please refer to the Tollowing manual for the detailed procedure.

+ Android Kitting Manual T

Use Regi

1 vice List

5. Upload JSON file

Upload the JSON file downloaded in 4.
Choose File | No file chosen

Please do not forget the e-mail address of the account logged in to the portal when creating the JSON file,
please fill in the Google account e-mail address field below,

Register account

Optimal Biz | 82011 OPTiM |

[3] Select the e-mail address that you have connected.

Google

Choose an account

>0 0
.
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[4] In the first login, the consent screen for the terms of service will appear.
Select the terms of service.

[5] Click [AGREE AND CONTINUE].

) Google Cloud Platform

Welcome I

Create and manage your Geogle Cloud Platform instances, disks, networks, and other

resources in one place.

Country

Japan -

“¥ Terms of Service

| agree to the Google Cloud Platform Terms of Service, and the terms of
service of any applicable services and APls.

Email updates

[C] 'would like to receive periodic emails on news, product updates and
special offers from Google Cloud and Google Cloud Partners.

q AGREE AND CONTINUE

[6] The Google Cloud Platform screen appears. Enter an arbitrary "Project name".

= Google Cloud Platform Q, Search products and resources

New Project

You have 6 projects remaining in your quota. Request an increase or
delete projects. Learn more

MANAGE QUOTAS

Project name *

(2]
Project 1D It cannot be changed later. EDIT
Organization *
No organization -
Select an organization to attach it to a project. This selection can't be changed later.
Location * BROWSE

Parent organization or folder

CREATE CANCEL
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[7] Click [Library].

Google Cloud Platform

API APIs & Services

I <%  Dashboard

i Library

-3 Credentials

2 OAuth consent screen
Domain verification

¢ Pageusage agresments

<l

o* My Project 95979 Q,_  Search products and resources
APls & Services + ENABLE APIS AND SERVICES Notifications
& Create Project: My Project 75168 Just now
1 hour 30 days
SELECT PROJECT
h 4 b 4
Traffic = EITON  see aLL ACTIVITIES =
1.00s %
0.8/s 80%
06s 60%
A Nodata is available for the selected time frame. A No data is available for the selected time frame.
0.4s 0%
0.2s 20%
Aug 15 Aug 22 Aug 28 Sep 05 - Aug 15 Aug 22 Aug 28 Sep 05 -
Median latency ¥
1.0
08
08
A Nodata is available for the selected time frame
02
Aug 15 Aug 22 Aug 29 Sep 05 -

[8] In "Search for APIs and Services", enter "Android Device Provisioning Partner API", and

execute search.

= Google Cloud Platform

** My Project v

& API Library

"

Filter by

VISIBILITY
Public (343)
Private (3)

CATEGORY
Advertising (14)
Analytics (5)
Big data (17)
Blog & CMS (1)
Compute (7)
CRM (1)
Databases (6)

Prsmlnmar stnsles 9]

Welcome to the API Library

The API Library has documentation, links, and a smart search experience.

I Q, Search for APIs & Services

Maps SDK for Android
Google

Maps for your native Android app.

Machine learning

3
Maps SDK for i0S
Google

Maps for your native iOS app.

-

Maps JavaScript API
Google

Maps for your website

VIEW ALL (17)

2

Places API
Google Enterprise APl [2]

Get detailed information about 100
million places

VIEW ALL (9)
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[9] Click [Android Device Provisioning Partner API] in the results.

= Google Cloud Platform 2 My Project +

AP API Library Q_ Android Device Provisioning Partner AP x

APl Library » “Android Device Provisioning Partner API”

“Android Device Provisioning Partner API"

1 result

Android Device Provisioning Partner API
Google

Automates Android zero-touch enroliment for device resellers, customers, and EMMs.

[10] Click [Google Cloud Platform].

Google Cloud Platform s My Project 40831

Android Device Provisioning Partner API

Google

Automates Android zero-touch enrollment for device resellers, customers,
and EMMs.

ENABLE TRY THIS API [

OVERVIEW DOCUMENTATION

Overview

Automates Android zero-touch enrollment for device resellers, customers, Additional details

and EMMs.
Type: SaasS & APIs

About Google Last updated: 7/22/21

: : y Category: Mobile
Google's mission is to organize the world's information and make it ==
universally accessible and useful. Through products and platforms like Service name: androiddeviceprovisioning.googleapis.com

Search, Maps, Gmail, Android, Google Play, Chrome and YouTube, Google
plays a meaningful role in the daily lives of billions of people.

Tutorials and documentation
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[11] Click [Credentials].

Google Cloud Platform 2= My Project 49831 Q,  Search products and resources
APIs & savces Overview M DISABLE AP
Android Device Provisi...
Il overview
©  Touse this API, you may need credentials. Click ‘Create credentials’ to get started. CREATE CREDENTIALS
i Metrics —eeeeeeeeee
=]  quotas . .
ZE Details #i Traffic by response code
©=  Credentials I
Name Request/sec (2 hr average)
Android Device Provisioning Partner API
By 1.0
Google e
Service name
androiddeviceprovisioning.googleapis.com 0.6/
A Nodata is available for the selected time frame.
Qverview 0.4/
Automates Android zero-touch enrollment for
device resellers, customers, and EMMs 0.2
Activation status
Enabled Aug 15 Aug 22 Aug 29 Sep 05
#® Tutorials and documentation i i
= View metrics
Learn more
<l
[12] Click [CONFIGURE CONSENT SCREEN].
Credentials + CREATE CREDENTIALS W DELETE
Credentials compatible with this API
To view all credentials visit Credentials in APIs & Services
A Remember to configure the OAuth consent screen with information about your application. [ CONFIGURE CONSENT SCREEN ]
OAuth 2.0 Client IDs
O Name Creation date J Type Client ID Actions
No Dauth clients to display
Service Accounts Manage service accounts
O Email Name ‘P Actions
No service accounts to display
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[13] Click [CREATE].
@ You do not have to select "User Type" (A). For details of "User Type", contact Google.

OAuth consent screen

Choose how you want to configure and register your app, including your
target users. You can only associate one app with your project.

User Type
O Internal @

Only available to users within your organization. You will not need to
submit your app for verification. Learn more about user type

O External @

Available to any test user with a Google Account. Your app will start in
testing mode and will only be available to users you add to the list of test
users. Once your app is ready to push to production, you may need to
verify your app. Learn more about user type

CREATE ‘

Let us know what you think about our OAuth experience
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[14] Enter "OptimalBiz" in "App Name".

[15] Click "User support email" and select an email address.

[16] Enter "optim.co.jp" in "Authorized domains”, and press [Enter].
[# The domain name may change automatically after you press [Enter].

[17] Enter your email address in [Developer contact information].

[18] Click [SAVE AND CONTINUE].

Edit app registration

o OAuth consent screen — o Scopes — e Test users — o Summary

App information

This shows in the consent screen, and helps end users know who you are and contact

you
L2 =
The name of the app asking for consent ]
Ll - i HIES =
m For users to contact you with questions about their consent ]
App logo BROWSE
u help users recognize

oad an image, not larger than 1MB on the consent screen that w
app. A yed image formats are JPG, PNG, and BMP. Logos should be square and
120px by 120px for the best results

App domain

To protect you and your users, Google only allows apps using OAuth to use Authorized
Domains. The following information will be shown to your users on the consent screen.

Application home page

Provide users a link to your home page

Application privacy pelicy link

Provide users a link to your public privacy policy

Application terms of service link

Provide users a link to your public terms of service

When a domain is used on the consent screen or in an OAuth client's configuration, it must be
pre-registered here. If your app needs to go through verification, please go to the Google Search
Console to check if your domains are authorized. Learn more about the authorized domain limit

l pxample.com ] [ ]
A
Developer contact information
Lronil ~dd
These email addresses are for Google to notify you about any changes to your project. l

SAVE AND CONTINUE CANCEL
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[19] Click [SAVE AND CONTINUE].
[# You do not have to add scopes.

Edit app registration

@& OAuthconsentscreen — @) Scopes — €) Testusers — @ Summary

Scopes express the permissions you request users to authorize for your
app and allow your project to access specific types of private user data
from their Google Account. Learn more

ADD OR REMOVE SCOPES

@ Your restricted scopes

Restricted scopes are scopes that request access to highly sensitive user data.

AP T Scope User-facing description

Mo rows to display

SAVE AND CONTINUE CANCEL

[20] Click [SAVE AND CONTINUE].
[#You do not have to add test users.

Edit app registration

0 0OAuth consent screen — Q Scopes — e Test users — o Summary

Test users

While publishing status is set to "Testing", only test users are able to access
the app. Allowed user cap prior to app verification is 100, and is counted over
the entire lifetime of the app. Learn more

<+ ADD USERS

= Filter Enter property name or value Q

User information

No rows to display

SAVE AND CONTINUE CANCEL
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[21] Review the settings details and click [BACK TO DASHBOARD].

Edit app registration

Q OAuth consent screen — Q Scopes — Q Test users — o Summary

Authorized domains

Contact email addresses

Scopes EDIT

AP P Scope User-facing description

Mo rows to display

Test users EDIT

0 users (0 test, 0 other) / 100 user cap (7]

= Filter Enter property name or value 7]

User information

Mo rows to display

BACK TO DASHBOARD

[22] The OAuth consent screen appears. Click [PUBLISH APP].

Google Cloud Platform 2= My Project 49831 « Q,  Search products and resources

API APIs & Services OAuth consent screen Learn |

«i»  Dashboard

) OptimalBiz s eoiraee Google OAuth consent screen

i Library What is the OAuth consent screen? v

ox  Credential s
redenEs Publishing status @

What are OAuth consent scopes? v
HA OAuth consent screen

Testing

Domain verification What are sensitive APl scopes? v

¢ Pageusage agresments

What are restricted API scopes? v
User type
External @ The app registration process

What information do | need? v

MAKE INTERNAL

Will my app need to be verified by Google? v
OAuthusercap @
" " What if | don't verify my app? v
While publishing status is set to "Testing", only test users are able to access Yy app?
the app. Allowed user cap prior to app verification is 100, and is counted over
the entire lifetime of the app. Learn more . .
PP- zeam mere How long does the verification process take? v
0 users (0 test, 0 other) / 100 user cap 0
How many users can use my app? v

Test users
Domain verification v
<l

4L AnnIIeERS
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[23] Read the message and click [CONFIRM].

Push to production?

Your app will be available to any user with a Google Account.

You do not need to submit your app for verification. If you change your app's
configuration in the future, like adding more than 10 domains, uploading a
logo, or requesting sensitive or restricted scopes, you will need to submit for
verification.

CANCEL CONFIRM

[24] Ensure that the publishing status is "In production".
[25] Click [Credentials].

Google Cloud Platform = My Project 49831 Q,  Search products and resources

API APIs & Services OAuth consent screen Learn |

«I»  Dashboard

M OptimaIBiz /' EDITAPP Google OAuth consent screen
it Library .
What is the OAuth consent screen? v
leo)] o Credentials ] Verification Status
What are OAuth consent scopes? v
W OAuth consent screen Verification not required
Domain verification Your consent screen is being shown, but your app has not been reviewed so What are sensitive APl scopes? 4
your users may not see all of your information, and you will not be able to
Su  Page usage agresments request certain OAuth scopes. Learn more
What are restricted API scopes? v

Publishing status @
The app registration process

What information do | need? v

BACKTO TESTING
Will my app need to be verified by Google? v
User type
What if | don't verify my app? v
External @
How long does the verification process take? v
MAKE INTERNAL
How many users can use my app? v

OAuthusercap @

Domain verification v
« The user cap limits the number of users that can grant permission to your
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[26] Click [CREATE CREDENTIALS].
[27] Select "OAuth client ID".

Credentials E:I+ CREATECREDENTIALS' W DELETE

APl key
Identifies your project using a simple API key to check quota and access

Create credentials to ac

OAuth client ID
API Keys Requests user consent so your app can access the user's data

O Name Service account rictions Key Actions
Enables server-to-server, app-level authentication using robot accounts
No APl keys to displa
Help me choose
QAuth 2.0 Client |  asks a few questions to help you decide which type of credential to use
O Name Creation date J Type Client ID Actions

No OAuth clients to display

Service Accounts Manage service accounts

O Email Name Actions

No service accounts to display
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[28] Select "Web application" on the "Application type" pull-down menu.
[29] Enter an arbitrary name.
[30] Click [ADD URI] in "Authorized redirect URIs".

< Create OAuth client ID
A client 1D is used to identify a single app to Google's OAuth servers. If your app runs on
multiple platforms, each will need its own client ID. See Setting up OAuth 2.0 for more
information. Learn more about OAuth client types.
703 Application type *
Web application -
2N - Mame *
Web client 1
The name of your OAuth 2.0 client. This name is only used to identify the client in the
consale and will not be shown ta end users.
The domains of the URIs you add below will be automatically added to
your OAuth consent screen as authorized domains.
Authorized JavaScript origins @
For use with requests from a browser
- ADD URI
Authorized redirect URIs @
For use with requests from a web server
URIs *
https://www.example.com ]
K] -+ ADD URI
CREATE CANCEL
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[31] Enter "https://biz3.optim.co.jp/company1/android_emm_zero_touch_auth/callback" in
"URI". (* Enter your company code in "company1".)

[#1f a warning message appears, make sure that you have entered an appropriate "Authorized
domains" in step [16] .

[32] Click [CREATE].

& Create OAuth client ID

A client 1D is used to identify a single app to Google's OAuth servers. If your app runs on
multiple platforms, each will need its own client ID. See Setting up OAuth 2.0 for more
information. Learn more about OAuth client types.

Application type *

Web application -
Mame *

Web client 1

The name of your OAuth 2.0 client. This name is only used to identify the client in the
console and will not be shown to end users.

The domains of the URIs you add below will be automatically added to
your OAuth consent screen as authorized domains.

Authorized JavaScript origins @

For use with requests from a browser

-+ ADD URI

Authorized redirect URIs @

For use with requests from a web server

E URIs *

-+ ADD URI

32 CREATE CANCEL
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[33] Click [OK].

OAuth client created
The client ID and secret can always be accessed from Credentials in APIs &
Services
OAuth is limited to 100 sensitive scope logins until the DAuth
consent screen is verified. This may require a verification process
that can take several days.
Your Client ID
O
Your Client Secret
O
oK
[34] Click the download icon to download a JSON file.
Credentials + CREATE CREDENTIALS W DELETE
Create credentials to access your enabled APIs. Learn more
API Keys
D Name Creation date Restrictions Key Actions
No API keys to display
OAuth 2.0 Client IDs
D Name Creation date Type Client ID Actions
O  webclient1 Sep 6, 2021 Web application [a] s u E
Service Accounts Manage service accounts
O Email Name ‘P Actions
No service accounts to display
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6.3.5 Uploading a JSON file

Upload the JSON file you downloaded with Google APls to the management site and register device information.

[1] Click [Settings]—[Android]—[Zero-touch enroliment]—[Use Registration].
[2] Click [Choose File] and select the downloaded JSON file.

[3] Enter "Google account email address”.

[4] Click [Register account].

Optimal Biz [J Assets & User 48 Organization | g Settings | [y Log [ Related Service testcompany  user1 v

Select OS ios Mac OS  Windows  Windows 10 Mobile & Service Environment Setting

Android Setting

Management Application 1. Associate the Google account with the companylorganization e-mail address

Communication and

Operation Make an so that the lization e-mail address can be used as a Google account.
Please register from the following link

Setting Template Register account (&

Settings Backup * There is no need to do for all the managed devices. Please prepare one e-mail address for management and associate
* There is no need if you use the G Suite account or have already done association

Security

5 2. Allow login to zero-touch portal

Application

Please obtain the zero-touch portal login information from the purchaser of the zero-touch compatible device,

Internet and be able to login with the e-mail address created in 1

Please check with your device purchaser for detailed instructions

Convenient Function

[T Ry — 3. Login to zero-touch portal and agree to terms of service

Login to zero-touch portal from the link below and agree 1o the terms of service
Zone Management

zero-touch portal &

Device Owner Mode

e —— . AP| setting and downloading JSON file

. " Please access Google APIs from the link below and register for Android Device Provisioning Partner API.
Use Registration

Register Android Device Provisioning Partner API 2

1 o After registration, download the JSON file:
Please refer to the following manual for the detailed procedure.

+ Android Kitting Manual T

5. Upload JSON file

Upload the JSON file downloaded in 4.

2 Choose File [No file chosen
lease do not forget the e-mail address of the account logged in to the portal when creating the JSON file,

please fill in the Google account e-mail address field below,
l i — _ ‘ I

Register account

Optimal Biz | 82011 OPTM | Terms of (2 | Privacy Policy(# | Site Map

[5] Redirect to Google login screen.
Select the Google account you registered.

= Warning window will be displayed.

Google

Choose an account

>0 0
-
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[6] Click [Advanced].

A

Google hasn't verified this app

The app is requesting access to sensitive info in your Google Account. Until the developer
{ ) verifies this app with Google, you shouldnt use it.

If you're the developer, submit a verification request to remove this screen. Learn more

BACK TO SAFETY

[7] Click [Go to domain (unsafe)].
[#1f your Google account is "XXXXX@xxxxx.co.jp", "xxxxx.co.jp" is displayed for your domain.

A

Google hasn't verified this app

The app is requesting access to sensitive info in your Google Account. Until the developer
{ ) verifies this app with Google, you shouldn't use it.

If you're the developer, submit a verification request to remove this screen. Learn more

Hide Advanced BACK TO SAFETY

Continue only if you understand the risks and trust the developer

( ).

| soto {unsafe) |
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[8] Click [Continue].

G Sign in with Google

W e e wants access to
your Google Account

When you allow this access, will
be able to

® Manage Android zero-touch enrolment devices and
EMM configurations for your organisation.
Learn more

Make sure that you trust s s s

You may be sharing sensitive info with this site or app. You
can always see or remove access in your Google Account.

Learn how Google helps you share data safely.

See optim-test.com's privacy policy and Terms of Service.

Cancel I Continue I

[9] Perform setting registration. Click [Create new].

[#1f you do not register settings, you cannot sync zero-touch devices. "Status" (B) displays "Setting
registration is not completed".

@ "Google account email address" (A) displays the Google account you selected in step  [4] .

Optimal Biz [ Assets & User 4gh Organization | @ Settings| [y Log (M Related Service testcompany userl ~

Select 08 i0S Mac OS  Windows  Windows 10 Mobile L] service Environment Setting

Android Setting

@ Done Google APl authentication registration

A

Setting registration is not completed I

A Zero-touch cannot be used unless setting registration is completed
Please perform setting registration

Setting Registration

[ A Required when using the zero-touch function ]

Unrégistered

Optimal Biz | ©2011 OPTIM | Terms of Service(# | Privacy Policy(# | Site Map
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[10] Click [Save].

@ You cannot change "Customer Name" (A). "Support e-mail address", "Support phone number”, and
"Custom Message" (B) display the settings you entered during setting registration. Change them if

necessary.

Optimal Biz

Select 0S8

u Assets @ User 48p Organization £F settings | [ oo [ Related Service

i0s Mac OS  Windows  Windows 10 Mobile

testcompany userl

L service Environment Setting

Android Setting

Management Application

Communication and

Operation

Setting Template

Settings Backup

Security

Application

Internet

Convenient Function

Certificate Management

Zone Management

Device Owner Mode

Zero-touch enroliment
Use Registration

Device List

Google API Authentication Sefting

Setting registration is not completed

A Zero-touch cannot be used unless setting registration is completed
Please perform setting registration

‘Setting Registration

[ & The following items are displayed on the kitting screen of the zero-touch device]

1

Save

‘Optimal Biz | ©2011 OPTM | Terms of Service(# | Privacy Policy (' | Site Map
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[11] After the setting registration, the use registration screen appears as shown below.
= The "Status" (A) shows "Enabled".
[@If you want to delete your account, click [Delete account] (B).

@ The settings you entered during setting registration are displayed. If you want to change the settings,
click [Edit] (C). You cannot change "Customer Name" (D).

Oplimal 2]4 [ Assets @ User 4@k Organization | Settings | [&j log [ Related Service testcompany  user1 ¥

Select OS ios Mac OS  Windows  Windows 10 Mobile & Service Environment Setting

Androig Setting

Google API Authentication Setting
Management Application
Communication and
Operation

Setting Template Enabled

Settings Backup

Security

>
Application (D)
>

Internet

Setting Registration

Convenient Function

Certificate Management

Zone Management

Zero-touch enrollment

Use Registration

Device List

Optimal Biz | 82011 OPTiM | Terms of Service(#' | Privacy Policy (" | Site Map
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6.4 Creating a user

Follow the steps below to create a user.

[1] Click [User]—[List].
[2] click EL.

17 ptimal Biz [ Assets | User &% organization {§ Settings [Bj Log [ Related Service testcompany  userl ~

List Search: User Name ‘ © Please select target User.
Asc: User Name
Customizing Input Items

Add with CSV

u] u Administrator
Edit with CSV
Download CSV 0 g User
-a8=

1 ©2011 OPTiM | Terms of Service" | Privacy Policy (2 | Site Map
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[3] Enter an arbitrary name in "Name".
[#For details of other input and setting items, refer to the following.
"User" - "List" - "Create a user" in <Management Site Reference Manual>
[4] Click [Save].
= A user will be created.

Name Current Password
| | Ty

Phonetic Name

| | [=]
Last Name
| |

First Name

MNumber of Devices
| BRES
User ID
| |
= Office 365

| (None)
Yser Classifics G Suite
OAdminis (None)
permitted)
COOperator
CReader (Unable to edit)

OlLock/Wipe only
CLogin only (Select permissions)
®User (Unable to log in)

Organization

| [ - |
Category

[ (Uncategorized) v|

Jevice Authentication Limit
®No Restriction
ORestricted[  |devices

CProhibit authentication &
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6.4.1 Registering a Google Workspace (formerly G Suite) account to an existing user

To register a Google Workspace (formerly G Suite) account to an existing user, carry out the steps below.

[#1f you have not registered a Google Workspace (formerly G Suite) account, license authentication during kitting
will fail.

[1] Go to [User]—[List], and select a target user from the list.
[2] Click [Edit].

Optimal Biz [ Assets | g User &% organization {§ Settings [Bj Log [ Related Service testcompany  userl -

List Search: User Name:
Asc: User Name g
TSI IR LTS [ |+ - |
Add with CSV Admin Apps and Books Setting Access Control Others ~ Actions ~
Edit with GSV . u Administator Management Information

Download CSV 0 g User
E

(None)

(None)

(None)

(None)

(None)

User (None)

(None)
(Uncategorized)

No Restriction

1 ©2011 OPTiM | Terms of Service" | Privacy Policy (2 | Site Map
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[3] Enter your Google Workspace (formerly G Suite) account in "E-mail Address".
[4] Click [Save].
= The e-mail address will be registered to the user.

Apps and Books Setiing Access Control Others ~

Name Current Password
| | FREKKL

Phonetic Name

Last Name
| |

First Name

| |
HE-ma | Address Office 365
| | (None)

User Classification G Suite
OAdministrator (All operations are (None)
permitted)

COOperator
CReader (Unable to edit)

OlLock/Wipe only
CLogin only (Select permissions)
®User (Unable to log in)
Organization
| [ - |
Category
[ (Uncategorized) v|

Jevice Authentication Limit
®No Restriction
ORestricted[  |devices

CProhibit authentication &
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6.5 Performing kitting with zero-touch enrollment (using a Google Workspace
(formerly G Suite) account)

Follow the steps below to perform kitting for your device by means of zero-touch registration.

Note that the operation is different between Android versions earlier than 10 and versions 10 or later. Depending
on the Android version of your device, choose one of the following methods.

@®For less than Android 10

@®For Android 10 or later

“#When you are kitting Android 10 or later, kitting operation may not be able to complete if you have set
Google Play Developer Services (com.google.android.gms) on the management site's "Application
prohibition" blacklist and "Non-display application". Refer to the following to clear the setting in advance
and then conduct kitting.

E"Settings — Android" - "Application" - "Application prohibition" in <Management Site Reference

Manual>

E"Settings — Android" - "Device Owner Mode" - "Non-display application" in <Management Site

Reference Manual>

6.5.1 For less than Android 10

[1] Tap [GET STARTED].

Welcome

ENGLISH (UNITED STATES) ~

A °
EMERGENCY  VISION SETTINGS

[2] Tap [SKIP].
[#1f a SIM card is already inserted, this screen does not appear.

Insert SIM card

Not sure how? Check the instructions
that came with your phone.

Once you insert your SIM card, it may
take a few seconds to activate.

< SKIP >
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[3] Tap [Set up as new].

Set up your

Get your phone ready to go. How would
you like to set it up?

Keep your apps & data
¥)  Restorea backup or copy from a
device

o Set up as new
Get a fresh start

[4] Tap [Use cellular network for setup] or tap a Wi-Fi SSID to
connect to Wi-Fi.

<<If you do not have a SIM>>
[Use cellular network for setup] will not be displayed, so connect to
Wi-Fi.

W Seeall Wi-Fi networks

4 | Use cellular network for setup

~=  Don't use any network for setup

<<If you use a cellular network>>
When a pop-up appears as shown on the screen on the right, tap
[CONTINUE].

<<If you use a Wi-Fi connection>>
Continue with the next step. Possible data charges

Your phone will use the cellular
network during setup, and you may

be charged for this data usage. To
avoid possible charges, connect to

Wi-Fi.

BACK | CONTINUE
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[5] Network connection starts.

Checking network...

Adding a few finishing touches. This
may take a minute or two.

[6] Tap [ACCEPT & CONTINUE].

Set up your device

This device will be managed and kept secure
by Terms from Google
apply. View terms

If you have questions, contact your

organisation's admin

will manage this device
using the following app:

p——
O
ACCEPT & CONTINUE

[7] Tap [OK].

Setup
This device is pre-configured by IT administrator as
follows:

Company Code: “

Device Owner

OK Cancel
—_—
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[8] Tap [OK].

Setup
Tap OK and login to the G Suite account on the next
screen to begin G Suite account provisioning.

G Suite account: |EGEG_G_—_—_———

OK Cancel
—_—

[9] Tap [Next].
Google
Signin

with your Google Account. Learn more

Forgot email?

Create account

[10] Enter the password.
[11] Tap [Next]. Google

Welcome

e -

. Enter your password

[ )

Forgot password?

[12] Tap [l agree].
Google

Welcome
[ e i

We publish Google's Terms of Service so that you
know what to expect as you use our services. By
clicking 'l Agree; you agree to these terms

And remember, Google's Privacy Policy describes
how Google handles information generated as
you use Google services. You can always visit
your Google Account (account.google.com) to
take a Privacy Checkup or to adjust your privacy
controls.

| agree I
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[13] Tap [MORE].

~
<9
Google Services

o S ERE. ke

Tap to learn more about each service, such
as how to turn it on or off later. Data will be
used according to Google's Privacy Policy.

Backup & storage

& Backup to Google

-~

[14] Tap [ACCEPT].

Google Services

PEI s (870" Jeatr gt towt oyl

Tap to learn more about each service, such
as how to turn it on or off later. Data will be
used according to Google's Privacy Policy.

Backup & storage

& Backup to Google
Drive .
sily restore your data
phones at any
‘our backup incl
app data, call

and permissions), and SMS.

Tap "Accept” to confirm your selection of
these Google services settings.

ACCEPT

[15] Tap [View/Accept] for the End User License Agreement. @

IMPORTANT

Please read and agree to the following:

End User License Agreement

View/Accept

Privacy Policy

Cancel

[16] Check "Accept EULA".
End User License Agreement

[(17] Tap [OK]. END-USER LICENSE
AGREEMENT

This Agreement ("Agreement”) is a legal
agreement between OPTIM Corporation
("OPTiM") and a user ("User") who installs
and/or uses OPTIM's software product(s)
named Optimal Biz ("Application”) on a
portable device such as a personal
computer, a Smartphone, or a tablet

computer (*Device”). User should read this
Agreement carefully before User installs
and/or uses Application.

1. GENERAL

1.1 User agrees to use Application in
accordance with this Agreement.
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81z |Optimal Biz

[18] Tap [View/Accept] for the Privacy Policy.
IMPORTANT

Please read and agree to the following:

End User License Agreement

e a—

Privacy Policy

View/Accept

OPTIM

Cancel

[19] Read the user data policy, and tap [Privacy Policy]. 3
User Data
This app collects and sends device
information to the management site only for
the purposes described below:

Privacy Policy

[20] Check "I agree to the privacy policy".
[21] Tap [OK].
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[22] Tap [OK].
[#You cannot tap [OK] unless you agree to both the EULA and IMPORTANT

. I . Please read and agree to the following:
pr|Vacy po ICy' End User License Agreement

Accepted

Privacy Policy

Accepted

OK Cancel

[23] A screen that requests permission appears. Follow the on-
screen instructions to set things up.

App Permission|
Required Permissions

[24] Tap [OK] Apps with usage access
. . . ) . Application prohibition, Remote lock
= The license authentication screen appears. Continue with the T s

Screen lock, Proxy, Restore

license authentication.

Battery optimization
Run in background

Optional Permissions
Storage

Download contents

Location
Zone Management, Location data Done
management

Contacts
Contact list, Backup, Restore Done

] R

24 oK Cancel
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6.5.2 For Android 10 or later

[1] Tap [Get Started]. .
<If you are inserting SIM >

The following screen is displayed.

Activating network...

Welcome

g @ @  English (United States)

T Assistive options v

Ernergency call 1 Get Started

[2] Tap [Skip].

< If using a mobile network > al
Insert a SIM if it is not already inserted. Connect to mobile
network

If you have a SIM card, insert it now

28
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[3] Tap a Wi-Fi SSID to connect to Wi-Fi.

. . Connect to Wi-Fi
< If using a mobile network >

Select a network

Tap [Use mobile network for setup] (A).
Tap [Continue] (B) when a following pop-up is displayed. | 3 [ —

Vo R

i A e

o W

o S famOlb o

Possible data charges +  See all Wi-Fi networks
Your phone will use the mobile network

during setup, and you may be charged for

this data usage. To avoid possible charges, (A) 4 Use mobile network for setup I
connect to Wi-Fi.

Set up offline

= The network connection starts and checking information.

0

Getting your phone Checking info...
ready...

This may take a few minutes

‘ o
¢« @
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[4] Tap [Next].
= Getting ready for work setup.

This device belongs
to your organization

To learn more, contact your IT admin.

Getting ready for
work setup...

¢ @

[5] Tap [OK]. opmazz |

This device will be managed by IT
admin

This device will be set up as a company-owned device.
IT admin will be able to see your data on this device.

[6] Tap [Accept & Conetinue].

= Setting up in the device. (-]

Let's set up your

a8 work device
View terms

Keep your work apps

at your fingertips

3 ]
(-]
« @
» 0
&

Accept & continue

Setting up your device.
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[7] Tap [Next].
(-]

This device isn't
private

‘D Your activity & data

Your IT admin may be able to see your data and
activity on this device.

[ App permissions

Your IT admin can set permissions for apps on
this device, such as microphone, camera, and
lacation permissions.

Cancel setup

[8] Tap [More].

[#I[More] is displayed several times on some devices. Tap [More] Go gle

until [Accept] is displayed. Google Services

A — A ———

Tap to learn more about each service,
such as how to turn it on or off later. Data
will be used according to Google’s Privacy
Policy.

Location

Q@ Uselocation v

Allow apps and services with location o
permission to use your device’s

location. Google may collect location

data periodically and use this data in

an anonymous way to improve location

accuracy and location-based services.

@ Allow scanning v

Allow anne and services tn <ran for WiFi a

Allow apps and services to scan for Wi-Fi ®
netwarks and nearby devices at any time,
even when Wi-i or Bluetooth s off.

[9] Tap [Accept].

Device maintenance

O Send usage and diagnostic
data

Help improve your Android device ®
experience by automatically sending

diagnostic, device, and app usage data to

Google. This will help battery life, system

and app stability, and other improvements,

Some aggregate data will also help Geogle

apps and partners, such as Andreid

developers. If your additional Web & App

Activity setting is turned on, this data may

be saved to your Google Account

%  Install updates & apps v

By continuing, you agree that this device may also
automatically download and install updates and

apps from Google, your carrier, and your device's
manufacturer, possibly using cellular data. Data rates
may apply. Some of these apps may offer in-app
purchases,

Tap “Accept” to confirm your selection of these

Google services settings.
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(10] Tap [OK]. (= opnaio

Setup
This device is pre-configured by IT administrator as follows:

Company Code: s

[11] Tap [OK].

Setup
Tap OK and login to the G Suite account on the next screen to
begin G Suite account provisioning.

G Suite acCOUNt: M IENINERIRI———

11 0K Cancel
[12] Tap [Next].
G

Signin
with your Google Account. Learn more

Email or phone

Forgot email?

Create account

127
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[13] Enter "Password".
[14] Tap [Next]. G

Welcome

@D - —— — ——

q[ r..m -

[] show password

Forgot password?

1470

[15] Tap [l agree].
<<For Android 12>> G

When you tap [ agree], the following dialog is displayed. Tap Welcome
[OK] (A). Bi———

We publish the Google Terms of Service so that you
know what to expect as you use our services. By clicking |
Agree, you agree to these terms.

You are also agreeing to the
Google Play Terms of Service to enable discovery and
management of apps.

And remember, the Google Privacy Policy describes
how Google handles information generated as you use
Google services. You can always visit your Google
Account (account.google.com) to take a Privacy Checkup
or to adjust your privacy controls.

Can't set up device

Contact your IT admin for help

(A 15 =)

[16] Tap [View/Accept] for the End User License Agreement.

[

IMPORTANT

Please read and agree to the following

End User License Agreement

Privacy Policy

View/Accept

0K Cancel
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[17] Check "Accept EULA".
[18] Tap [OK].

End User License Agreement

END-USER LICENSE
AGREEMENT

[19] Tap [View/Accept] for the Privacy Policy.

IMPORTANT

Please read and agree to the following:

End User License Agreement

Privacy Policy

View/Accept

0K Cancel

[20] Read the user data policy, and tap [Privacy Policy]. -

User Data

This app collects and sends device information
to the management site for providing and
improving our service and for customer service
even when the app is closed or not in use:

Privacy Policy
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[21] Check "l agree to the privacy policy".
[22] Tap [OK].

Privacy Policy

Optimal Biz IR
. e e

/|| agree to the privacy policy

[23] Tap [OK].

IMPORTANT

Please read and agree to the following:

End User License Agreement

Privacy Policy

Z; oK Cancel

[24] A screen that requests permission appears. Follow the on-
screen instructions to set things up. prmr—

Required Permissions
Apps with usage access
Application prohibition, Remate lock

i

Meodify system settings
Screen lock, Proxy, Restore

Battery optimization
Run in background

Optional Permissions

Storage
Downlaad contents

I -

Location

Zone Management, Location data
management

Cancel
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[25] Tap [OK].

[

App Permissions
Required Permissions

Apps with usage access
Application prohibition, Remate lock

Meodify system settings
Screen lock, Proxy, Restore

Battery optimization
Run in background

Optional Permissions

Storage
Download contents

Location
Zone Management, Location data
management

Bl aaa

% oK Cancel
[26] Enter an "Authentication Code". " optmal i

[# Contact your administrator for your authentication code.
[#"Company Code" (A) will be entered automatically.
[@If you tap [Scan QR Code to fill out the Authentication

Company Code

Authentication Code

information] (B) and scan a QR code for agent license activation, EE——
the "Company code", "Authentication code", and "URL" will be Authenicate by User 1D and Password
automatically entered. Contact your administrator for the QR B) %c'grrlrsa%gﬁdmﬁ-ugmmmumgnmamnl
code.

[27] Tap [Send].

Send
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[28] The license authentication completion screen appears. @
Tap [OK]' The setting is completed.
<When portal settings are set to be displayed on Management Site > mfpaﬁycédeéoae:

After you tap [OK], initial registration screen appears.
Enter items as necessary.

[# The user will link to the device if the initial registration has
been made.

[#1f you do not need to register, you can either tap [Close] (A) or
(B) the back button on the device to close the screen.

[#f the user is already linked to the device, a message will
appear and say that the user has been linked. Close the
screen.

| sa—
i Mem ) W SRR T

User Registration

Employee Number
Last Name

First Name

v Next

Optimal Biz ver.
©20110P [B6S Of SErVice | PAvacy Policy
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[29] Tap [Skip].
= Kitting is complete. L7}
License authentication is also complete. Proceed to "Syncing with

the zero-touch registration server". Swipe to navigate

_ _ . . your phone
"Syncing with the zero-touch registration server" Page
y
Learn gestures to go Home, go back, and

1 89 switch apps
v
All set!
You're ready to start using your phone o

. S

Swipe up to go Home
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6.6 Performing license authentication

After kitting is complete, perform license authentication with your User ID or company code / authentication code.

[#1f you are using Android Enterprise, after you perform license authentication with the user ID registered from
the management site, it will be integrated with Android Enterprise.
If you have not registered your user ID, the user ID can be integrated with Android Enterprise by performing a
license authentication with a company code / authentication code, registering the user ID from the
management site, and linking it with your device.

[# Android 10 or later are license authenticated by kitting, so this operation is not necessary. Proceed to the next
operation.

(%" Syncing with the zero-touch registration server" Page 189

6.6.1 Authenticating by a user ID

[1] Tap [Authenticate with User ID and Password]. a
[#"Company Code" (A) will be entered automatically. Activation

Company Code

& Your Google Workspace (formerly G Suite) account will appear
as "Emall Address“ (B) Authentication Code

URL

m E-mail Address

Authenticate by User ID and Passwovi

Scan QR Code to fill out the Authentication
Information

[2] Enter "User ID or Email Address" and "Password".

[#f a user has been assigned to the device, "User ID or email 8 Activation
address" will be entered automatically. pormpany Code
[(# Contact your administrator for your user ID and password. UserDior Ernall Addess
@ You do not have to change the URL (A). Password
[3] Tap [Send]. o

Authenticate by Authentication code.

Scan QR Code to fill out the Authentication
Information

N 3 |
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[4] The license authentication completion screen appears. Tap
[OK]. . -
The setting is completed.
Company Code: S
User ID: s
URL: - e e g s o

OPTIN

[5] The agent menu screen appears.

[ After license authentication, users cannot interact with the agent
screen until the initial synchronization is complete at the
management site. !—J

OPTIM
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6.6.2 Authenticating by a company code / authentication code

[ After license authentication is complete, allocate a user to the device on the management site.

E"Asset“ - "List" - "Asset management information" in <Management Site Reference Manual>

[1] Enter an "Authentication Code".
[# Contact your administrator for your authentication code.
[#"Company Code" (A) will be entered automatically.

[# Your Google Workspace (formerly G Suite) account will appear
as "Email Address" (B).

[@If you tap [Scan QR Code to fill out the Authentication
information] (C) and scan a QR code for agent license activation,
the "Company code", "Authentication code", and "URL" will be

automatically entered. Contact your administrator for the QR
code.

[2] Tap [Send].

[3] The license authentication completion screen appears. Tap
[OK].

<When portal settings are set to be displayed on Management Site >

After you tap [OK], initial registration screen appears.
Enter items as necessary.

[# The user will link to the device if the initial registration has
been made.

[#1f you do not need to register, you can either tap [Close] (A) or
(B) the back button on the device to close the screen.

[#1f the user is already linked to the device, a message will

appear and say that the user has been linked. Close the
screen.

e e
LR RREE S el B

User Registration

Optimal Biz ver. ©
©2011 OPTIM [ Te of Se ¢ | Privacy Policy |

Activation

Company Code

“iulhenncalion Code

URL

@ E-mail Address

AL by User ID and Password

Scan QR Code to fill out the Authenti
Information

The setting is completed.
Company Code: S
User ID: s
URL:
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[4] The agent menu screen appears.

[# After license authentication, users cannot interact with the agent
screen until the initial synchronization is complete at the
management site.

188



6 Integrating with Android Enterprise by a Google Workspace (formerly G Suite) account using zero-touch enrollment

6.7 Syncing with the zero-touch registration server

Follow the steps below to sync with the zero-touch registration server and display device information on the
management site.

[@If each function setting has been registered, the function will be allocated to the device at the same time as
kitting. To perform settings for functions, refer to the following.

E"Settings - Android" in <Management Site Reference Manual>

[1] Click [Settings]—[Android]—[Zero-touch enroliment]—[Device List].
[2] Click [Sync with the zero-touch enroliment server].

[# The zero-touch devices displayed in the zero-touch device list are displayed as devices waiting for
license authentication in the device list of Device List.

E"Asset“ "List"-"Asset list" in -<Management Site Reference Manual>

[ Devices cannot be deleted from the zero-touch device list. Delete them from the device list of the
device screen. If you delete a device from the device list of the device screen, it is also deleted from
the zero-touch device list.

E"Asset“ - "List" - "Deleting asset individually" in <Management Site Reference Manual>

[ Do not create a new zero-touch device from the device screen.
[#@ Clicking [IMEI/Serial Number] (A) displays the device list of the device screen.

Opllmal =]4 [] Assets & user 48 Organization | Settings | [y Log [ Related Service testcompany  user1 v

Select 0S8 ios Mac OS  Windows  Windows 10 Mobile 2 L Service Environment Setting

Android Setting
The last sync instruction datefime: 2018/11/14 17:14 ST IR ERLEL RV RIS ER T

. . . Update Date/Time of zerotouch | Sync Date/Time of zero-touch

14 Nov 2018 17:15. 14 Nov 2018 17:15
.- 14 Nov 2015 13:33 14 Nov 2018 17:45
14 Nov 2018 13:32 14 Nov 2018 17:15
14 Nov 2015 13:33 14 Nov 2018 17:15

Management Application
Communication and
Operation

Setting Template

Settings Backup

Security

Application

Internet

Convenient Function

Certificate Management

Zone Management

Device Owner Mode

Zero-touch enroliment
Use Registration

Device List

1

‘Optimal Biz | ©2011 OPTM | Terms of Service(# | Privacy Policy (" | Site Map
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7 Other kitting methods

Perform kitting for your device using a QR code or NFC.

The kitting method will vary depending on the device and account you use. Choose an appropriate kitting method.

This chapter describes the following items.

ltem Page
Performing kitting using a QR code 191
Performing kitting using NFC 206
Performing license authentication 212

ZAttention

@ To execute kitting, you must factory reset the device (initial setup screen).

@If you are using Android Enterprise, you must first register your Google account on the management site.
For details, refer to the following.

(% "Integrating Android Enterprise with a Google account Google" Page 11

@Kitting can be performed on Android 6.0 or later. However, some devices do not support it. For details,
refer to the following.

E<Android Support Device List>

[#Performance is guaranteed only for Android 9 or later.
@If you are switching from a legacy agent, factory reset the device and then perform kitting.

@By setting up the "Application Distribution" function of Android Enterprise on the management site in
advance, apps can be distributed to your device at the same time as license authentication after kitting is
complete. For details of app distribution, refer to the following.

E"Android Enterprise App distribution” in <Android Enterprise Manual>
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7 Other kitting methods

7.1 Performing kitting using a QR code

You can perform kitting by scanning a QR code.

7.1.1 Displaying a QR code

[1] Click [Assets]—[Authentication Procedure].
[2] Click [QR Code for Kitting].

= Clicking it will display a QR code for Device Owner Mode kitting.
Scan the displayed QR code into your device as described in step [6] of Scanning a QR code into
your device.

[#If the agent version is updated, the QR code changes. Check the management site for the latest QR
code.

Optimal Biz [] Assets & uUser 488 Organization g Settings [y Log [ Related Service testcompany  user -

List Authentication Procedure

Network Map

Authentication
Procedure

1 ng of all Assets in bulk
Customizing Input Items
Message

Add with CSV

Edit with CSV

Please prepare the device in factory default and perform authentication by either method.
Device Ouner Mode kitting by afi identifier
afw identifier: afubiz3
Device Owner Mode K
Devi

by G Suits account
by QR code

~Avallable on Android 7.0 or later davices
Device Owner Mode kitting by NFC

Please refer to Android Kitting Manual(#* for details of each authentication procedure

Agent authentication information can also be entered with the following QR cede.
QR Cods for Agent Authentication

Delete with CSV Access from iOS device to https:// ys
éssi'/g" il thestelin Access from Mac OS device to https:// /m
Download CSV Access from Windows device to https /. Iw
Access from Windows 10 Mobile device to https:// Jwm

Optimal Biz | 2017 OPTIM | Terms of Service(# | Privacy_Policy (7 | Site Map
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7 Other kitting methods

7.1.2 Scanning a QR code into your device

Configure settings from the factory reset status (initial setup screen).

Note that the operation is different between Android versions earlier than 10 and versions 10 or later. Depending
on the Android version of your device, choose one of the following methods.

@For less than Android 10
@For Android 10 or later

#When you are kitting Android 10 or later, kitting operation may not be able to complete if you have set
Google Play Developer Services (com.google.android.gms) on the management site's "Application
prohibition" blacklist and "Non-display application". Refer to the following to clear the setting in advance
and then conduct kitting.

E"Settings — Android" - "Application” - "Application prohibition" in <Management Site Reference

Manual>

E"Settings — Android" - "Device Owner Mode" - "Non-display application" in <Management Site

Reference Manual>

7.1.2.1 For less than Android 10

[1] Tap the initial setup screen six times.

[# Avoid links such as [GET STARTED] or "Emergency" and tap
anywhere on the background six times.

Welcome

ENGLISH (UNITED STATES) ~

. (o]

EMERGENCY  VISION SETTINGS

[2] Tap [NEXT].

QR code setup

To set up this device for your organi-
zation, you'll first need to connect to a
network and download the QR reader.

Once the download is complete, use

the camera to scan your organization's
QR code.

< NEXT >
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7 Other kitting methods

[3] Tap [Use cellular network for setup] or tap a Wi-Fi SSID to P ex

Get connected

connect to Wi-Fi.
Internet.

[ A cellular network may not be available.

'_ ———
T -
<<If you do not have a SIM>>

[Use cellular network for setup] will not be displayed, so connect to
Wi-Fi. . -

A - -

W Seeall Wi-Fi networks

A4 |Use cellular network for setup

~=  Don't use any network for setup

<<If you use a cellular network>>
When a pop-up appears as shown on the screen on the right, tap
[CONTINUE].

<<If you use a Wi-Fi connection>>
Continue with the next step. Possible data charges

Your phone will use the cellular

network during setup, and you may
be charged for this data usage. To
avoid possible charges, connect to

Wi-Fi
BACK | CONTINUE

[4) Network connection starts.

Checking network...

Adding a few finishing touches. This
may take a minute or two.
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7 Other kitting methods

[5] The QR reader will be installed.

Installing QR reader...

This can take up to 2 minutes.

[6] Tap [ACCEPT].

[7] The camera starts up. Scan the QR code for Device Owner
Mode kitting displayed on the management site.

@ For details, refer to the following.
(3" Displaying a QR code" Page 152

T_'l/\
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7 Other kitting methods

[8] Tap [Encrypt].

[# Without encryption, kitting may not be performed properly for the
agent in some devices. Some devices do not display this screen.

@ Follow the on-screen instructions to perform encryption. Once
encryption is complete, the device will reboot. On the network
connection screen that appears after the reboot, select a network
you want to use.

[9] Kitting is performed for the agent while it is enabled.

[10] Check "I consent".
[11] Tap [OK].

10 EE=

Set up your device

To continue setting up your device,
you'll need to encrypt it. This may take
some time.

< ENCRYPT >

p= 4% (W

Set up work device

Your organization will control this
device and keep it secure.

The following app will manage your
device:

Optimal Biz
o

Your admin has the ability to monitor
and manage settings, corporate access,
apps, permissions, theft-protection

features, and data associated with this
device, including network activity and
your device's location information.

To use theft-protection features, you
must have a password-protected screen
lock for your device.

Contact your admin for more infor-
mation, including your organization's
privacy policies.

Learn more

CANCEL
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7 Other kitting methods

[12] Check "Accept EULA".
[13] Tap [OK].

[14] Read the user data policy, and tap [Privacy Policy].

[15] Check "l agree to the privacy policy".
[16] Tap [OK].

[17] A screen that requests permission appears. Follow the on-
screen instructions to set things up.

[18] Tap [OK].

= The license authentication screen appears. Continue with the
license authentication.

End User License Agreement

END-USER LICENSE
AGREEMENT

This Agreement ("Agreement”) is a legal
agreement between OPTIM Corporation
("OPTiM") and a user ("User”) who installs
and/or uses OPTIM's software product(s)
named Optimal Biz (“Application”) on a
portable device such as a personal
computer, a Smartphone, or a tablet
computer ("Device”), User should read this
Agreement carefully before User installs
and/or uses Application.

1. GENERAL

1.1 User agrees to use Application in
12 accordance with this Agreement.

+" Accept EULA

User Data

This app collects and sends device
information to the management site only for
the purposes described below:

-

Privacy Policy

Privacy Policy

Required Permissions

Apps with usage access
Application prohibition, Remote lock

Modify system settings
Screen lock, Proxy, Restore

Battery optimization
Run in background

Optional Permissions
Storage

Download contents

Location

Zone Management, Location data

management

Contacts
Contact list, Backup, Restore

18 OK Cancel
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7.1.2.2 For Android 10 or later

[1] Tap the initial setup screen six times.

[#Avoid links such as [Get Started] or "Emergency" and tap
anywhere on the background six times.

«If you are inserting SIM >

The following screen is displayed.

Activating network...

¢ ©

[2] The camera starts up. Scan the QR code for Device Owner
Mode kitting displayed on the management site.

@ For details, refer to the following.
(5 "Displaying a QR code" Page 191

Welcome

@  English (United States)

T Assistive options v

Ernergency call Get Started

g
0%

Scanning for a QR

code...

L o
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7 Other kitting methods

[3] Tap [Skip].

<If using a mobile network > il
Insert a SIM if it is not already inserted. Connect to mobile
network

If you have a SIM card, insert it now

(4]

K]
[4] Tap a Wi-Fi SSID to connect to Wi-Fi.

. . Connect to Wi-Fi
< If using a mobile network >

Select a network

Tap [Use mobile network for setup] (A).

Tap [Continue] (B) when a following pop-up is displayed. n € ————
G TR -

o

Possible data charges +  See all Wi-Fi networks

Your phone will use the mebile network
during setup, and you may be charged for

this data usage. To avoid possible charges, (A) 4 Use mobile network for setup I
connect to Wi-Fi.

Set up offline
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7 Other kitting methods

= Network connection starts.

0

Getting your phone
ready...

This may take a few minutes

¢« @

[5] Tap [Next].
= Getting ready for work setup. (-]

This device belongs
to your organization

Getting ready for
work setup...

To learn more, contact your IT admin.

¢ o

3

[6] Tap [OK]. [ omane

This device will be managed by IT
admin

This device will be set up as a company-owned device.
IT admin will be able to see your data on this device.

6 -
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7 Other kitting methods

[7] Tap [Accept & Conetinuel].

= Setting up in the device.

Keep your work apps
at your fingertips

.
m o

Setting up your device...

[8] Tap [Next].

[9] Check "Accept EULA".
[10] Tap [OK].

Let's set up your
work device

View terms

Accept & continue

This device isn't
private

D Your activity & data

Your IT admin may be able to see your data and
activity on this device.

[ App permissions
Your IT admin can set permissions for apps on

this device, such as microphone, camera, and
location permissions.

Cancel setup 8 Next ’

End User License Agreement

END-USER LICENSE
AGREEMENT
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7 Other kitting methods

[11] Read the user data policy, and tap [Privacy Policy]. -

User Data
This app collects and sends device information
to the management site for providing and

improving our service and for customer service
even when the app is closed or not in use:

[12] Check "l agree to the privacy policy".
[13] Tap [OK].

Privacy Policy

Optimal Biz IR
. e

/ || agree to the privacy policy

[14] A screen that requests permission appears. Follow the on-
screen instructions to set things up. prmr— E

Required Permissions
Apps with usage access
Application prohibition, Remate lock

Meodify system settings
Screen lock, Proxy, Restore

Battery optimization
Run in background
Optional Permissions
Storage
Downlaad contents

Location

Zone Management, Location data
management

OPTIM
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7 Other kitting methods

[15] Tap [OK]. B

App Permissions
Required Permissions
Apps with usage access
Application prohibition, Remote leck
Modify system settings ’
Sereen lock, Proxy, Restore

Battery optimization
Run in background

-

Optional Permissions

Storage
Download contents
Location
Zone Management, Location data Done

management

[16] Enter an "Authentication Code".

[# Contact your administrator for your authentication code. —Adlalion
[#"Company Code" (A) will be entered automatically. L;hemmncm .
@ If you tap [Scan QR Code to fill out the Authentication mm
information] (B) and scan a QR code for agent license activation, -
the "Company code", "Authentication code", and "URL" will be Authenticate by User ID and Password
automatically entered. Contact your administrator for the QR @ﬁgggﬁmmmmm |
code.

[17] Tap [Send].

B 17 it

[18] The license authentication completion screen appears. @
Tap [OK]' The setting is completed.
= Checking for updates. polmiisom

0

Checking for
updates...

This may take a few minutes

e
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7 Other kitting methods

<When portal settings are set to be displayed on Management Site >

After you tap [OK], initial registration screen appears.

Enter items as necessary.

[#The user will link to the device if the initial registration has

been made.

[#1f you do not need to register, you can either tap [Close] (A) or
(B) the back button on the device to close the screen.

[#]If the user is already linked to the device, a message will
appear and say that the user has been linked. Close the

screen.

LA L2 L
L R

User Registration

Employee Number
Last Name

First Name

v Next

Optimal Biz ver.
©2071OPTIM | Terms of Sefvice | Prvacy Policy

I —

[19] Tap [More].

#I[More] is displayed several times on some devices. Tap [More]

until [Accept] is displayed.

Google

Google Services

Tap to learn more about each service,
such as how to turn it on or off later. Data
will be used according to Google's Privacy
Policy.

Location

Q@ Uselocation v

Allow apps and services with location .
permission to use your device's

lacation. Google may collect location

data periodically and use this data in

an anonymous way to improve location

accuracy and location-based services.

@  Allow scanning v

Allow apps and services to scan for Wi-Fi [ ]
networks and nearby devices at any time,
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7 Other kitting methods

[20] Tap [Accept].

Device maintenance

O Send usage and diagnostic
data

Help improve your Android device ®
experience by automatically sending

diagnostic, device, and app usage data to

Google. This will help battery life, system

and app stability, and other improvements,

Some aggregate data will also help Google

apps and partners, such as Andraid

developers, If your additional Web & App

Activity setting is turned on, this data may

be saved to your Google Account,

*  Install updates & apps v

By continuing, you agree that this device may alsa
automatically download and install updates and

apps from Google, your carrier, and your device's
manufacturer, possibly using cellular data. Data rates
may apply. Some of these apps may offer in-app
purchases,

By tapping “Accept.” you agree to the Google Terms
of Service. You also confirm your selection of these
Google services settings. Note: The Google Privacy
Folicy describes how data is handled when using
Google services.

m Accept )

[21] Tap [Skip].

= Kitting is complete. 7

License authentication is also complete. i .
Swipe to navigate
your phone

v

Learn gestures to go Home, go back, and
switch apps

All set!

You're ready to start using your phone

System navigation settings

Swipe up to go Home
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7 Other kitting methods

7.2 Performing kitting using NFC

NFC allows you to easily perform kitting for multiple subdevices (kitting target devices) by setting up a master
device.

[# Available on NFC-supported devices with Android 6.0 to 9, but guaranteed to operate in Android 9 or later. For
NFC-supported devices, refer to the following.

E<Android Support Device List>

7.2.1 Creating a configuration set

[1] Click [Settings]—[Android]—[Device Owner Mode]—[NFC Kitting (Set master device)].
[2] click EJ to display the Create New screen.
[#You can create a maximum of 50 configuration sets.
[3] Enter a configuration name.
[4] Select [Enable] in NFC Kitting Setting.
[5] Click [Save].

Optimal Biz [) Assets @ User 488 Organization | Settings' [y Log (M Related Service testcompany  user ~

Select 0S i0s Mac OS Windows Windows 10 Mobile L Service Environment Setting

2 d [] Create New
Management Application @

Communication and

Operation Setting

Setting Template

Settings Backup

Security

Application

*"NFC Kitting” will be displayed on the agent's menu of the dvice with settings enabled
* Select "NFC Kitting” from the enabled device (master device). Please do kitting on initialized
subdevice.

Convenient Function * When the information on the agent is old, you may fail in kitting. Please synchronize and start kitting,

Certificate Management

>
>
Internet >
>
>
>

Zone Management
Device Owner Mode v

NFC Kitting (Set master
device)

1 scurity Setting

Zero-touch enroliment >

Optimal Biz | 2017 OPTIM | Terms of Service(# | Privacy_Policy (7 | Site Map

[6] Go to [Assets]—[List], and select a target device. Click @ —[Setting]—[Setting
Allocation] —>[NFC kitting settings], and apply the created configuration set to a master
device.

For details, refer to the following.

E“Asset“ - "List" - "Settings of assets" - "(Setting - Android) Setting Allocation" in <Management

Site Reference Manual>
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7 Other kitting methods

7.2.2 Setting a master device

Perform NFC kitting settings for a device that you want to treat as a master device.
[#1f NFC kitting is not enabled on the management site, this function is not available.

[#f the agent information of a master device is out of date, kitting may fail. Perform a sync in advance and make
sure the agent app is up to date before kitting.

[1] On the agent menu screen, click the menu button (A) to
display the option menu, and then tap [NFC Kitting].

P
= A message will appear that informs you of the Kkitting >
procedure. Messages
Portal

App Manager

E Privacy Policy

Information

Permission

NFC Kitting

Credential Recovery

[2] Tap [Next]. "2 optimal Bz

= The Wi-Fi Settings screen appears. Welcome to NFC Kitting
f——————————

NFC Kitting is to install Agent
app onto a new device or one
that has been factory reset
(subdevice) and set up Device
Owner mode. NFC Kitting
information is transferred by
holding this device (master
device) over the subdevice.

After the transfer, initial
setting is needed on the
subdevice.
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7 Other kitting methods

[3] The Wi-Fi Settings screen appears. Select "Send Wi-Fi
settings from this device", enter the "SSID" and "Password"
of the Wi-Fi you want to connect to, and select "Proxy".

@ If you select [Skip] (A), you will enter the Wi-Fi network
information when you set up subdevices.

[4] Tap [Next].

[5] Verify that the displayed "Company Code" (A) and "SSID"
are correct, and tap [Next].

[6] Turn your subdevice upside down.

[# The subdevice must be in its factory default state (initial setup
screen).

@ Refer to the animation displayed on the master device screen.
[1] Tap [Next].

3 Nermmmm )

|

Wi-Fi Settings
[ o—

Agent app will be downloaded
on the subdevice after the
kitting information transfer.
Wi-Fi settings for the
subdevice can be sent from
this device.

Send Wi-Fi settings from this
device
SsID

 ———
Security
WPA/WPA2 PSK -

Password

D Show password
Proxy

None ».

Back 4 Next

(3
I
L

|

Ready to send

NFC kitting will be started.
Following information will be
transferred onto subdevices.

Company Code:
- —

SSID: ——

Back Next

|

Prepare the subdevice

Cl)

Please ensure the subdevice
is on the Welcome screen,
then lay the subdevice face

down.

208
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[7] Hold the master device over the subdevice. When the
master device screen changes, tap the master device
screen. Tap [Next].

[#1f performing kitting for multiple devices, do not tap [Next], but
rather hold the master device over another subdevice while this
screen is displayed.

[# Some devices may not have NFC on their back. Check your
device's manual for the NFC location.

[# On some subdevices, encryption may begin. Kitting may fail
when the battery is low.

[8] Kitting information has been transferred. Follow the
instructions on the subdevice screen to perform initial
setup. Tapping [Completed] will display the agent's menu
screen.

[#f a subdevice does not support NFC, the device will not respond
even when the master device displays that it has transferred
information.

Kitting Information Transfer

Please hold this device over
the subdevice.

When the screen of this
device changes, please tap on
this screen.

* Kitting can be applied to
devices in sequence.

Kitting Information Transferred

Kitting information has been
sent.

Please follow the instruction
on the subdevices to
complete the setup.

Completed
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7.2.3 Setting a subdevice

Perform kitting for a subdevice using NFC kitting.
[#To perform kitting, you must have a master device with NFC kitting setting enabled.

[#The subdevice must be in its factory default state (initial setup screen).

[1] Turn the subdevice that displays the initial setup screen
upside down, and hold the master device over it.

#Refertosteps [6] to [7] of " Setting a master device " for
details. Welcome

ENGLISH (UNITED STATES)

. (o]
EMERGENCY  VISION SETTINGS

[2] Tap [Optimal Biz].

[3] Tap [Activation] and accept the EULA.

Activation i i
i —

e————
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[4] Check "Accept EULA".
[5] Tap [OK].

End User License Agreement

END-USER LICENSE
AGREEMENT

This Agreement ("Agreement”) is a legal
agreement between OPTIM Corporation
("OPTiM") and a user ("User”) who installs
and/or uses OPTIM's software product(s)
named Optimal Biz (“Application”) on a
portable device such as a personal
computer, a Smartphone, or a tablet
computer ("Device”), User should read this
Agreement carefully before User installs
and/or uses Application.

1. GENERAL

1.1 User agrees to use Application in
accordance with this Agreement.

+" Accept EULA

[6] Read the user data policy, and tap [Privacy Policy].

User Data

This app collects and sends device
information to the management site only for
the purposes described below:

-

Privacy Policy

[7] Check "I agree to the privacy policy".
[8] Tap [OK].

Privacy Policy

[9] A screen that requests permission appears. Follow the on-
screen instructions to set things up.
Required Permissions

[ 1 0] Ta p [0 K] . Apps with usage access

Application prohibition, Remote lock

= The license authentication screen appears. Continue with the T
license authentication. rsan ook Prag Resirs

Battery optimization
Run in background

Optional Permissions
Storage

Download contents

Location
Zone Management, Location data
management

Contacts

man list, Backup, Restore

OK Cancel
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7.3 Performing license authentication

After kitting is complete, perform license authentication with your User ID or company code / authentication code.

[#1f you are using Android Enterprise, after you perform license authentication with the user ID registered from
the management site, it will be integrated with Android Enterprise.
If you have not registered your user ID, the user ID can be integrated with Android Enterprise by performing a
license authentication with a company code / authentication code, registering the user ID from the
management site, and linking it with your device

#'When kitting is performed with QR code for Android 10 or later, license authentication is conducted by kitting,
so this operation is not necessary.

7.3.1 Authenticating by a user ID

[1] Tap [Authenticate with User ID and Password]. a

[#"Company Code" (A) will be entered automatically. " ativatioR

m Company Code

Authentication Code

URL
E-mail Address

nAulhenllcale by User ID and Passwor!

Scan QR Code to fill out the Authentication
Information

[2] Enter the "Company Code", "User ID or E-mail Address",

and "Password". ] "
Activation
[# Contact your administrator for your company code, user ID, and ooy Gode
passwo rd. User ID o E-mail Address

& You do not have to change the URL (A).
[3] Tap [Send].

Password

URL

Authenticate by Authentication code.

Scan QR Code to fill out the Authentication
Information

B 3 T
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[4] The license authentication completion screen appears. Tap = N
[OKI. L .
The setting is completed.
Company Code: S
User ID: s
URL: S s et g . o

OPTIM

[5] The agent menu screen appears.

[ After license authentication, users cannot interact with the agent
screen until the initial synchronization is complete at the

management site.
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7.3.2 Authenticating by a company code / authentication code

[#1f you are using Android Enterprise, allocate a user to the device on the management site after license
authentication is complete

E"Asset“ - "List" - "Asset management information" in <Management Site Reference Manual>

[1] Enter an "Authentication Code".

[# Contact your administrator for your authentication code.

Activation

(Company Code

[#"Company Code" (A) will be entered automatically.

[@If you tap [Scan QR Code to fill out the Authentication
information] (B) and scan a QR code for agent license activation, e
the "Company code", "Authentication code", and "URL" will be
automatically entered. Contact your administrator for the QR

Authentication Code

E-mail Address

code. Authenticate by User ID and Password
[2] Tap [Send]. mlnfo?m:uon fill out the Authentication

[3] The license authentication completion screen appears. Tap

[OK]. a_
The setting is completed.
<When portal settings are set to be displayed on Management Site > e iy

URL:

After you tap [OK], initial registration screen appears.
Enter items as necessary.

[(# The user will link to the device if the initial registration has
been made.

[#1f you do not need to register, you can either tap [Close] (A) or
(B) the back button on the device to close the screen.

[#1f the user is already linked to the device, a message will
appear and say that the user has been linked. Close the
screen.

Optimal Biz ver. -

©207T OPTiM | Terms of Se
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[4] The agent menu screen appears.

[# After license authentication, users cannot interact with the agent
screen until the initial synchronization is complete at the
management site.

OPTIM
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8 Changing the owner of your device

To change the owner of your device, you must carry out the following procedures and perform kitting again.

ltem Page
Factory resetting the device 217
Deleting device information 218

zAttention

@ Do not delete the Google account you registered in "Integrating Android Enterprise with a Google account
Google".

@To prevent information leakage from the terminal, you cannot terminate the license using the agent or
uninstall the agent from your device.
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8 Changing the owner of your device

8.1 Factory resetting the device

Factory reset your device to the initial setup screen.

There are three ways below to initialize the device.

8.1.1 Factory reset using remote wipe

Perform remote wipe for a target device from the management site.
A remote wipe immediately factory resets a device. Exercise extreme caution when you perform it.

E"Asset“ - "List" - "Settings of assets" - "(Operation — Android) Remote Wipe" in <Management

Site Reference Manual>

8.1.2 Factory reset using the device reset function

If you are unable to connect to the management site or the agent does not start, perform an initialization using
the device reset function.

[# Each device provides a different reset function. For details, see the manual and help information of your device.

8.1.3 Factory reset using the agent

[1] Tap [Quit].
[#You cannot factory reset the terminal while the agent is running.

[2] Enter "Password".

[# Contact your administrator for your password.
Some settings on the management site do not require you to
enter a password.

[3] Tap [OK].

2 Enter Password
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8 Changing the owner of your device

[4] Tap [Reset].

[5] Check "l agree to erase all data".
[6] Tap [Reset]. Factory data reset

This will erase all data from the device
internal storage, including

——
———
[—

*Your Google account

+System and app data and settings
+Downloaded apps

*Music

+Photos

+Other user data

|D | agree to erase all data I

6 Reset Cancel
—_—

8.2 Deleting device information

Factory resetting your device does not delete device information on the management site. Delete the information
of a target device on the management site.

E"Asset" - "List" - "Deleting asset individually" in <Management Site Reference Manual>

[#1f you delete device information, the associated users will also be removed.
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9 Changing integration settings between Optimal
Biz - Google

You can delete or re-register a Google Workspace (formerly G Suite) account that you registered in "Integrating
Android Enterprise with a Google account Google" or a G Suite account.

This chapter describes the following items.

ltem Page
Deleting your Google account 220
Re-registering your Google account 223
Deleting your Google Workspace (formerly G Suite) account 225
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9 Changing integration settings between Optimal Biz - Google

9.1 Deleting your Google account

If the registered Google account is no longer available, follow the steps below to delete it.

[#1f you delete your Google account and then re-register another Google account, you will need to perform kitting
for your device again.

[ Deleting your Google account will also delete the app distribution settings, individual app settings, and app
permission policy settings of Android Enterprise.

[1] Click [Settings]—[Service Environment Setting]—[Android Enterprise (Company Account
Registration)].

Optimal Biz [) Assets & User 488 Organization | Settings' [y Log (M Related Service testcompany  user -

Select 0S Android i0S Mac 0S Windows Windows 10 Mobile

Service Environment Setting
On this page, you can configure the environment of this service
Notification Settings

Account Policy

Saa$ ID Federation

Device Authentication
Control

LDAP

Portal

Android Enterprise
(Company Account
Registration)

Apple Push Certificate

Easy Setup

Optimal Biz | ©2011 OPTiM | Terms of Service(# | Privacy Policy ' | Site Map
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9 Changing integration settings between Optimal Biz - Google

[2] Check "Agree".
[3] Click [Delete account].

Android Enterprise Account Regisiration

LATLS

Registered

A \Wnen using Android Enterprise, on the device, default is prohibition for
"Unknown sources" and "Developer options”, and forcible for "Verify apps".
Please use Security Setting (DOM) if you want to change the setting.

Account Type

Account E-mail Address

A Delete the Enterprise account. When the deletion is executed, the Android
Enterprise setting is deleted and you cannot use the app distribution function
using the Android Enterprise function.

If you re-register within 30 days after deleting data, the data will be restored.

If you do not mind, please check "Agree" and click the "Delete account” button.

2
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9 Changing integration settings between Optimal Biz - Google

[4] The "State" (A) shows "Unregistered (With restoration data)" and the data retention period.

<<Re-registering the same account>>
[';,?Click [Re-register account] (C).
@ For details, refer to the following.
(% "Re-registering your Google account" Page 223

<<Registering another account>>
@ Click [New Account Registration] (B).
[@For details, refer to the following.
(% "Registering a Google account" Page 12

Android Enterprise Account Registration

& Status

Unregistered(With restoration data)
Data Retention Period: 2018/06/20

A When using Android Enterprise, on the device, default is prehibition for
"Unknown sources"” and "Developer options”, and forcible for "Verify apps".
Please use Security Setting (DOM) if you want to change the setting.

Account Type
Google account

Account E-mail Address

A |f you re-register your account within the data retention period, the previous
account data will be handed over.
After the data retention period expires, the handover data will be deleted.

) (©)

New Account Registration | Re-register account ‘
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9.2 Re-registering your Google account

You can re-register a deleted Google account by following the steps below.
[#You can only re-register the last Google account you deleted.

[#Re-registering your Google account does not re-register app distribution settings of Android Enterprise,
individual app settings, and app permission policy settings.

[1] Click [Settings]—[Service Environment Setting] —[Android Enterprise (Company Account
Registration)].

Oplimal Biz [] Assets @ User 488 Organization | Settings| [&j Log ([ Related Service testcompany  user1 ~

Select 0S Android  i0S  MacOS  Windows  Windows 10 Mobile

Service Environment Setting

On this page, you can configure the environment of this service
Notification Settings

Account Policy

SaaS ID Federation

Device Authentication
Control

LDAP

Portal

Android Enterprise
(Company Account
Registration)

Apple Push Certificate

Easy Setup

[2] Click [Re-register account].

Android Enterprise Account Registration

l_,l.r-w-ré-gistered(With restoration data)
Data Retention Period: 2018/06/20

& \When using Android Enterprise, on the device, default is prohibition for
"Unknown sources" and "Developer options", and fercible for "Verify apps".
Please use Security Setting (DOM) if you want to change the setting.

Google account

A |f you re-register your account within the data retention period, the previous
account data will be handed over.
Aiter the data retention period expires, the handover data will be deleted.

New Account Registration Re-register account
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9 Changing integration settings between Optimal Biz - Google

[3] Google Play will be displayed. Click [Re-enroll].
[# Depending on the browser you are using, Google Play may not work properly.

' Google Play # 0 @

Bring Android to Work

Cuun e 10 re-enroll enterprise Optim with Optimal Biz.

[4] When you return to the management site, the "Status™ shows "Registered”.

Android Enterprise Account Registration

Status

Registered

A \When using Android Enterprise, on the device, default is prohibition for
"Unknown sources" and "Developer options”, and forcible for "Verify apps”.
Please use Security Setting (DOM) if you want to change the setting.

Account Type

Google account

Account E-mail Address
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9.3 Deleting your Google Workspace (formerly G Suite) account

If the registered Google Workspace (formerly G Suite) account is no longer available, follow the steps below to

delete it.

[1] Go to the Google Admin console (https://admin.google.com) and click [Devices].

Google Admin

Search for users, groups or settings

(@ Home

B8 Dashboard
Directory
Devices

Apps

Security
Reporting
Billing

» @ Account

@ Rules

El Send feedback

© 2021 Google Inc
Terms of service - Billing terms -
Privacy Policy

}( Welcome to your new Admin conscle homepage! You'll find easier navigation throughout the Admin console using the updated left-hand navigation bar with its expandable

and collapsible display! Learn more

2 Users Manage ~

Active

1

Add a user
Delete a user
Update a user's name or email

Create an alternate email address (email alias)

Groups
2% Create groups for mailing lists and applying
policies

Account settings
|f| Manage your organization's profile and
preferences

Reports
1l Monitor your organization's user and admin

& Domains

Manage domains
Add a domain

Change your primary domain

Apps

settings

Organizational units
g g

Organize users into units for applying policies

Buildings and resources

Manage web and mobile app access and Lo

Manage and monitor your buildings, rooms,

Manage ~ B Billing

Manage o~

Manage subscriptions
Payment accounts

Get more services

Devices
Manage devices and secure your
organization's data

Security
e Configure security settings, and view alerts
and analytics

Rules
®

Manana rilas ta cot alarte and actione

[2] Click [Settings]—[Third-party integrations].

Google Admin

Search for users, groups or settings

r &

Directory
~ [0 Devices

Overview

» Chrome

~ Mobile & endpoints

Devices

Company owned
inventory

Device approvals
~ Settings
Android settings

i0S settings

Reports

Audits

Rules

Networks

Windows settings

Universal settings

Manage Reporting Rules

Devices

Mobile devices D

Manage Android, i0S, and Goegle Sync
devices

NO DEVICES

Managed browsers

(!

Manage Chrome browsers

NO BROWSERS

(-

Manage Windows 10, Drive for desktop,
Endpoint Verification & Fundamental
devices

Endpoints

NO DEVICES

Google Meet hardware

Deep integrations with Google
Workspace make joining a meeting as
simple as a tap on the controller. Learn
more

Chrome devices @

Manage Chrome devices

NO DEVICES

Jamboard devices

Create, collaberate, and bring your
team's ideas to life. Learn more
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[3] Uncheck "Enable third-party Android mobile management" in "Android EMM".
[4] Click [SAVE].

Android EMM Third-party Android mobile management

oz o When you add a third-party EMM provider, you can't manage Android apps through
Google endpeoint management. You must manage them through the EMM provider.
Learn more

ﬂ D Enable third-party Android mobile management

Mo EMM added Add EMM provider

CANCEL &

[# The following steps are performed on the management site.

[5] Click [Settings]—[Service Environment Setting]—[Android Enterprise (Company Account
Registration)].

Optimal Biz [] Assets & User 488 Organization | Settings| [y Log (M Related Service testcompany  user1 ~

Select 0S Android i0S Mac 0S Windows Windows 10 Mobile

Service Environment Setting
On this page, you can configure the environment of this service
Notification Settings

Account Policy

Saa$ ID Federation

Device Authentication
Control

LDAP

Portal

Android Enterprise
(Company Account
Registration)

Apple Push Certificate

Easy Setup

Optimal Biz | ©2011 OPTiM | Terms of Service(# | Privacy Policy ' | Site Map
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[6] Check "Agree".
[7] Click [Delete account].

Android Enterprise Account Registration

Reqistered

A When using Android Enterprise, on the device, default is prohibition for
"Unknown sources" and "Developer options”, and forcible for "Verify apps".
Please use Security Setting (DOM) if you want to change the setting.

G Suite account

& If you use G Suite account coordination, please login to

G Suite with a super administrator account, access the following URL and
agree to the terms

https:iiplay.google com/workermsofsenvice

A Delete the Enterprise account. When the deletion is executed, the Android
Enterprise setting is deleted and you cannot use the app distribution function
using the Android Enterprise function

< Agree

[8] The initial account registration screen appears.
@ To register an account again, refer to the following.
(% "Registering a Google Workspace (formerly G Suite) account" Page 48

Android Enterprise Account Regisiration

I

LS

Unregistered

A When using Android Enterprise, on the device, default is prohibition for
"Unknown sources” and "Developer options”, and forcible for "Verify apps".
Please use Security Setting (DOM) if you want to change the setting.

Account Type
* Google account ' G Suite account

Register account
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10 Legacy Android agent

The legacy Android agent can be installed to Android 5.x or lower, but the agent is guaranteed to operate in
Android 9 or later.

This chapter describes the following items.

ltem Page
Installing the legacy agent 229
Activating the legacy agent 231
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10 Legacy Android agent

10.1 Installing the legacy agent

This product uses the agent to manage and configure Android devices. Follow the steps below to install the agent.

[#You must select "unknown source apps" when you install the agent. If you have not selected "unknown
sources”, select it and install the agent.

[#1n some devices, you cannot download and install the Android agent if an SD card is not inserted. Download
and install the agent after inserting an SD card. If the agent has been installed and the SD card is set to
"Prohibited", change the setting to "Allow" and then download and install the agent. Contact your administrator
for details of the SD Card prohibition setting. Refer to the following for the devices.

E<Android Support Device List>

[1] There are two ways to install the legacy Android agent.
<<Entering a download URL directly>>

[#Launch the browser, enter the URL of the agent download site in
the red box (A), tap [Run], and the screen shown on the right will

appear.
[#Contact your administrator or operator for the URL of the =
download site. ey

<<Scanning a QR code>> .
Android Agent

@ Launch the built-in QR code scanner on your device and scan the

QR code for downloading the agent. After scanning the QR code oo o —

successfully, open the URL in your browser to display the screen Sterting cosmioad mesis you sree with iz
.. Download (APK)
[#Contact your administrator or operator for a QR code for
. 1. Tap the above "Download(APK)".
dOWﬂ|OadIng the agent 2 Opl:n the download manager after

download is completed.

3. Tap downloaded APK file.

4. Install confirmation screen will be
displayed and tap “Install".

[2] Tap [Terms of Service] and read the content.
[3] Tap [Download (APK)].
= Tapping it will start downloading the agent. Please wait for a while.

Optimal Biz Optimal Biz
rerms of Service | Privacy Policy |

OPTi

[4] Swipe the screen downward to display the download o ) ¢
notification screen. e 48

4 Download manager
.apk
Download complete.

[#For Android 3.x devices, tap the notification at the bottom right. =
[5] Tap the downloaded agent. q

BLOCK NOTIFICATIONS OfplliR ALL
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10 Legacy Android agent

[6] The install confirmation screen will be displayed. Read the
text and tap [INSTALL]. B optimal Biz

Do you want to install this application? It
does not require any special access.

CANCEL] INSTALL

[7] The agent will be installed. Please wait for a while.

=@ 85% W 10:52 AM

B optimal Biz

Installing...

[8] Installation complete. _
[9] Tap [OPEN] or [DONE]. Optimal iz

=@ 85% M 10:52 AM

App installed.
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10 Legacy Android agent

10.2 Activating the legacy agent

When the installation is complete, launch the agent to perform license authentication.
In the proxy environment, you must first configure the proxy settings. For proxy settings, refer to the following.
E"Set Proxy" in <Android Client Reference Manual>

[#1f the authentication control setting on the management site only allows license authentication for devices
registered by an administrator, you must have your administrator register your device before the procedure
below. Contact your administrator for details.

[1] Tap [Activation] on the menu screen. o o

@ Refer to the following on how to display the menu screen.

"Menu Screen" — "Agent Basic Operations" in
<Android Client Reference Manual>

<<Authenticating the legacy agent on Android 6.0 or later>>

[#When you install and perform license authentication for the
legacy agent on Android 6.0 or later, the dialog shown on the
right will be displayed.

If you tap [Continue] (A), you can continue the license Activation

authentication of the legacy agent, but some functions may not For devices with Android 6 and later,

be available. We recommend kitting for the store version e Niinaf et

agent Otherwise, some functions may not
. be available.

Please refer to the manual for
details

A e ——

[2] Read the End User License Agreement, and select "Accept

EULA".
(31 Tap [OK] R

This Agreement ("Agreement”) is a legal
agreement between OPTIM Corporation
(“OPTiM") and a user ("User”) who installs
and/or uses OPTIM's software product(s)
named Optimal Biz (“Application”) on a
portable device such as a personal
computer, a Smartphone, or a tablet
computer (“Device”). User should read this
Agreement carefully before User installs
and/or uses Application.

End User License Agreement

1. GENERAL

1.1 User agrees to use Application in
accordance with this Agreement.

2 +" | Accept EULA

|
3 I
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10 Legacy Android agent

[4] The screen may be different depending on the license
authentication method.
<<Authenticate by a company code / authentication code>> Optimal Biz
@ Enter "Company Code" / "Authentication Code" (A). Activation

#Tap [Send] (B). @1
Authentication Code
[#You do not have to change "URL"(C). m E—

[#"Company Code" may not appear depending on your usage. @!Amhanuea«eby User D and Passwold

(#1f you want to perform activation with a user ID or email e e e
address, tap "Authenticate by user ID and Password" (D).

[#Contact your administrator for your company code and
authentication code.

<<Authenticating by a user ID or e-mail address>> "5 Optimal

@ Enter the (A) "Company Code", "User ID or E-mail Address", and —Activation
"Password". | oo
@Tap [Send] (B) User ID or E-mail Address
Password
[#You do not have to change the URL (C). mm*
[#1f you want to authenticate by a company code / authentication = _~ — _' _
code, tap "Authenticate by Authentication code" (D). (D) T T
’can QR Code to fill out the Authentication
[# Contact your administrator for your company code, user ID, iiormation

and password.

<<Authenticating by scanning a QR code>>

@Tap "Scan QR Code to fill out the Authentication Information” (A) —___Activation
to scan the QR code for agent license activation. After scanning, \ S
the confirmation screen is displayed again, and a company code, Authentication Code
authorization code, and URL are entered in (C). e

@Tap [Send] (B). T —

Authenticate by User ID and Password

. . . . . Scan QR Code to fill out the Auth
[#You can perform a license authentication without entering your mlnwrmaﬁon
company code, authorization code, or URL.

[# Contact your administrator or operator for a QR code for
downloading the agent.

B) s
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10 Legacy Android agent

[5] The license authentication completion screen appears. Tap
[OK].

[6] Register your device information.
[@Enter the required fields (A).
@ Tap [Next] (B).

[#1f you do not want to register the device information, tap [Close]
(C).

[#f the Android portal settings in the management site are set to
hidden and if entry customization has not been registered, the
initial registration screen does not appear.

The content displayed for device information registration will
vary depending on the setting.

E"Service Environment Setting" — "Portal Display" in

<Management Site Reference Manual>

E"Asset"

Site Reference Manual>

— "Customizing input items" in <Management

[7] Registration is complete. Tap [OK].

The setting is completed.
Company Code: s
Authentication Code:
URL: g s sy gt s .

Intisl Regisrath (C) ( x coe

doctest940en
SC-04J [355246080987035]

Asset Information Registration

Category
(Uncategorized) v

Additional Information

Optimal Biz Optimal Biz
©2017 0PTIM | Terms of Service | Privacy Policy!

Initial Registration

doctest940en
SC-04J [355246080987035]

Completed registration.

Category
(None)

Additional Information

(None)
——
v OK

Optimal Biz Optimal Biz

©2077 OPTIM | Terms of Service | Privacy Policy.

233



	Getting Started
	Purpose of this manual
	How to read this manual
	◆ About the symbol  mark
	◆ About the screen

	About website URL
	About trademark

	Table of contents
	1  About Android client
	1.1  Overview
	1.2  OS support policy
	1.3  System Requirement

	2  Selecting kitting methods
	2.1  Overview of each kitting method

	3  Integrating Android Enterprise with a Google account Google
	3.1  Registering a Google account
	3.2  Creating a user
	3.3  Kitting with the afw identifier
	3.3.1  For less than Android 12
	3.3.2  For Android 12 or later

	3.4  Performing license authentication
	3.4.1  Authenticating by a user ID
	3.4.2   Authenticating by a company code / authentication code

	3.5  Allocating a user to your device

	4  Integrating with Android Enterprise by a Google Workspace (formerly G Suite) account
	4.1  Issuing a token
	4.2   Registering a Google Workspace (formerly G Suite) account
	4.3  Creating a user
	4.3.1  Registering a Google Workspace (formerly G Suite) account to an existing user

	4.4  Kitting by a Google Workspace (formerly G Suite) account
	4.4.1  For less than Android 12
	4.4.2  For Android 12 or later

	4.5  Performing license authentication
	4.5.1  Authenticating by a user ID
	4.5.2   Authenticating by a company code / authentication code


	5  Performing Android Enterprise integration by using zero-touch enrollment with a Google account
	5.1  Registering a Google account
	5.2  Performing authentication settings of Google API
	5.2.1  Registering your e-mail address as a Google account
	5.2.2  Logging in to the zero-touch portal
	5.2.3  Accepting the terms of service
	5.2.4  Downloading API settings and a JSON file
	5.2.5  Uploading a JSON file

	5.3  Creating a user
	5.4  Performing kitting with zero-touch registration (using a Google account)
	5.4.1  For less than Android 10
	5.4.2  For Android 10 or later

	5.5  Performing license authentication
	5.5.1  Authenticating by a user ID
	5.5.2   Authenticating by a company code / authentication code

	5.6   Allocating a user to your device
	5.7  Syncing with the zero-touch registration server

	6  Integrating with Android Enterprise by a Google Workspace (formerly G Suite) account using zero-touch enrollment
	6.1  Issuing a token
	6.2   Registering a Google Workspace (formerly G Suite) account
	6.3  Performing authentication settings of Google API
	6.3.1  Registering your e-mail address as a Google account
	6.3.2  Logging in to the zero-touch portal
	6.3.3  Accepting the terms of service
	6.3.4  Downloading API settings and a JSON file
	6.3.5  Uploading a JSON file

	6.4  Creating a user
	6.4.1  Registering a Google Workspace (formerly G Suite) account to an existing user

	6.5  Performing kitting with zero-touch enrollment (using a Google Workspace (formerly G Suite) account)
	6.5.1  For less than Android 10
	6.5.2  For Android 10 or later

	6.6  Performing license authentication
	6.6.1  Authenticating by a user ID
	6.6.2   Authenticating by a company code / authentication code

	6.7   Syncing with the zero-touch registration server

	7  Other kitting methods
	7.1  Performing kitting using a QR code
	7.1.1  Displaying a QR code
	7.1.2  Scanning a QR code into your device
	7.1.2.1  For less than Android 10
	7.1.2.2  For Android 10 or later


	7.2  Performing kitting using NFC
	7.2.1  Creating a configuration set
	7.2.2   Setting a master device
	7.2.3  Setting a subdevice

	7.3  Performing license authentication
	7.3.1  Authenticating by a user ID
	7.3.2   Authenticating by a company code / authentication code


	8  Changing the owner of your device
	8.1  Factory resetting the device
	8.1.1  Factory reset using remote wipe
	8.1.2  Factory reset using the device reset function
	8.1.3  Factory reset using the agent

	8.2  Deleting device information

	9  Changing integration settings between Optimal Biz - Google
	9.1  Deleting your Google account
	9.2   Re-registering your Google account
	9.3   Deleting your Google Workspace (formerly G Suite) account

	10  Legacy Android agent
	10.1  Installing the legacy agent
	10.2  Activating the legacy agent


