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Getting Started

Purpose of this manual

This manual explains the operation of annual update of Apple Push certificate.
For the basic operation on the management site and details of each setting item, refer to the following.

E<Management Site Reference Manual>

How to read this manual

Check the following before reading this manual.
[ In this manual, descriptions about iOS devices also apply to iPad OS devices unless otherwise mentioned.

@ About the symbol/mark
The marks and symbols used in the manual are as follows.

Symbol/mark Description

[ 1] Menu name, button name, tab name and link name

" Function name, item name, reference destination in the manual, etc.

< > Manual name and document name

= Operation result and accompanying operation

B Manual and document to be referenced

& Reference in the manual and the link to the website

et What to watch out for

@ Points of using and operation and what is convenient to know

Menu operation for displaying the corresponding screen in the explanation of the screen
Ex.)
(Operation)[Settings]—[iOS]—[Application]—[Application Distribution]—[3

@ About the screen

@In this manual, the user type is for "administrator”. When logging in to the management site other than the
user type "administrator”, editing and browsing are restricted according to the user type. For detalils, refer to
the following.

E "Create a user" - "List" - "User" in <Management Site Reference Manual>

@®The version notation on the screen may differ from the actual one.

@Some screens and operations may differ depending on the OS version and the browser to be used. In this
manual, we explain using the screen displayed in Google Chrome .

About website URL

URLSs of websites other than our company described in the manual are subject to change without notice.

About trademark

@iOS, iPad, and Mac are trademarks of Apple Inc.
@ Company names and product names mentioned are trademarks and registered trademarks of each company.
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‘1 Updating Apple Push certificate

Describes the following items.

Confirming the expiration date of Apple Push cetificate 1)
Downloading Apple Push certificate 6
Uploading the Apple Push certificate to Optimal Biz 1




1 Updating Apple Push certificate

1.1 Confirming the expiration date of Apple Push cetificate

The Apple Push Notification Service (APNS) certificate (hereinafter called "Apple Push certificate") provided by
Apple Inc. needs to be updated every year.

Confirm the expiration of the Apple Push certificate on the dashboard of Optimal Biz, and then update it as
necessary. For details on how to update the Apple Push certificate, refer to the following pages.

[ Note that the following failures will occur if the Apple Push certificate expires.
*Communication between iOS/Mac OS devices and the Optimal Biz server cannot be performed.
*You cannot manage devices and use functions including remote wipe and remote lock.

“#1f the value of "Topic" is the same as before after you update the Apple Push certificate that expires,
synchronize each device manually from the management site. On the other hand, if the value of "Topic" is the
different than before, re-install the configuration profile.

[1] Click [Optimal Biz].
=(A) "Expiration Date".is displayed on the dashboard.

[#When the expiration date of the Apple Push certificate becomes less than 60 days, (A) is indicated in
red. In this case, we recommend updating the Apple Push certificate immediately.

@ You can also confirm the expiration date on the screen displayed by clocking [Settings]—[Service
Environment Setting] —[Apple Push Certificate].

1 Opttmal Biz [ Assers @& User 48 Orpanization § Settings [ Loz [ Related Service

Seeall 200 Total

Incident Incident Expiration Date:

Basic Package
Not started Progressing Register Apple Push Certificate

4 Items 0 Items

Detail @

[Expiration Date:
Registration for ADE Token o
[
Here
32 1 Days to go Easy Setup
E

spiration Date: 2019/03/27

Set set ®

Optimal Biz | €2011 OPTiM | Terms of Service (7" | Privacy Policy (7 | Sitc Map




1 Updating Apple Push certificate

1.2 Downloading Apple Push certificate

Download the files required for updating from the management site of Optimal Biz. Then, download the Apple
Push certificate from the Apple Push Cerificate Portal site

[1] Click [Settings]—[Service Environment Setting] —[Apple Push Certificate] ~[Edit].
[# Note down the value of (A) "Topic". It is required to confirm the Apple Push certificate.

@ The expiration date of the current Apple Push certficate is displayed in (B). When it becomes less
than 60 days, it is indicated in red.

Opllma| Biz D Assets & User &8 Organization u Settings B tog [ Related Service testcompany  user! =

Select OS5 Android  iOS  Mac OS  Windows  Windows 10 Mobile

Service Environment Setting

Notification Settings Valid unfil 13 Apr 2019 212033

Account Policy

Device Authentication
Control

Append:
LDAP

Portal 1 ‘ Edit Remove cerificate

Android Enterprise
(Company Account
Registration)

Apple Push Certificate

Easy Setup

1©2011 OPTiM | Terms of Service # | Privacy Policy (" | Site Map




1 Updating Apple Push certificate

[2] Click "Download" in "Generating and downloading a signed certificate request (CSR) file".

=Download of files required to register the Apple Push certificate will be started. Specify anywhere on the
computer and save them.

[3] Click "https://identity.apple.com/pushcert/ " in "2. Get certification file".

=The Apple Push Certificates Portal site is displayed. Perform procedure from steps [4] on the Apple
Push Certificates Portal site.

@ Internet Explorer cannot display the Apple Push Certificates Portal site. Use a browser such as Safari,
Google Chrome, or Firefox.

1. Generate and download a signed certificate signing request(CSR) file

Download a signed certificate signing request (CSR) file.
2 o |

2. Get certification file

Please click the following link and log in to "Apple Push Certificates Portal” to acquire certificate.
Certification file is acquired by uploading the certificate signing request (CSR).

https://identity. apple.com/pushcert/ (' I

*Apple push certificates Portal does not work on Internet Explorer, please open it on the other browser, for example, Safari, Google Chrome or
Firefox.
*You need to update a certification once a year. You cannot use this product after your certification expires.

(4] Enter an Apple ID.
[5] Click —=».

Sign in with your Apple ID

:1 Apple ID Eﬂ -

Remember me

Forgot Apple 1D or password? »

Don't have an Apple ID? Create yours now. 2



https://identity.apple.com/pushcert/

1 Updating Apple Push certificate

[6] The password input field appears. Enter a password.,
[7] Click — -h .

Sign in with your Apple ID

q Password q -_p

Remember me

Forgot Apple ID or password? »

Don't have an Apple ID? Create yours now. 2

[8] Choose a phone number to receive a verification code.
—=The chosen phone number will receive a verification code.
[#@Make a choice if multiple phone numbers have been registered.

Verify Your Identity

LE AL R .‘.‘?? > ‘
Text message

LR IID? >
Text message

sssnnnnsil .}' ’

Choose a phone number to receive your verification
code.

Don't have access to these phone numbers?




1 Updating Apple Push certificate

[9] Check the phone number you specified in step [8], and enter the verification code.
=If you enter the 6-digit number, the next screen will appear automatically.
[#1f you entered an incorrect verification code, the screen in step [4] will automatically appear.

Two-Factor Authentication

A message with a verification code has been sent to
«seeeeee()/ Enter the code to continue.

Use different phone number | Other options

[10] Click [Renew] for the Apple Push certificate you want to update.
@ Click (A) ¢ to display detailed information of the Apple Push certificate. Confirm that the value
following to "UID =" and the value of "Topic" noted down in step [1] are identical. If this is not the
case, select another Apple Push certifiate whose value is identical with the value noted down.

Certificates for Third-Party Servers (™ Create a Certicate |

Service Vendor Expiration Date* Status Actions

Mobile Device Management Feb 21, 2016 Expired i
Mobile Device Management Feb 24, 2016 Expired i
Mobile Device Management Feb 20, 2019 Active i 10 enew
Mobile Device Management Feb 21, 2019 Active " Renew

[11] Click [Choose File] to specify the file downloaded in step [2] .
=The chosen file name is displayed on the right side of [Choose File].
[# Depending on the browser, the notation for "Choose File" may be different.
[12] Click [Upload].

Renew Push Certificate

Enter your Certificate Signing Request signed by your third-party server
vendor to renew the following push certificate.

or-Signe rtificate hg Requ

1 Choose File




1 Updating Apple Push certificate

[13] Click [Download].
—Downloading of the Apple Push certificate starts. Specify anywhere on the computer and save it.

@ Refer to the following page continuously, and then upload the downloaded Apple Push certificate to
Optimal Biz.

Confirmation Q

You have successfully created a new push certificate with the following information:

Service  Mobile Device Management
Vendor
Expiration Date Feb 21, 2019

10



1 Updating Apple Push certificate

1.3 Uploading the Apple Push certificate to Optimal Biz

Upload the downloaded Apple Push certificate to the management site of Optimal Biz. Perform the following
procedure on the management site.

[1] Click [Choose File] in "3. Register Certificate File" to specify the file downloaded in step 0 on
the previous page.

=The chosen file name is displayed on the right side of [Chooset File].
[ Enter the Apple ID used when issuing the Apple Push certificate in (A) "Apple ID".
[ Depending on the browser, the notation for "Choose File" may be different.

[2] Click [Savel].

3. Register Certificate File

Please specify the certification file from Step 2.
o file chosen

Apple IU (Flease input the Apple D used when issuing the certificate to the below space.)

=The screen switches when the updating of the Apple Push certificate is complete, and then (A)
"Changed setting." is displayed.

MI © Changed setting. ]

Certificate
Valid until 18 May 2019 21:20:33

Edit Remove certificate

11
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