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Getting Started

Purpose of this manual

This manual explains operation of iPhone/iPad device.

How to read this manual
The meanings of symbols and marks used in the explanation of this manual, the types of screens used in manuals,
and notes are as follows.

[#This manual explains iOS device operations. For operations in the management site, refer to the following
manual.

ﬁ‘c\<Management Site Reference Manual>

[ This manual refers to the iPad OS as "iOS".

@ About the symbol -mark
The marks and symbols used in the manual are as follows.

Symbols / Mark Description
1 Represents menu name, button name, and link name.

Represents the name you want to emphasize, such as tab name, function name, item
name, reference destination in the manual.

< > Represents the manual name or the document name.

= Represents the result of the operation.

E{ Represents the manual or document to be referenced.

& Represents the reference in the manual and the link to the website.

et Explains what to watch out for.

@ Explains points of handling and operation and what is convenient to know.

In the explanation of the screen, describes the menu operation for displaying the
corresponding screen.

Ex)
|Operalion| [Settings]—[ios]—[Applications]—[Application Distribution]— n

@ About the screen

@ |n this manual, the user type is for "administrator". When logging in to the management site other than the user
type "administrator”, editing and browsing are restricted according to the user type. For details, refer to the
following.

E"User" — "List" — "Create a user"<Management Site Reference Manual>

@The version notation on the screen may differ from the actual one.

@Some screens and operations may differ depending on the OS version of Windows and the browser to be
used. In this manual, we explain using the screen displayed in Google Chrome.

About website URL

URLSs of websites other than our company described in the manual are subject to change without notice.




About trademark

@iOS and iPad are trademarks of Apple Inc.
@ Company names and product names mentioned are trademarks and registered trademarks of each company.
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‘ 1 About i0S client

This chapter describes the following items.

Overview 6
OS support policy 6
System Requirement 7




1 About iOS client

1.1 Overview

Optimal Biz (hereinafter referred to as this product) is a service that allows you to manage and operate your iOS
devices without specialized knowledge. You can remotely lock or remotely wipe (factory reset) iOS devices from

the Optimal Biz management site.

[#You must register an Apple Push certificate before you use this service. For information on registration, refer

to the following manual.

ﬁ‘q<Apple Push Certificate Annual Update Manual>

[# For device management using Automated Device Enroliment (ADE) provided by Apple, refer to the following

manual.

E< Automated Device Enroliment (ADE) Operation Manual>

1.2 OS support policy

In this product, OS support policy was established with the aim of ensuring product operation and security
functions. We will end support of lower OS version on a regular basis, so customers who use OS and devices
that are not subject to support will be requested to update OS or change model.

This OS support policy also covers Optimal Biz Browser and app catalog.

Support policy

Example of support

@®Support from the latest supported OS of this
product to OS major version three generations
ago.

@ \With the addition of the latest supported OS, as for
the OS version that became out of support, we
respond to inquiries as much as possible only for
one year from the date the support period expires
as transition period. Operation guarantee and
trouble correspondence are not performed.

@iOS 15.x : Latest supported OS
@iOS 14.x : One generation ago
@iOS 13.x : Two generations ago
@iOS 12.x : Three generations ago

[0S 11.x is no longer supported. We will try our
best to respond to your inquiries until September
21, 2022.




1 About iOS client

1.3 System Requirement

iOS client system requirement is as follows.

iPhone 5s

iPhone 6

iPhone 6 Plus

iPhone 6s

iPhone 6s Plus

iPhone 7

iPhone 7 Plus

iPhone 8

iPhone 8 Plus

iPhone X

iPhone XS

iPhone XS Max

iPhone XR

iPhone SE

iPhone SE (2nd generation)
iPhone 11

iPhone 11 Pro

iPhone 11 Pro Max
iPhone 12

iPhone 12 Pro

iPhone 12 mini

iPhone 12 Pro Max

iPad (5th generation)
iPad (6th generation)
iPad (7th generation)
iPad (8th generation)
iPad mini (2nd generation)
iPad mini (3rd generation)
iPad mini (4th generation)
iPad mini (5th generation)
iPad Air (1st generation)
iPad Air (2nd generation)
iPad Air (3rd generation)
iPad Air (4rd generation)
iPad Pro 9.7-inch model
iPad Pro 10.5-inch model
iPad Pro 11-inch model
iPad Pro 12.9-inch model
iPod touch (6th generation)

iOS 12.0 or later

Connected to the internet via Mobile network or Wi-Fi. Available to communicate HTTPS
(port 443) to the management site with/without proxy.

@ Support for agent: Optimal Biz supports the agent for 180 days after release. Also supported are two newest
generations of released agents.




2 Selecting a kitting method

This chapter describes the following items.

Item Page

Overview and flow of kitting methods 9

ZAttention

@ You must register the Apple Push certificate before you use this service. For information on registration,
refer to the following manual.

E‘q<Apple Push Certificate Annual Update Manual>




2 Selecting a kitting method

2.1 Overview and flow of kitting methods

There are two methods for kitting iOS devices depending on whether or not you use Automated Device
Enroliment (ADE). Review your devices and operation cases and select an appropriate kitting method.

[#Under "using ADE", select "Set to supervised mode (required for iOS 13 or higher)" to set the kitted device as
a supervised device.

Kitting method Description

Not using ADE Perform license authentication of a device not registered to ABM or ASM from
a specified URL without connecting to ADE.
This method provides the following benefits.

* You do not have to factory reset a device before kitting.

For details on kitting methods, refer to the following.

(% "License authentication" Page 11

Using ADE Perform license authentication a device not registered to ABM or ASM by
connecting to ADE.
This method provides the following benefits.

+ Pre-kitting devices can be registered as pre-kitting devices.
+ Device operation during activation can be reduced.

For more information on ADE, refer to the following.
(% "About ADE" Page 10

For details on kitting methods, refer to the following.
(%"Using ADE for license authentication" Page 24

[# To use ADE, you need an Apple Customer Number and a D-U-N-S number
(company identification code). For more information regarding the D-U-N-S
number, contact a D-U-N-S number management company.

[ You do not have to factory reset a device before kitting.




2 Selecting a kitting method

2.1.1 About ADE

ADE is a device management feature provided by Apple Business Manager (ABM). ADE simplifies tasks when
you introduce iOS devices into a company or educational institution. Because ADE settings are reflected over-
the-air during device activation, they eliminate cumbersome introduction steps that were previously carried out
for each device, such as wired activation using Apple Configurator and profile installation.

You can also use a supervision mode for more secure device management, and prevent users from removing
MDM profiles from their devices.

About ABM
ABM is a portal site provided by Apple for assisting system administrators. By integrating ADM with MDM, system
administrators can configure various values in devices, and purchase apps and distribute them to devices.
ABM replaces the old Apple Deployment Programs (ADP).
For more information on ABM, refer to the following.

(7 https://support.apple.com/ja-jp/quide/apple-business-manager/welcome/1/web

10


https://support.apple.com/ja-jp/guide/apple-business-manager/welcome/1/web

‘3 License authentication

This chapter describes the following items.

Installing an MDM configuration profile 12

N

Registering device information

(N

11



3 License authentication

3.1 Installing an MDM configuration profile

Use the following steps to install an MDM configuration profile and perform license authentication.
Steps are different for devices below iOS 12.2 and devices with iOS 12.2 and later. Choose one of the following
methods depending on the device's iOS version.

@For devices under iOS 12.2

@For devices with iOS 12.2 and later

[#1f you are using device authentication control in the management site, you must register a target device in the
setting before license authentication. For more information, contact your administrator.

12



3 License authentication

3.1.1 For devices under iOS 12.2

There are two authentication methods. Select one of the following methods.
@ Authentication with an authentication code
@ Authentication by user ID/email address and password

[# Safari is the only browser you can use for the following procedure.
[# Steps after 0 are the same in both methods.

Authentication with an authentication code

[1] Tap [Safari] on the home screen.

[2] Enter the URL of the Activation screen.
= The Activation screen appears.
[# Contact your administrator for the URL of the Activation screen.

[3] Tap [Terms of Service] and read the content.

[#1f you tap [Submit] in step [5] , itis considered that you have

agreed tO the terms Of sewlce rap the above "Terms of Service" and read it.
. . tarting download means you agree with the
[4] Enter "Company Code" and "Authentication Code". terms of service.
Use Safari for authentication.
[# Contact your administrator for your company code. TR —p—
.-
[#1f you see different entries, tap [Change authentication method] 4 i

(A) to change the screen.
[5] Tap [Submit].
= License authentication will start.

Authentication Code

Submit

13



3 License authentication

Authentication by user ID/email address and password

[1] Tap [Safari] on the home screen.

[2] Enter the URL of the Activation screen.
= The Activation screen appears.
[# Contact your administrator for the URL of the Activation screen.

[3] Tap [Terms of Service] and read the content.
[#1f you tap [Submit] in step [5] , itis considered that you have
agreed to the terms of service.
[4] Enter the "Company Code", "User ID or E-mail Address”,
and "Password".

[# Contact your administrator for your company code, user ID/email
address, and password.

[#1f you see different entries, tap [Change authentication method)]
(A) to change the screen.
[5] Tap [Submit].
= License authentication will start.

Favorites

¢ «
Apple iCloud

m ©

Terms of Service

Tap the above "Terms of Service" and read it.
Starting download means you agree with the
terms of service.

Use Safari for authentication.

(A) Change authentication method

Company Code

User ID or E-mail Address

OplimalBiz

=

14



3 License authentication

[6] Tap [Allow].

[7] Tap [Install].

[8] Tap [Install].

= Installation will start, and you will be asked to confirm remote

management.

[#f a passcode entry screen appears, enter the passcode of the

device.

This website is trying to open Settings
to show you a configuration profile. Do

you want to allow this?

Ignare

Cancel Install Profile

6 Optimal Biz

Signed by
Verified

Description

Contains  Device Enroliment Challenge

More Details

; I

Cancel

15



3 License authentication

[9] Tap [Trust].
= Wait for a while until the installation completion screen

appears.
Remote Management
Do you trust this profile's source to
enroll your iPhone inta remote
management?
[10] Tap [Done]. Profile Installed Done
= License authentication will start. Wait for a while until it J
completes. @ Optimal Biz
Verified v
R
Device Identity Certificate
More Details
[11] To register additional device information, tap [Next].

= For the rest of the procedure, refer to the following.
(¥ "Registering device information" Page 23

[#1f you do not register device information anymore, license
authentication is complete. Refer to the following and
install/authenticate the agent.

(% "Installing and authenticating the agent" Page 51
[# You can register device information later in the management site.

Completed activation.

16



3 License authentication

3.1.2 For devices with iOS 12.2 and later

There are two authentication methods. Select one of the following methods.
@ Authentication with an authentication code
@ Authentication by user ID/email address and password

[# Safari is the only browser you can use for the following procedure.
[# Steps after 12 are the same in both methods.

Authentication with an authentication code

[1] Tap [Safari] on the home screen.

[2] Enter the URL of the Activation screen.
= The Activation screen appears.
[# Contact your administrator for the URL of the Activation screen.

[3] Tap [Terms of Service] and read the content.

[#1f you tap [Submit] in step  [5] , it is considered that you have
agreed to the terms of service.

[4] Enter "Company Code" and "Authentication Code".
[# Contact your administrator for your company code.

[#1f you see different entries, tap [Change authentication method]
(A) to change the screen.

[5] Tap [Submit].
= License authentication will start.

Terms of Service

Tap the above "Terms of Service" and read it.
Starting download means you agree with the
terms of service.

Use Safari for authentication.

Change authentication method

ompany Code

Authentication Code

Submit

Optimal Biz

©2017 OPTIM | Terms of Service | Privacy Palicy

17



3 License authentication

Authentication by user ID/email address and password

[1] Tap [Safari] on the home screen.

[2] Enter the URL of the Activation screen.
= The Activation screen appears.
[# Contact your administrator for the URL of the Activation screen.

[3] Tap [Terms of Service] and read the content.

[#1f you tap [Submit] in step [5] , itis considered that you have
agreed to the terms of service.
[4] Enter the "Company Code", "User ID or E-mail Address”,
and "Password".

[# Contact your administrator for your company code, user ID/email
address, and password.

[#1f you see different entries, tap [Change authentication method)]
(A) to change the screen.

[5] Tap [Submit].
= License authentication will start.

Favorites

¢ «
Apple iCloud

Tap the above "Terms of Service" and read it.
Starting download means you agree with the
terms of service.

Use Safari for authentication.

Company Code

User ID or E-mail Address

Submit

OplimalBiz

=

18




3 License authentication

[6] Tap [Allow].

[7] Tap [Close].
= The profile has been downloaded.

[8] Tap [Settings] on the home screen.

This website is trying to download a
configuration profile. Do you want to allow
this?

Ignore

Profile Downloaded

Review the profile in Settings app i
you want to install it.

Close

19



3 License authentication

[9] Tap [Profile Downloaded].

[10] Tap [Install].

[#1f a passcode entry screen appears, enter the passcode of the
device.

[11] Tap [Install].

Settings

(@) == —

Set up iCloud, the App Store, and more

Profile Downloaded

Airplane Modle
WiFi —
Bluetooth on

Celular

E Notifications
m Sounds & Haptics

Do Not Disturb

Cancel Install Profile ‘ Install

e Optimal Biz

Signed by S—
Verified v

Description EEG—_—_—
Contains Device Enroliment Challenge

More Details

Remove Downloaded Profile

Install

Cancel

20



3 License authentication

[12] Tap [Install]. Cancel Warning Install
= Installation will start, and you will be asked to confirm remote E

m a n age m e nt. Installing this profile will allow the administrator at
h to remotely

manage your iPhone.

The administrator may collect personal data, add/
remove accounts and restrictions, install, manage,
and list apps, and remotely erase data on your
iPhane.

[13] Tap [Trust].
= Wait for a while until the installation completion screen
appears.

Remote Management

Do you trust this profile’s source to
enroll your iPhone into remate

management?

[(14) Tap [Done]. Profile Installed [Done |

ﬁ Optimal Biz

Signed by
Verified v

Description

Contains  Mobile Device Management
Device Identity Certificate

More Details

21



3 License authentication

[15] Tap [Safari] on the home screen.

= License authentication will start. Wait for a while until it
completes.

[16] To register additional device information, tap [Next].
= For the rest of the procedure, refer to the following.
(7 "Registering device information" Page 23

[#1f you do not register device information anymore, license
authentication is complete. Refer to the following and
install/authenticate the agent.

(%"Installing and authenticating the agent" Page 51
[#You can register device information later in the management site.

22



3 License authentication

3.2 Registering device information

Use the following steps to register device information.

[#This screen does not appear if "Hide" is selected for "Portal for iOS" in "Portal Display" in the management
site. For more information, refer to the relevant section of the manual below.

E"Service Environment Setting" - "Portal Display" in <Management Site Reference Manual>

[1] If necessary, configure the "Asset Information Registration™
setting.
[#Items displayed in "Asset Information Registration" (such as
classification and free entry items) depend on the "Customizing
Input Items" in the management site. For more information, refer E

to the relevant section of the manual below.

E"Assets" - "Customizing Input Items" in <Management

Site Reference Manual>
(2] Tap [Next].

= The device information will be registered. Wait for a while until e
it completes.
[#Refer to the following and install/authenticate the agent.
(% "Installing and authenticating the agent" Page 51

[#1f you have not subscribed for the agent function, this completes
device kitting. No further actions are required.

Asset Information Registration

23



4 Using ADE for license authentication

This chapter describes the following items.

Item Page
Getting ready for using ADE 25
Activating a device 48

24



4 Using ADE for license authentication

4.1 Getting ready for using ADE

Perform the following procedures to prepare to use ADE.

4.1.1 Preparing an ADE token

An ADE token is a token for connecting ADE and the management site. Download an ADE token from ABM and
upload it to the management site.

[# Preparing an ADE token is only necessary for the first kitting.

4.1.1.1 Downloading an ADE token

Use the following steps to download an ADE token from ABM.

[1] Click [Settings]—[iOS]—[ADE]—[Registration for ADE Token].
[2] Click [Edit].

Optimal Biz [] Assets @ User 488 Organization L& settings | B Loo [ Related Service testcompany  userl -

Select OS Android Mac OS Windows Windows 10 Mobile L Service Envirenment Setting

10§ Setting

Management Application Not registered
Gommunication and .
(o] ti . e .

(PR Failed to obtain account information
Setting Template es
(None)
Configuration Profile >

1 .

Registration for ADE
Token

ADE Definition Profile

ADE Device Management
Application >
Internet >
Convenient Function >
>

Certificate Management

Optimal Biz | 2011 OPTIM | Terms of Service(? | Privacy Policy & | Site Map

25



4 Using ADE for license authentication

[3] Click [Download].
= A server public key (PEM) file will be downloaded. Specify a location to save the file.
[4] Click "Apple Business Manager: https://business.apple.com".
= The ABM website will be displayed. The rest of the operation is performed on the ABM website.

Optimal Biz

Select 08

i0S Setting
Management Application
Communication and
Operation
Setting Template
Configuration Profile

ADE

Registration for ADE
Token

ADE Definition Profile
ADE Device Management
Application
Internet
Convenient Function

Certificate Management

testcompany userl -

B Related Service

u- Settings B Log

Windows 10 Mobile

% Organization

Mac 08

D Assets

‘ User

L Service Envirenment Setting

Android Windows

1. Generate and download server public key (PEM) file

Please download server public key (PEM) file,

2. Server Token Acquisition

Please click the following 4 hcquire server token for MDM server registration. Server token is acquired by uploading server public key
(PEM).

hitps-/business apple.com(7

Apple Business Manager|
Apple School Manager: htips //school apple.com

* Server token need to be periodically updated. When token expires, the product will no longer be available.

3. Register server token file

Specify server token file generated in Step 2

Choose File | No file chosen

4

Optimal Biz | 2011 OPTIM | Terms of Service(? | Privacy Policy & | Site Map

[5] Enter an "Apple ID" and "Password" that have been approved by Apple.

[6] Click = .
= An identification screen will appear.

Learn More | (2

@& Business

Manage your organization’s devices, apps,
and accounts.

]

@ Remember me

Forgot Managed Apple ID or password?
Not yet an Apple Business? Enroll now.

Apple Business Manager Terms and Conditions | Privacy Policy | Apple Website Terms of Use | Copyright © 2019 Apple Inc. Al rights reserved

26
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4 Using ADE for license authentication

[7] Select a phone number to receive a verification code.
@ The e-mail address set in the Apple ID will receive the verification code.
@Make a choice if multiple phone numbers have been registered.

Learn More | (2

@& Business

Verify Your Identity

Choose a phone number to receive your verification
code.
Don‘t have access to these phone numbers?

Apple Business Manager Terms and Conditions | Privacy Policy | Apple Website Terms of Use | Copyright © 2019 Apple Inc. All rights reserved

[8] Enter the verification code.
= If you enter the 6-digit number, the next screen will appear automatically.
“if you entered an incorrect verification code, the screen in step [5] will appear. Retry the step.

Learn More | (?)

@& Business

Two-Factor Authentication

tNEEEEE

A message with a verification code has been sent to
07. Enter the code to continue.

Use different phone number | Other options

Apple Business Manager Terms and Conditions | Privacy Policy | Apple Website Terms of Use | Copyright © 2019 Apple Inc. All rights reserved




4 Using ADE for license authentication

“ After entering a verification code, the following dialog may appear. If you click [Trust] (A) on this
screen, you do not have to enter the verification code the next time you sign in from the same device
and browser. Make an appropriate choice based on your situation.

Trust this browser?

If you choose to trust this browser, you will not be
asked for a verification code the next time you sign in.

Not Now Don’t Trust

[9] Click "Settings".
# Business ® + v

Organization Sort by Last Name v

Activit:
Y 4 Accounts

Locations All Accounts at OPTiM Corporation

webdev1
Administrator - OPTiM Corporation

People

Roles webdev2
Administrator - OPTiM Corporation
Devices

Device Administrator - OPTiM Corporation

Assignment History

0000 5

Administrator - OPTiM Corporation
Content

Apps and Books
Custom Apps

28



4 Using ADE for license authentication

[10] Click "Device Management Settings".
[11] Click [Add MDM Server].

@ Business v
Organization Personal Settings
gctiy My Profile
Locations
People e Apps and Books o .
Aoounts Device Management Settings
Organization Settings 172 Devices
Roles
o Enroliment Information
OPTIM Corporation
EmT (m
Device Managed Apple IDs show | Add MDM
Assi . 4 Managed Apple IDs Devices | Server
ssignment History
10 @ Device Management Settings
Content 172 Devices
Edit
Apps and Books e — Customer Numbers
Custom Apps ® 2 Active
Default Device Assignment

Manage the automatic assignment of devices.

ET——

[12] Enter an arbitrary name in "MDM Server Name" under "MDM Server Info".

[13] Click [Choose File...] under "Upload Public Key", and specify the server public key (PEM) file
you downloaded in step [3] .

[14] Click [Save].

& Business ~

Organization MDM Servers
Activity

Locations

People

Accounts Untitled MDM Server

Roles 0 Devices

Devices

Device

MDM Server Info

Assignment History

MDM Server Name

Content Untitled MDM Server

Apps and Books

Custom Apps Allow this MDM Server to release devices. Learn More

MDM Server Settings

Upload Public Key ()

Choose File... _pem

Generate New Server Token

You can download the server token after saving. After generating and downloading a
new token, you must install this new token on your MDM server.

14

Untitled MDM Server
Era— =

29



4 Using ADE for license authentication

[15] Click [Download Token].

& Business v
Organization Personal Settings
Activity T
Locations Organization Settings

0 Enroliment Information o
People OPTIM Corporation e -

- -
Accounts
Managed Apple IDs
Roles o 4 Managed Apple IDs
Devices Device Management Settings Q m
< L 172 Devices
Device Download Delete
Token

Assignment History MDM Servers

(iim)
Content =
Apps and Books i MDM Server Info

glm)
Custom Apps EE Never Connected @

Created By Created On

None Change...

Err—

[16] Click [Download Server Token].
= The ADE token will be downloaded. Specify a location to save the file.

[# Upload the downloaded ADE token to the management site as soon as you can. If you do not upload
it for a long period of time, you may not be able to communicate with the management site.

Downloading a new server token will reset
your existing one.

- —

After downloading a new server token, you will need
to upload it to your MDM server.

Download Server Token

30



4 Using ADE for license authentication

4.1.1.2 Uploading an ADE token to Optimal Biz

Use the following steps to upload the downloaded ADE token to the management site.

[1] Click [Settings]—[iOS]—[ADE]—[Registration for ADE Token].

[2] Click [Edit].

Optimal Biz

Select 0S
i0S Setting
Management Application
Communication and
Operation
Setting Template
Configuration Profile

1

Registration for ADE
Token

ADE Definition Profile

ADE Device Management
Application
Internet
Convenient Function >

Certificate Management >

[) Assets @ User 488 Organization | Settings' [ Log [ Related Service testcompany  user v

Android Mac 0S5

l‘\l‘ol ;egisiered

Account Informatio
Failed to obtain account information

Windows Windows 10 Mobile L Service Environment Setting

Optimal Biz | 82011 OPTiM | Terms of Service(7 | Privacy Policy (' | Site Map

31



4 Using ADE for license authentication

[3] Click [Choose File], and specify the ADE token you downloaded in "Downloading an ADE

token".

= The selected file's name appears to the right of [Choose File] (A).

[4] Fill in "Notes".

& We recommend that you enter your Apple ID for signing in to ABM or the date when you acquired the

ADE token.
[5] Click [Save].

Optimal Biz

Select 0S

i0S Setting
Management Application
Communication and
Operation
Setting Template
Configuration Profile

ADE

Registration for ADE
Token

ADE Definition Profile

ADE Device Management
Application
Internet 3
Convenient Function T

Certificate Management

D Assets @ User 4§88 Organization ﬁ. Settings [ Log [ Related Service

Android Mac 0S Windows Windows 10 Mobile

1. Generate and download server public key (PEM) file

Please download server public key (PEM) file.

2. Server Token Acquisition

Please click the following link to acquire server token for MDM server registration. Server token is acquired by uploading server public key
(PEM).

Apple Business Manager: https //business apple com(2*
Apple School Manager: https://school.apple.com(#'

* Server token need to be periodically updated. When token expires, the product will no longer be available.
3. Register server token file

necifv serve
Choose File

= We strongly recommend that Apple IDs Used for server token generation should be saved in s neld

1©2011 OPTIM | Terms of Service(# | Privacy Policy (" | Site Map

testcompany userl -

L Service Environment Setting

32



4 Using ADE for license authentication

= The message "Registered server token" (B) will appear. Ensure that the content in "Account
Information” (C) does not contain any errors.

[@For more information on (D), refer to the relevant section of the manual below.
E"Settings —iOS" - "ADE" - "Registration for ADE Token" - "Screen (after registration)" in

<Management Site Reference Manual>

Optimal Biz . ™ £ setings [ Loo [ Related Service testcompany user! ~

Select OS Android Mac OS  Windows  Windows 10 Mobile & Service Environment Setting

105 Setting B
ication ( © Registered server token I

Valid until 20 Feb 2020 11 14 41

Registration for ADE
Token

| oeetotoken | Rotoad ADE devices | Reload ASM information
nt Function
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4 Using ADE for license authentication

4.1.2 Allocating a device to a server using ABM

Use the following steps to allocate a managed device to a server by using ADE, and propagate the device
information to the management site.

[1] Go to the ABM website at https://business.apple.com/ and enter an "Apple ID" and
"Password" that have been approved by Apple.

[2] Click = .
= An identification screen will appear.

Learn More | ()

@ Business

Manage your organization’s devices, apps,
and accounts.

]

B Remember me

Forgot Managed Apple ID or password?
Not yet an Apple Business? Enroll now.

Apple Business Manager Terms and Conditions | Privacy Policy | Apple Website Terms of Use | Copyright © 2019 Apple Inc. Al rights reserved
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4 Using ADE for license authentication

[3] Select a phone number to receive a verification code.
#The e-mail address set in the Apple ID will receive the verification code.
@Make a choice if multiple phone numbers have been registered.

Learn More | (2

@& Business

Verify Your Identity

Choose a phone number to receive your verification
code.
Don‘t have access to these phone numbers?

Apple Business Manager Terms and Conditions | Privacy Policy | Apple Website Terms of Use | Copyright © 2019 Apple Inc. All rights reserved

[4] Enter the verification code.
= If you enter the 6-digit number, the next screen will appear automatically.
“if you entered an incorrect verification code, the screen in step [1] will appear.Retry the step.

Learn More | (?)

@& Business

Two-Factor Authentication

‘pEE EER

A message with a verification code has been sent to
07. Enter the code to continue.

Use different phone number | Other options

Apple Business Manager Terms and Conditions | Privacy Policy | Apple Website Terms of Use | Copyright © 2019 Apple Inc. All rights reserved




4 Using ADE for license authentication

“ After entering a verification code, the following dialog may appear. If you click [Trust] (A) on this
screen, you do not have to enter the verification code the next time you sign in from the same device
and browser. Make an appropriate choice based on your situation.

Trust this browser?

If you choose to trust this browser, you will not be
asked for a verification code the next time you sign in.

Not Now Don’t Trust

[5] Click [Devices] in "Devices".
[6] Click a target device from the list.
[#If a target device is not listed, contact Apple.
@ You can use (A) to search for a device from the list.
[7] Click [Edit Device Management].
= The "Change Device Management" screen will appear.
®Business  (/A\] o] v

Organization “

Actiity 433 Devices

Locations 0J1 Aipevices at

-

Accounts iPhone 11

Roles

ry

(J

Devices
Edit Device | Release
Management | Device

Assignment Histo

Content

Apps and Books Device Info

Custom Apps
Storage
Model

Serial

Part Number

Order Number

Source

Date Added to Organization

Settings
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4 Using ADE for license authentication

[8] In "Assign to server:", select the server name that you entered in step [12] of
"Downloading an ADE token".

[9] Click [Continue].
= A confirmation screen will appear.

Change Device Management

You are about to change device management for iPhone 11.

ﬂ Assign o server:

=
[10] Click [Continue].

= The target device will be allocated. Wait for a while.

[#If this operation fails, it is possible that ADE cannot be used on the target device. For more
information, contact Apple or the device's vendor.

Are you sure you want to change device
management for iPhone 11?7

By reassigning, 1 device will now be assigned to

%
[11] Click [Done].

[# The following steps are perfornﬁ in the management site.

@ If you want to allocate multiple #e¥iees, repeat steps  [5] to [11] .
—
Change Device Management

1 Device Management changed to
Completed 1 Device.

T
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4 Using ADE for license authentication

[12] Click [Settings]—[iOS]—[ADE]—[Registration for ADE Token].
[13] Click [Reload ADE devices].
= The button changes to [Reloading ADE devices...]. Wait for a while until it changes back to [Reload
ADE devices].
[#If the button does not change back to [Reload ADE devices] after a while, reload the page on the
browser.

[14] Click [ADE Device Management].

Op“mal Biz D Assets ‘ User % Organization a- Settings B tos [ Related Service testcompany  userl

Select OS Android Mac OS Windows Windows 10 Mobile L Service Envirenment Setting

i0S Setting
Management Application Valid until 29 Feb 2020 111441
Communication and I

Operation

Setting Template

Configuration Profile >

ADE v 12 -

Registration for ADE
Token

Address
ADE Definition Profile ——
ADE Device Management otes
ication » -
14 Delete token Reload ADE devices Reload ASM information
Internet 1 3

Convenient Function >

Certificate Management >

Optimal Biz | 2011 OPTIM | Terms of Service(? | Privacy Policy & | Site Map

= The device information you registered in step  [11] will appear in the list (A).

[#f the device information is not displayed correctly, click [Sync with ADE].

[# A device that has just been released may appear as "iPhone_U" in "Model" of the "ADE Device
Management" screen.

@ For more information on "ADE Device Management", refer to the relevant section of the manual
below.

E“Settings -iOS " -"ADE " - " ADE Device Management" in <Management Site Reference

Manual>
(B) orewmror |
Asset Information Registra!.iun ADE Information
Information

Date/Time of ADE

l?rgamzad:DE A Profile (Assigned) Device Registration Status =
Notification Date/Time ¢
Device 26 Jul 2021
- iPhonz 8 Notifed 175353

38



4 Using ADE for license authentication

4.1.3 Creating an ADE definition profile

An ADE definition profile is a collection of various settings that is assigned to devices that use ADE. Use the
following steps to create an ADE definition profile.

[#An ADE definition profile is assigned during device activation. If you change the ADE definition profile, you
must activate the device again.

[1] Click [Settings]—[iOS]—[ADE]—[ADE Definition Profile].
[2] click E3.

Optimal Biz [] Assets @ User &8 Organization |G Settings| [ Log [M Related Service tesicompany  useri w

Select OS Android Mac OS Windows Windows 10 Mobile L Service Envirenment Setting

i0S Setting
‘ © Setting does not exist.
Management Application
Communication and

Operation

Setting Template
Configuration Profile
ADE
Registration for ADE Token
ADE Definition Profile
1 DE Device Management
Application
Internet
Convenient Function

Certificate Management

1 ©2011 OPTiM | Terms of Service?* | Privacy Policy @ | Site Map
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4 Using ADE for license authentication

[3] Configure the ADE definition profile.
[# For more information, refer to the following.

(5 "Setting items of an ADE definition profile" Page 41

[4] Click [Save].

E ° a Create New
Settings

Settings - Editing

Profile Name

Authentication Settings

[J Require company code and authentication code entry
Support Setting

Department Name

Phone Numbe

E-mail Add

MDM Setting
) Require MDM registration
* MDM registration is enforced on the devices that are 105 13 or later.
Set as supervised mode
* The devices that are i0S 13 or later are forced to be supervised mode.
Disable MDM registration deletion
Set the device as Shared iPad

Maximum Number of Shared iPad Users

Allow device to be paired with Mac
* This setting is deprecated in 105 13 and later.

Restriction settings instead

Steps "Set Up Assistant” will skip

[J Skip passcode

[ Disable location service

["] Disable recovery from backup

[ Disable Apple 1D sign-in

[ Skip terms and services

[ Skip fingerprint registration for touch 1D

) Skip Apple Pay setting

) Skip Zoom setup

[ Disable Siri

[ Don't send diagnostics automatically

[ Skip Display Tone setup

) Skip the privacy pane

) Remove the "Move from Android” option from the Restore pane
[CJ Skip the Meet the New Home Button screen

) Skip the iMessage and FaceTime screen

["] Skip on-boarding informational screens

[[] Skip the Screen Time pane

[CJ Skip the mandatory software update screen in i0S

Use "Allow pairing with non-Apple Configurator 2 hosts” in Upload configuration profils -

0s

4
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4 Using ADE for license authentication

@ Setting items of an ADE definition profile

Name Description
Profile Name Enter a name of an ADE definition profile.
Authentication Settings @®Require company code and authentication code entry

Require a user to enter a company code and authentication code.
If this is not selected, ADE will perform automatic settings.
@ Support Setting
* Department Name
Enter a department name you want to include in the ADE definition
profile.
* Phone Number
Enter a phone number you want to include in the ADE definition profile.
+ Email Address
Enter an email address you want to include in the ADE definition profile.
[ "Department Name" is only visible on an iOS device during activation,
and cannot be seen after activation is complete.

MDM Setting @®Require MDM registration
Require a user to install an MDM configuration profile during iOS device
activation.

[#On iOS 13 devices or higher, MDM configuration profile will always be
installed (activated) without checking it.

@Set as supervised mode
Set the iOS device as supervised mode using an MDM configuration
profile. This allows a user to apply and manage a wide range of settings,
including AirDrop, iMessage, iBooks Store, and web filtering.
[ Devices that are on iOS 13.0 and later will always be on supervised
mode even if you do not select this.
+ Disable MDM registration deletion
Prevent a device user from deleting the MDM configuration profile.
[ If you do not select "Set as supervised mode", you cannot select this
setting.
[#If this setting is enabled, the following conditions prevent
communication and re-authentication with the MDM server. To
manage the device again, you must initialize it.

*The device has been deleted in the management site.
*The MDM configuration profile cannot be synced.
If initialization is prohibited, the device must be restored to its
factory default state. Contact Apple to learn how to do this.
@If a wrong HTTP proxy setting is installed on the device,
communication may fail.
+ Set the device as Shared iPad
Set the device as Shared iPad.
[#"Set the device as Shared iPad" only appears if "Education (Apple
School Manager)" is used.
@ You cannot select this setting unless you select both "Require MDM
registration" and "Set as supervised mode".
@"Maximum Number of Shared iPad Users" is 50,000 for this product.
However, it can be lower than 50,000 depending on the device.
@Allow device to be paired with Mac.
Allow paring between an iOS device and a Mac OS device.

[ This setting is not recommended for terminals with i0S13 or higher.
Use "Allow Pairing with Hosts other than Apple Configurator 2
(Supervised only)" in "Configuration Profile Upload" - "iOS Restrictions
settings” - "Functionality restrictions".
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4 Using ADE for license authentication

Name Description

For more information, refer to the relevant section of the manual below.
E"Editing [Functionality restrictions] on [iOS
Restrictions settings] tab" in <Management Site
Reference Manual>

[#f this setting is not selected, you cannot connect to a Windows device,
as designed by Apple.

Steps "Set Up Assistant" will | @Skip passcode
skip Setting a passcode will be skipped during activation.

[#1f you want to skip setting a passcode, enable "Skip Apple Pay setting"
and "Skip fingerprint registration for touch ID".

[ Setting a passcode is not skipped when restoring from iCloud.

@Disable location service
Location service will be automatically disabled. The setup screen will also
be skipped.

[ To skip the setup screen, use a Wi-Fi network during activation. If you
are using a cellular network, the setup screen may appear.

@Disable recovery from backup
Recovery from backup will be automatically disabled. The setup screen will
also be skipped.

[ To skip the setup screen, use a Wi-Fi network during activation. If you
are using a cellular network, the setup screen may appear.

@Disable Apple ID sign-in
Apple ID sign-in will be automatically disabled. The setup screen will also
be skipped.

@ Skip terms and services
Terms and services will be skipped during activation.

@ Skip fingerprint registration for touch ID
Fingerprint registration will be skipped during activation.

[#1f you want to skip fingerprint registration, enable "Skip Apple Pay
setting" too.

@ Fingerprint registration is not skipped when restoring from iCloud.
@ Skip Apple Pay setting up
Apple Pay will be skipped during activation.

@ Skip Zoom setup Setting up
Zoom will be skipped during activation.

@Disable Siri
Siri will be automatically disabled. The setup screen will also be skipped.

@Don't send diagnostics automatically
Diagnostics will not be sent automatically. The setup screen will also be
skipped.

[ If you select "Move Data from Android" on the "Apps & Data" screen during
activation, the setup screen will not be skipped.

@ Skip Display Tone setup
The Skip Display Tone setup will be automatically enabled. The setup
screen will also be skipped.

@ Skip the privacy pane
The privacy pane will be automatically enabled. The setup screen will also
be skipped.

@®Remove the "Move from Android" option from the Restore pane The "Move
Data from Android" option will not appear and cannot be selected on the
recovery from backup screen.

@ Skip the Meet the New Home Button screen
The Meet the New Home Button screen will be skipped.

@Skip iMessage and FaceTime screen
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4 Using ADE for license authentication

The iMessage and FaceTime screen will be skipped.

@ Skip on-boarding informational screens
On-boarding informational screens will be skipped.

@ Skip the Screen Time pane
The Screen Time pane will be skipped.

@ Skip the mandatory software update screen in iOS
Setting of auto update of OS is omitted.

[# The settings for auto update vary by device.
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4 Using ADE for license authentication

4.1.4 Assigning an ADE definition profile

You can allocate an ADE definition profile setting to a device by allocating a created ADE definition profile to a
device or an organization, syncing with ADE on the "ADE Device Management" screen, and activating the device.

[1] Go to [Assets]—[List], and select a target device from the list.
[2] Click [Setting Allocation] in "Settings".

Optimal Biz [J Assets’ & uUser 485 Organization g Settings [ Log [ Related Service [ 1

®

Communication Date: 02 Nov 2018 11:31:54
List

& Sync
Assets ) !
Network Map + Create
os
Authentication Procedure Asset Name Search Engine Add filte
Setting of all Assets in bulk Search Condition: Phone Number
Customizing Input Items 1/1Page ( Devices)
Message B | AssetName ¢ 0s ¢ Z:::':er . |Users 12'93"'1"’""" S:::"‘:'"‘ca""" Details. user
Add with CSV
10 months ago ® Organization
Edit with CSV
about1yearago  (3)
Delete with CSV
Edit admin information
Assign the certificate with about 1 yearago (2
CSsVv
Settings
about 1ysarage  (3) 9

Download CSV

Setting Allocation
Setting Template Allocation

Show other settings

Actions

2 Change screen lock password ‘
Remote Lock
Show other operations
Information

| ©2011 OPTiM | Terms of Service# | Privacy Policy@ | Site Map -
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4 Using ADE for license authentication

[3] Specify an ADE definition profile from the "ADE Definition Profile" pull-down menu.

@ To allocate an ADE definition profile to an organization, go to [Organization]—[List}—a target
organization—the edit screen in the [iOS] tab, and specify an ADE definition profile from the "ADE
Definition Profile" pull-down menu.

[4] Click [Save].

Application Distribution -
Optl mal Biz [] Assets & user &8 Organization &} Settings |[Bj Log [ Related Service (Inherit parent organization - None)
List

Assets
Network Map
Application Detection
Authentication Procedure Asset Name Search Engine [EEGGRIIE] (Inherit parent organization - None)
Setting of all Assets in bulk Search Condition:
Customizing Input Items 1/1Page ( Devices)
Message Asset Name * Phone Iy o Organization | Communication | p,.y. Web Filtering
Number ¢ * Date ¢ (Inherit parent organization - None)
Add with CSV
10 months ago ®
Edit with CSV
about 1year ago
Delete with CSV @
Browser History
Assign the certificate with about 1 ysar ago ® (Inherit parent organization - None)
CsV
about 1yearage (%)

Download CSV

Bookmark

(Inherit parent erganization : None)

Home Screen Layout
(Inherit parent erganization : None)

1 ©2011 OPTiM | Terms of Service?* | Privacy Policy @ | Site Map
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4 Using ADE for license authentication

[5] Click [Settings]—[iOS]—[ADE]—[ADE Device Management].
[6] Click [Sync with ADE].
[7] Click [OK].

= Sync with ADE will complete. Proceed to activate a device.

Op“mal Biz [ Assets & user e

Related Service
Sync with ADE wil start. Click [OK] to proceed.

testcompany userl -

Select 0S8 Android L Service Envirenment Setting
7 oK Cancel
i0S Setting

Acnans .

Management Application
Communication and
Operation

Setting Template

Configuration Profile >

Asse| S JE—
ation
Serial Orgaiza nE
User ¢ Profie (Assigned) | Profile egi Status +
Number
DatefTime +

iPhone 8 26 Jul 2021

17:63:53
ADE v

Registration for ADE Token
ADE Definition Profile

ADE Device Management

5 lication

Internet

Convenient Function

Certificate Management

| ©2011 OPTIM | Terms of Service (=
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€ About "ADE Status"

The "ADE Device Management" screen displays "ADE status" as shown below depending on the status of an
ADE definition profile.

[T_,?When the sync with a device is complete, the name of an assigned ADE definition profile is displayed in "Profile
(Assigned)" and the "ADE Status" will display "Assigned".

ADE Information

ADE Stalus | pege (Assigned) | Profe

- ADE
Assigned ,;LDE Definition Profile Dafinition
Profile 2
ADE Status Description

(None) The ADE definition profile has not been assigned.

[#With this status, the ADE definition profile will not be assigned during activation.
Assianed An ADE definition profile has been assigned to ADE. The ADE definition profile will be

9 assigned during the next activation, and the Status will change to "Device Notified".

The ADE definition profile has been removed from ADE.

Removed [ With this status, the ADE definition profile will not be assigned during activation.

@ To return this status to "Assigned", assign the ADE definition profile again and click [Sync
with ADE].

The ADE definition profile registered in ADE has already been assigned to a device.

Device Notified | (#The ADE definition profile is assigned every time when activation is performed with this
status.
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4 Using ADE for license authentication

4.2 Activating a device

Use the procedure below to activate the device and complete license authentication.

[1] Start a device and follow the on-screen instructions.

[# The on-screen instructions depend on the settings in the ADE
definition profile to be assigned to a device (ltems selected in
"Steps "Set Up Assistant” will skip" will be skipped during
activation).

Note that the ADE definition profile will be assigned after you
select a network connection in the "Choose a Wi-Fi Network" Hello
screen.

< Back

-
L 4

Choose a
Wi-Fi Network

Press home to open

- a7

.- a=

Choose Another Network

[#1f the device is connected to a computer, do not tap [Connect to
Mac or PC] (A) on the "Choose a Wi-Fi Network" screen.

< Back

Choose a
Wi-Fi Network

—_ -z

Choose Another Network

i Connect to Mac or PC I
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4 Using ADE for license authentication

[2] When the "Welcome to iPhone" screen appears, Tap [Get

Started].
= Activation and license authentication for the device is
complete.
[# Continue to refer to the following to install/authenticate the
agents.

%"Installing and authenticating the agent" Page 51 Welcome to iPhone

[#f you have not subscribed for the agent function, this completes
device kitting. No further actions are required.
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5 Authenticating the agent

This chapter describes the following item.

Item Page

Installing and authenticating the agent 51

gAttention

@ The agent will be activated even with an activation code that are not for the relevant device.

[#1f you happen to activate the agent with a wrong activation code, you need to uninstall and reinstall
the agent.
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5 Authenticating the agent

5.1 Installing and authenticating the agent

There are three ways to install and authenticate the agent. Choose an appropriate method depending on the
management site and device settings.

@Installation and authentication from Portal
Select this method if both Portal and App Store are displayed on the device.

@ Installation and authentication from App Store
Select this if only App Store are displayed on the device.

@Installation and automatic authentication using Application Distribution
Select this method if both Portal and App Store are hidden.

[# To install/activate the agent, you need to perform one of the following license authentication in advance.
(% "Installing an MDM configuration profile" Page 12
(%"Using ADE for license authentication" Page 24

# You can display/hide Portal and hide the App Store from the management site. For more information, refer to
the relevant section of the manual below.

E"Service Environment Setting" - "Portal Display" in <Management Site Reference Manual>

E"iOS " - "Upload Configuration Profile" in <Management Site Reference Manual>

5.1.1 Installation and authentication from Portal

Use the following steps to install and authenticate the agent from Portal.

[1] Tap [Portal] on the home screen.
= The browser (Safari) opens and displays Portal.
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5 Authenticating the agent

[2] Tap [Activate Agent].

Agent
e
E ) Activate Agent
J,
-
(None)
-
-
& Change asset information
Sync
& Start sync

Optimal Biz
©2017 OPTiM T Terms of Service | Privacy Policy

[3] Tap [Install from the App Store].

Portal Home

Agent(Optimal Biz) will be activated.

E Install from the App Store
Launch to Activate

*Please use the latest Agent application.

'7 Back

Optimal Biz
©2017 OPTiM | Terms of Service | Privacy, Policy.

[4] Tap [OK].

= The "Optimal Biz" page of the App Store will be displayed.

[#f you are prompted to enter a password, enter the password for
the Apple ID.

Move to the App Store.

[5] Tap [GET]. £ Search
= The agent (Optimal Biz) will be installed. Wait until the [Optimal OptimalBiz
Biz] icon appears on the device's home screen.
0]
4+ [ ]]
What's New Version History
Version 9.11.102.0 3w ago
* Fixed a bug on Portal screen.
Preview
e =
O §f =
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5 Authenticating the agent

[6] Return to Portal and tap [Launch to Activate].
= The agent will be activated.

[#1f you have not performed license authentication, follow the
instructions that will be displayed on the screen and perform
license authentication.

[# The following steps differ if the device is on iOS 13.0 and later.
Refer to the following.

(% "Always allowing location access on devices with iOS
13.0 and later" Page 55

[7] Tap "OK".

[8] Tap [Always Allow].
[#1f you do not set [Always Allow] for your location information, the
agent functions may not be available.

Portal Home

Agent(Optimal Biz) will be activated.

Install from the App Store

—

Launch to Activate

o

*Please use the latest Agent application.

Optimal Biz

©2017 OPTiM | Terms of Service | Privacy Policy

User Data

=S Eah
3

. Nastt
* If you have already activated this product, tap the Portal
icon on home screen to activate agent.

* If the Portal icon is not displayed on home screen, ask
the Activation Code of your administrator.

powered by OPTIN

Allow “Optimal Biz" to access
your location?
App explanation for always: “This
permission allows the application to
send device location data updates to
the Management Site. Contact
administrator for instructions on the
setting.”

If you only allow access to your
location while you are using the app,
some features may not work while this
app is in the background.

Only While Using the App

Always Allow

Don't Allow
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5 Authenticating the agent

[9] Tap [Allow].
[# This step is only required on the first launch.

[#1f you do not tap [Allow], no notification appears when the device
receives a message from the management site.

= When "Device Information" and "Update Information" (A) are "°§;’,‘2,"“_\',§f,’;“,’_{;-,“c'§.§:‘,§'°
displayed, the agent has been authenticated. i o o s e

be configured in Settings.

= Optimal Biz ]
Don't Allow

A DEVICE INFORMATION

UPDATE INFORMATION

Last Gommunication Time
2018/09410 11:39:14

Location Acquisiion Time
2018/08/10 11:39:14

powered by OPTIM
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5 Authenticating the agent

5.1.1.1 Always allowing location access on devices with iOS 13.0 and later

When you authenticate the agent on devices with iOS 13.0 and later, you cannot select "Always Allow" when you
are asked to allow Optimal Biz to access your location. Use the following steps to always allow location access.

[ Without these steps, the device cannot retrieve or send correct location information.
[#1f you do not set [Always Allow] for your location information, the agent functions may not be available.

[1] Tap [Allow While Using App]. = Optimal Biz e
= You will be asked to allow location service.

DEVICE INFORMATION

Device Name
P SR Snam—-

UPDA
“Qpti i

Lastc  Allow “Optimal B_lz to use
- your location?

This permission allows the application
Locali  to send device location data updates

to the Management Site. Contact
administrator for instructions on the

setting.
Allow Once
n Allow While Using App I
Don't Allow
povsered by OPTIM
[2] Tap [Allow]. = Optimal Biz

[# This step is only required on the first launch. I

[#1f you do not tap [Allow], no notification appears when the device S
receives a message from the management site.

UPDATE INFORMATION

Last Communication Time

— -

Locatn  "Optimal Biz" Would Like to
Send You Notifications

Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.

Dont o

powered by OPTIM

[3] Tap [Yes]. =

Optimal Biz

DEVICE INFORMATION

Device Name
— . —

UPDATE INFORMATION

Last Communication Time

——
e
-

Allow location access

Please set ALLOW LOCATION ACCESS
1o 'Always’ from Location Services in
Settings.

B - ]

powered by OPTIM
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5 Authenticating the agent

[4] Tap [Optimal Biz] on the "Settings" screen of the device.

[#1f you see a different hierarchy of "Settings", display the first
hierarchy.

[5] Tap [Location].

[6] Tap [Always] to enable it.

Settings

. Measure
. Shorteuts

¥ Health

Music
[« AT

& Photos
B Camera

) Books
Podcasts

& Game Center

@ Optimal Biz

{ Settings Optimal Biz

ALLOW OPTIMAL BIZ TO ACCESS
—

Location While Using

Siri & Search

(& Notifications

@ Background App Refresh D

PREFERRED LANGUAGE

Language English

< Optimal Biz Location

ALLOW LOCATION ACCESS
Never
Ask Next Time

While Using the App

Always v
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5 Authenticating the agent

5.1.2 Installation and authentication from App Store

Use the following steps to install and authenticate the agent from the App Store.
[# Operations to perform on the App Store are subject to change by Apple.

[1] Tap [App Store] on the home screen.
= The App Store will be displayed.

A

s

o L)--

[2] Type and search for " Optimal Biz "

Search ®
= The "Optimal Biz" page will be displayed. El ames, Aops, Sores and ore )
Discover
Suggested

- - -

m f§ S £ Q

[3] Tap [GET].

£ Search

= The agent (Optimal Biz) will be installed. Wait until the [Optimal it
Biz] icon appears on the device's home screen.

G

a4+ I

What's New Version History
\ 19.11.102.0 3w ago
* Fixed a bug on Portal screen.

Preview
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5 Authenticating the agent

[4] Tap [Optimal Biz] on the home screen.
= The agent will be launched and the Privacy Policy screen will 7

be displayed.

Ne ) )

PrivacyPolicy

[5] Tap [Accept].
[# This step is only required on the first launch after installing or Optimal Biz s

updating the agent.

- ree an -- -

[6] Tap "OK".
[# This step is only required on the first launch after installing or
updating the agent. i

User Data

T

* Before activating agent, you need to activate this
product.

* If you have already activated this product, tap the Portal
icon on home screen to activate agent.

* If the Portal icon is not displayed on home screen, ask
the Activation Code of your administrator.

powered by OPTIN
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5 Authenticating the agent

[7] Enter "Company Code", "Activation Code", and "URL".
[# Contact your administrator for your company code, activation
code, and URL.
[8] Tap [Send].
= The agent will be activated.

[#1f you have not performed license authentication, follow the
instructions that will be displayed on the screen and perform
license authentication.

[#The following steps differ if the device is on iOS 13.0 and later.
Refer to the following.

(%"Always allowing location access on devices with iOS
13.0 and later" Page 55

[9] Tap [Always Allow].

[#1f you do not set [Always Allow] for your location information, the
agent functions may not be available.

[10] Tap [Allow].
[# This step is only required on the first launch.

[#1f you do not tap [Allow], no notification appears when the device
receives a message from the management site.

= When "Device Information" and "Update Information" (A) are
displayed, the agent has been authenticated.

= Optimal Biz ]

DEVICE INFORMATION

UPDATE INFORMATION

Last Gommunication Time

2018/09410 11:39:14

Location Acquisiion Time
2018/08/10 11:38:14.

powered by OFTIM

@ App Store T 14:13 4 3 -
(0] Agent Authenlicatio!:’ Send
Company Code
Activation Code
URL

* Before activating agent, you need to activate this
product.

* If you have already activated this praduct, tap the Portal
icon on home screen to activate agent.

* If the Partal icon is nat displayed on home screen, ask
the Activation Code of your administrator.

pawered by OPTIM

Allow "Optimal Biz" to access
your location?
App explanation for always: “This
permission allows the application to
send device location data updates to
the Management Site. Contact
administrator for instructions on the
setting.”

If you only allow access to your
location while you are using the app,
some features may not work while this
app is in the background.

Only While Using the App

Always Allow

Don't Allow

“Optimal Biz" Would Like to
Send You Notifications

Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.

Don't Allow
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5 Authenticating the agent

5.1.3 Installation and automatic authentication using Application Distribution

If you hide Portal and the App Store on the device, you can install / automatically authenticate the agent by using
the Application Distribution function and App Configuration function of the management site.

[# For more information on the functions and operations, refer to the relevant section of the manual below.

E"Settings —i0S" - "Application" - "Application Distribution" in <Management Site Reference
Manual>

E"Settings —i0S " - "Application" - "App Configuration" in <Management Site Reference Manual>

E"Asset" - "List" - "Settings of assets" - "(Setting — iOS) Settings Allocation" in <Management Site
Reference Manual>

5.1.3.1 Installing the agent through application distribution

Use the following steps to create a setting for distributing the agent to a device (Application Distribution setting)
and setting for automatically authenticating the agent (App Configuration setting).

[1] Click [Settings]—[iOS]—[Application]—[Application Distribution].
[2] click E31.

Optimal Biz [] Assets @ User 488 Organization |4 Settings | [y Log [ Related Service tesicompany  useri w

Select 0S Android Mac OS  Windows  Windows 10 Mobile

L Service Envirenment Setting
i0S Setting

> W4 Create New
Management Application Q
Communication and
Operation Setting
Seting - Editing

|
ADE

(Click "+" to add: up to 600)

Setting Template

Configuration Profile

Apps and Books License * Please register original application beforehand. You can register original applications from "Menu
"Original application registration”

Apps and Books Setting * "Management” and "Backup” are available for i0S 5.0.1 or later

Template

Managed Application Policy

Update:
- - Store D | APPECANON | \jonagement | Backup | Policy App Configuration
Original Application
Registration

(Click ™+" to add: up to 300)

B  Please entr the 1D which s included n the URL ofthe App Stor appiction

F e it The ID is <Store ID> in the URL' D>
“To nstall he App Store application, the dovics (L set Apple 1D beforehand
* “Management’ and “Backup" are available for {03 5.0.1 or later

1 iplication Catalog m

Application Detection

Application Distribution

Internet >
Convenient Function >

Certificate Management >

1 ©2011 OPTiM | Terms of Service" | Privacy Policy (2 | Site Map
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5 Authenticating the agent

[3] Enter a setting name in "Name"
[4] click EJ in "List of the application from App Store"

I' v’ Create New

Sei

Setting - Editing

(Click "+" to add: up to 800)

* Please register original application beforehand. You can register eriginal applications from "Menu"-
"Original application registration”
*"Management” and "Backup” are available for iOS 5.0.1 or later

e application from A

—— Ap:fllsahun Aop Confauraton

{Click "+" to add: up to 300) m
* Please enter the ID which is included in the URL of the App Store application.

The ID is <Store ID= in the URL"https://apps apple.com/jp/app/example/id<Store ID>"
*To install the App Store application, the device needs to be set Apple ID beforehand
*"Management” and "Backup” are available for iOS 5.0.1 or later

[5] Enter "484555006" (the Store ID of the agent (Optimal Biz)) in "Store ID".
[6] Select "Enabled” in "Management".
[7] Click [Save].

= An application distribution setting will be created.

I' V’ Create New

Setting
Setting - Editing

Name
|Automatic Activation |

Original A

(Click "+" to add: up to 800)

* Please register original application beforehand. You can register eriginal applications from "Menu"-
"Original application registration”
*"Management” and "Backup” are available for iOS 5.0.1 or later

List of the application from Af

Application .
s A Confgirston

Application App
management New Configuration
4545550 Al policy does  addition does not B
not exist. exist.
(Click "+" to add: up to 300) [+]

* Please enter the ID which is included in the URL of the App Store application

The ID is <Store ID= in the URL"https://apps apple.com/jp/app/example/id<Store ID>"
* To install the App Store application, the device needs to be set Apple ID beforehand
*"Management” and "Backup” are available for iOS 5.0.1 or later
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5 Authenticating the agent

[8] Click [Settings]—[iOS]—[Application] »[App Configuration].

[9] click El.

Optimal Biz

Select 08

i0S Setting

Management Application
Communication and
Operation
Setting Template
Configuration Profile
ADE
Application

Apps and Books License

Apps and Books Setting
Template

Managed Application Policy

Original Application
Registration

App Configuration

8 slication Distribution

~Application Catalog
Application Detection

Internet

Convenient Function

Certificate Management

% Organization u- Settings B Log BB Related Service

Windows ~ Windows 10 Mobile

2 Create New
le

@0Original Application OApp Store Application

n Name

~]
Sefting Value
o T N
(Click "+ to add: up to 100) n

111 OPTIM | Terms of Se 2 | Site Map

testcompany userl -

L Service Envirenment Setting
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5 Authenticating the agent

[10] Enter a setting name in "Name".
[11] Select "App Store Application" in "Application Type".
[12] Specify "Optimal Biz" from the Application Name" pull-down menu.

[13] Click EJ in Setting Value to add a setting item and configure a company code (A),
management site URL (B), and an activation code (C) in each item.

[# Enter the following values in "Key" and "Value" of the company code (A).
*Key: company_code
*Value: (a specific company code)
[# Enter the following values in "Key" and "Value" of the management site URL (B).
*Key: server_url
+Value: https://biz3.optim.co.jp/
[# Enter the following values in "Key" and "Value" of the activation code (C).
*Key: activation_code
*Value: %MDM_ACTIVATION_CODE%

[# Specify "String" for "Type" of the company code (A), management site URL (B), and activation code
(C).

[14] Click [Save].
= The App Configuration setting will be created.

E:"*' Create New
APP

Settings

) Name

|Automatic Activation

Application Type
C0Original Application | ®@App Store Application 11

Application Name
[Optimal Biz v
I S S
A
Company cods o
S erver o B
activation_code String ~ | |%MDM_ACTIVATION_CODE% B

(Click "+" to add: up to 100) ﬁ
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5 Authenticating the agent

[15] Click [Settings]—[iOS]—[Application]—[Application Distribution].
[16] Click the application distribution setting you created in step [7] from the list.
[17] Click [Edit].

Opllma| =74 D Assets @ User 488 Organization a Settings B tog [ Related Service testcompany  userl =

Select OS Android Mac 0s Windows Windows 10 Mobile L Service Envirenment Setting

10§ Setting

[+]-] & Automatic Activation

= o]
st e —

Configuration Profile

Management Application

CGommunication and 16 & Automatic Activation

Operation

iame
Automatic Activation

é:f‘ﬁgmamn

* "Management” and “Backup” are available for iOS 5.0.1 or later

ADE

Application

Apps and Books License

Apps and Books Setting i App
Template Store D | Application Name Management | Backup Policy Configuration

484555006 Optimal Biz Enabled Prohibited

Managed Application Policy
* "Management” and "Backup” are available for i0S 5.0.1 or later

al Application
Registration

App Configuration

Application Distribution

1 5 pplication Catalog

Application Detection
Internet

Convenient Function

Certificate Management

1 ©2011 OPTiM | Terms of Service | Pri

[18] From the "App Configuration” pull-down menu, specify the name of the setting you
configured in step [10] .

[19] Click [Save].

l‘ v ’ Automatic Activation

Setting - Editing

|Automatic Activation |
ropctmene ep ot |
(Click "+" to add: up to 600) |+

* Please register original application beforehand. You can register original applications from "Menu’™
"Original application registration”.
* "Management” and "Backup" are available for i0S 5.0.1 or later

zgﬂiemo" how Cos”
Application
48455500 — ¢! Enabled Allowr New
policy does  addition
not exist.
(Click "+" to add: up to 300) n

* Please enter the 1D which is included in the URL of the App Stere application.

The ID is <Store ID= in the URL"hitps://apps.apple.com/p/app/examplenid=Store 1D="
* To install the App Store application, the device needs to be set Apple 1D beforehand.
* "Management” and "Backup" are available for i0S 5.0.1 or later
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5 Authenticating the agent

[20] Go to [Assets]—[List], and select a target device from the list.
[21] Click [Setting Allocation] in "Settings".

Optimal Biz

List
Network Map
Authentication Procedure
Setting of all Assets in bulk
Customizing Input ltems
Message

Add with CSV

Edit with CSV

Delete with CSV

Assign the certi
CsV

Download CSV

Assets

‘ User

ﬁ Organization Q Settings Log

Assets

Asset Name

Search Condition:

111Page ( Devices)

B | AssetName « 05+ hne User +
Number *

BB Related Service

Organization

Use by old desigr
+ Create New

Communication | .

Date ¢

10 months ago ®

1 ©2011 OPTIM

[22] Click [Edit] in "Application Distribution™.

Optimal Biz

List
Network Map
Authentication Procedure
Setting of all Assets in bulk
Customizing Input ltems
Message

Add with CSV

Edit with CSV

Delete with CSV

Assign the certi
CsV

Download CSV

Assets

& User &8 Organization g} Settings Log

Assets

Asset Name Search Engine Add filter

Search Condition:

111Page ( Devices)

Asset Nam o0s Phone User
Number

1 ©2011 OPTIM

BB Related Service

Organization

about 1 year ago

about 1 year ago

Ol ©

about 1 year ago

+ Create New

mmunicati
Det
Date

iai
10 months ago ®

about 1 year ago

®
about 1yearago ()
®

about 1 year ago

Setting Allocal

[ 1 ®

Communication Date: 02 Nov 2018 11:31:54
< syne

Phone Number

User

Organization

Edit admin information

Settings

Setting Template Allocation

Sh

Actions

Change screen lock password
Remote Lock

Sh

Information

(<) Setting Allocation ®
Communication Date: 31 Aug 2021 22:37:19
@ sync

Configuration Profile
(Inherit parent organization : None)

Roaming g
(Inherit parent organization : None)

Application Distribution
(Inherit parent organization : None)

Appl n Detection
(Inherit parent erganization : None)

g

ng
(Inherit parent erganization : None)

er History
(Inherit parent erganization : None)

Bookmark

(Inherit parent erganization : None)
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5 Authenticating the agent

[23] From the "Application Distribution” pull-down menu, specify the name of the setting you
configured in step [3] .

[24] Click [Save].

Assets rganization i Related Service (©) Setting Allocation ®

Communication Date: 31 Aug 2021 22:37:19
List

2 sync

Assets
Network Map
" Configuration Profile
Authentication Procedure Asset Name Search Engine  IRSEERIIE (Inherit parent erganization : Nonej
Setting of all Assets in bulk Search Condition:
Customizing Input Items 111 Page ( Devices)

Message

u :hu":e ° ﬁ (nhent parent o5
umber (Inherit parent organization : None)

Add with CSV
10 months ago ®

Edit with CSV

about 1 year ago

Delete with CSV

csv Y, Bmatic Activation I

Assign the certificate with about1yearago (%)

about 1 year ago
Download CSV
Save

Applicat ion

(Inherit parent organization : None)

ng
(Inherit parent organization : None)

ser History
(Inherit parent organization : None)

1©2011 OPTIM | Terms of Service(# | Privacy Policy (" | Site Map =

[25] Click [Sync].
[26] Click [OK].

= The agent (Optimal Biz) will be installed on the device. Wait until the [Optimal Biz] icon appears on the
device's home screen.

@1t may take a while until the agent are installed on the devices.

timal Biz Assets User 488 Organiza e _ [ 1 ®
Sync will start, Depending on device, it may take significant amount of

time until the setting is applied. Click on [OK] butten to proceed. Communication Date: 02 Nov 2018 11:31:54

List

Assets Cancel
Network Map
Authentication Procedure Asset Name Search Engine Add filte

Setting of all Assets in bulk Search Condition:

Phone Number

Customizing Input ltems 1/1Page ( Devicas)

Asset Nam: S & Phone User * Organization | Communication User
Number ¢ +

10 months ago ®

Message

Add with CSV
Organization
Edit with CSV

about 1 year ago

Delete with CSV @
Edit admin information

®

®

Assign the certificate with about 1 year ago
csv

Settings
about 1 year ago
Download CSV

Setting Allocation
Setting Template Allocation

Sho ettings.

Actions

Change screen lock password

Remote Lock

Show other tions

Infermation

1©2011 OPTIM | Terms of Service(# | Privacy Policy (" | Site Map =
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5 Authenticating the agent

5.1.3.2 Automatically authenticating the agent

Perform the following steps to automatically authenticate the agent installed on the device.

[1] Tap [Optimal Biz] on the home screen.
= The agent will be launched and the Privacy Policy screen will

be displayed.
b ¥ x ™
N o
[2] Tap [Accept]. PrivacyPolicy
Optimal Biz &=

[# The following steps differ if the device is on iOS 13.0 and later.

Refer to the following.
(¥ "Always allowing location access on devices with iOS

13.0 and later" Page 55

- WS e e

Not Accept 2 Accept

©) Agent Authentication send

(3] Tap "OK".

User Data

B
EX o )

* Before activating agent, you need to activate this
product.
* If you have already activated this product, tap the Portal
icon on home screen to activate agent.

screen, ask

* f the Portal ican is not displayed on
the Activation Code of your administrator.

powered by OPTIN
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5 Authenticating the agent

[4] Tap [Always Allow].
[#1f you do not set [Always Allow] for your location information, the
agent functions may not be available.
Allow “Optimal Biz" to access

your location?

App explanation for always: “This
permission allows the application to
send device location data updates to

the Management Site. Contact
administrator for instructions on the
setting.”

If you only allow access to your
location while you are using the app,
some features may not work while this
app is in the background.

Only While Using the App

Always Allow

Don't Allow

[5] Tap [Allow].
[#1f you do not tap [Allow], no notification appears when the device
receives a message from the management site.

= When "Device Information" and "Update Information" (A) are

“Optimal Biz” Would Like to

displayed, the agent has been authenticated. LS Bl Mool L

— Notifications may include alerts,
= Optimal Biz ] sounds, and icon badges. These can
be configured in Settings.

DEVICE INFORMATION
Don't Allow

Device Name
. A D W

UPDATE INFORMATION

Last Communication Time
2018/09/10 11:38:14.
Location Acquisition Time
2018/09/10 11:39:14

powered by OPTIM
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